q |t=ts+2Tg -0

U | ern en - €/(y,~1) €1y, 0 ... 0 0 x Chx, ,

- =1+ Tg+0
where t is current time of image dynamic synthesis; ts — onset of the period of symbol forma-
tionin A, z, =Tg/r —time interval, r — the number of cycles to synthesize a visual image on the dis-

play.

BE3OIMACHOCTb UH®OPMAILIUUA B CHCTEMAX BU3YAJBHOI'O
BBIBOJIA JAHHBIX

Bymma A.B., HAH, Yxpauna

JaHo cucTeMHOE Tpe/CcTaBlIeHHE CPEICTB BU3yalbHOTO BBIBOJA WH(POPMALUN B KOMMYHHKAIIMOHHON
annapaType ¢ TOUKHU 3peHHs oOecriedeHust 6e30IacHOCTH JaHHBIX. [loirydeHo aHanuTU4YecKoe OMIcaHue
COOTBETCTBYIOIIEH CHCTEMBI B MATPUIHOM popme

Information security in systems of data output in the visual form

System representation in view of information security for means of data output in the visual form at
communication equipment is given. The analytical descriptions in the matrix form for corresponding
system is received

[TocTosiHHBIN pocT 00bEMOB MH(pOpPMaLUU, KOTOpas 00padaThIBaeTCsl B yIPaBISAIOLIUX U KOM-
MYHUKAIMOHHBIX KOMILIEKCaX, MPeIbsBIAET Bce Ooiee ecTkhe TpeOoBaHUs K KadecTBY MH(OpMa-
LIMOHHBIX PECYPCOB M HEMOCPEACTBEHHO K CHCTEMaM IOJIy4eHHUs, Iepeaadn, o0paboTku U oToOpaxke-
HUS JaHHbIX. HapylieHue oCHOBHBIX CBOMCTB MH(OpMAIMM — KOHPHUAESHIIMAILHOCTH, LIETOCTHOCTH U
JTOCTYITHOCTH TIPUBOJMT K TPUHITHIO OIIMOOYHBIX PEIICHHA, W, KaK CJIEJACTBUE, K BO3MOKHOCTH BO3-
HUKHOBEHUS aBapUHHBIX U APYIMX KPUTHYECKUX cuTyauuil. [loaromy obecredeHne 3auThl JaHHBIX B
IPraTudecKoi CUCTEME KpallHe Ba)KHO KaK Ha CTAIUM €€ CO3JIaHMs, TaK U B IPOIECCe IKCILTyaTallUu.
Hcnonb3yemble METOJbI M CPEACTBA JIOJDKHBI MPEJOTBPATUTh YTEUKY 3aIlMIIaeMoi MH(pOpMaluu, a
TaK)Ke HECAHKIIMOHMPOBAHHOE M HETpeHaMEepEeHHOe BO3/eiicTBHE Ha Hee. [ YenoBeko-MamHHbBIX
CHCTEM 3aj1aya 3aIlUThl UHQOPMAIMHK SBIISETCS TOCTATOYHO CJIOKHOM U HEe UMeeT (POpMalbHBIX METO-
JI0B pernieHusi. MeTononorus pemeHus 3Toro Kjacca 3a7ad OCHOBBIBAETCS HA CUCTEMHOM IIOJAXOJE,
KOTOpBIN 06a3upyeTcst Ha UcCIel0BaHUH 00BEKTa C IOMOIIBIO COOTBETCTBYIOMIEH Mojenu [1]. OxHako
MOJIENIA IPTaTUYECKUX CHUCTEM, OPHEHTHPOBAHHBIC HAa WCCIICAOBAHHME 3alIUIIEHHOCTH IUPKYIUPYIO-
el B HUX MH(pOpMaIuK, OTCyTCTBYIOT.

PaboTa mocssiieHa MOIENTMPOBAHUIO U aHATUTHYECKOMY OIMCAHHIO YEJT0BEKO-MAITMHHBIX HH-
(opManMOHHO-KOMMYHUKALMOHHBIX CUCTEM C TOUYKH 3PEHUS 3allUThl 00pabaThIBAEMBIX JTaHHBIX.

B o6meM ciyuae MoieMpOBaHNE CUCTEMBI 3aKIF0UAETCS B CO3/IaHUM HEKOTOPOTo ee 00pasa,
COOTBETCTBYIOLIETO (C TOUHOCTBIO A0 IIeJIe MOJIeIMPOBAaHU ) UCCIEAYeMOMY OOBEKTY, JUIs Moyye-
HUS C TIOMOIIBIO ATOM MOJIETH HEOOXOIUMBIX XapaKTEPUCTHK pealbHOH cucteMsl. Llenms onpenenser
MPUHIUIIBI TOCTPOEHUS MOJIEIIH, KOTOPbIE peau3yloTcs Ha OCHOBE BBIOOpa COOTBETCTBYIOIIEH COBO-
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KYITHOCTH KPUTEPHEB CUCTEMHOMN Kiaccupukanuu. AHanu3 Hau0oJiee 4acTo UCHOIb3yEMBbIX PUHIIH-

MIOB peajn3alii MaTeMaTHUYeCKUX MoJienel [2] mo3Bomi copMHpOBATh TPEOYEMYIO0 COBOKYITHOCTb

OCHOBHBIX KPUTEPHEB [UIsl ONMCAHMSI CCIIEAYEMOM 3praTU4eCcoi CUCTEMBI:

1) MacmTad MOJEIMPOBAHUS, CBA3AHHBIM C YPOBHEM XapaKTEPUCTUK, KOTOPbIe HEOOXOAMMO I10-
JYy4YUTh HA MOJEIH;

2) Croco0 MOAETUPOBAHMS, KOTOPBI OMpeaensieTcs OCHOBHBIM IPUEMOM, JICKAIUM B OCHOBE
MIOCTPOSHUSI MOJIEIIH;

3) TUIl CUCTEMBI, 3aBUCALINI, B OCHOBHOM, OT YPOBHSI OIIPEIEICHHOCTH B3aWMOCBS3EH MEXAY
aHAJM3UPYEMbIMU U BIMAIOLIMMH HA HUX NTapaMeTpaMu CUCTEMBI, €€ JIEMEHTOB U BHEIIHEH Cpebl;
4) croco0 npejcTaBieHus] MH(GOpMauKu B MO, 3aBUCSIIUN OT 3HaYEeHUN NEPEMEHHBIX U Xa-

pakTepa pOTEKaHNs BPEMEHH B CUCTEME;
5) JMHEWHOCTh CUCTEMBbI, CBSI3aHHAs C BBIIOJHEHUEM WM HE BBINOJIHEHUEM MPUHIIMIIA CYIEPIO-
3ULIUH.
Ha ocHOBaHMM 3THX KpUTEpUEB HAIlla 3a/1a4a CBOJUTCS K (POPMUPOBAHHIO OOIIIEH aHAIMTHYE-

CKOM MOJIeJIM JIMHEHHON AETEPMUHUPOBAHHON JUCKPETHOM YeIOBEKO-MaIIMHHOM cuctemsl. [1pu Ta-
KOM I10/IX0JI€ UCCIJIEZIOBAHUE TOJDKHO OXBATHIBATH MH(MPOPMALIMOHHYIO CTPYKTYPY OT HCTOUHUKA COO0-
IIEHUS J10 YEJIOBEKa, ABJISAIOIIErOCs KOHEYHBIM IPUEMHUKOM JaHHbIX [3]. CyllleCTBEeHHbIM SIBISETCSA
aHaJIU3 BIMSHUA KAHAJIOB Iepeauyd MHGOopMauy MexX1y 3JIEeMEHTaMU CUCTEMbI Ha 00paboTKy M Ipe-
o0pa3oBaHHE CUTHAJIOB, a TAK)KE B3aUMOJIEMCTBHE BCEX €€ AIEMEHTOB C OKpysKarolel cpenoi. Takoe
NPECTaBICHNE YPTaTUIECKON CUCTEMBI IPUBEICHO HAa PUCYHKE, Tl 1 — mepBUYHBINA IIpeoOpa3oBaTelb
uHpopManuy; 2 — KaHal Nepeaayu JaHHbIX; 3 — cuctemMa 00paboTku nHpopManuu; 4 — 3JIEKTPOONTH-
YyecKui npeodpa3zoBaTelib; S5 — KaHal CBSI3U C OIIEPaTOpoM; 6 — OIepaTop CUCTEMBI; 7 — OKpY Karolas
cpena.

1 eee |\ 1 eeo |\ 1 soe | W 1 eee | \\ 1 eee |\

SES o
CrpykTypHas MaTpunia M paccMaTpuBaEMoOro NpeACcTaBIECHUS Y€JI0BEKO-MAIIMHHON CHUC-
TEMBI C TOYKH 3pEHUS 3alIUThl THPOPMAIUH SIBISIETCA KBaIpaTHON U MOXKET OBbITh 3aMKcaHa B clie-

JTYIOITIEM BUIE
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0o M2S 0 0 0 0o M
M3 0 MY o 0 0 M3S
0 MRS 0 M0 0 M5S
MSES | g 0 MES 0 M3 0 MY,
0 0 0 MYUS 0 ML M
0 0 MIS 0 MY 0 MRS
WS M WS M M

SES . .
rae M — cyOMaTpHIBl Pa3MEPOM 1; X 1 ; , OLUCBIBAIOLIME CBA3M MEXKY [-M U ] -M 3JIe-
MEHTaMH CHCTEMBI.

[IpencraBieHHbI MaTEMAaTHYECKUI anmapar SBISIETCS YA0OHBIM aHAINTHYECKUM HHCTPYMEH-
TOM JIJIs1 UCCIIEIOBaHUS O€30MaCHOCTH WH(POPMAIIUU B SPTaTUYECKUX CUCTEMAX, a TaKXKe BHIOOpa 3 -
(hEKTUBHBIX METOJIOB M CPEJICTB ISl €€ 3aIUTHI, YTO SBISIETCS KpaliHEe BayKHBIM IIPH CO3/IaHUH WH-
(hopManMOHHO-KOMMYHUKAIIMOHHBIX KOMILIEKCOB OOILETr0 M CHEeIHaIbHOTO Ha3HAYCHHUS.
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PA3BUTUE MEXAHUYECKOH MOJEJA CUCTEMbBI 3AIIIUTHI UHO®OPMAILIUU
I'ap0y3 A.HU. , KobGo3eBa A.A., artgar@ukr.net, OHITY, Vkpauna

B pabote npennaraercst panbHeiiiee pa3BUTHE MOAETH CUCTEMBI 3aIIMTHl MHPOPMAITUK Ha OCHOBE YII-
PYyroil MEXaHMUYECKON CUCTEMBI, ITPEJIOKEHHON aBTOPaMHU paHee

Mechanical model of the secure information system

This articles offers development of the mechanical model of information security that is based on the
elastic mechanical model which was described before by the same authors

B [1] Ha ocHOBe Teopuu BO3MYILEHUN BIEpBble ObUT pa3paboTaH OOLIMI MaTeMaTHYECKUN
MOAXOJ K MpoOJieMe aHamu3a COCTOSIHUS TTPOU3BOJIBHOW MH(OPMAIMOHHOW CHCTEMbI, KOTOPBIN Jall
BO3MOKHOCTh MOCTPOEHMS NMPUHLMIHUAIBHO HOBBIX YHUBepcanbHbIX mojaeneit C3U — reomerpuue-
CKOH, rpadOBO-MaTpUYHOM, MexaHu4YecKoH [5]. MccnenoBanust aBTOpOB B JAHHOM HaIpaBJICHUU MPO-
JOJHKAIOTCSI. YUUTHIBAs CBSI3b MEXKIY CBOMCTBAMHM YIPYyrou craruueckoil cucreMsl u C3U, moapo6HO
PaccMOTPEHHYIO B [5], ecTecTBEHHA akmyaibHOCMb U YenecoodpasHocmsy NAIbHENUIIEro pa3BUTHS Me-
XaHUYECKON MoJienr MHPOPMAIIMOHHON CHCTEMBI C yY4ETOM HMMEIOIIUXCS Pe3yIbTaToB MPHU MOCTPOe-
HUU TpadoBO-MaTPUYHOMN, UTO SBJISIETCS Ye/iblo HACTOSIEN paboThI.

B xadecTBe OCHOBBI 11 MEXaHUYECKOW MOJIETH 3aIIUIIIEHHON HH(POPMAIIMOHHON CHCTEMBI B CHITY
ananoruii, npusenennbix B [10], paccmorpum yrpyryro cucreMy S — miacTury, KOTOPYIO ISl ONPEIETIEHHO-
CTH 6y;[eM CUHUTAaThb SaH.IeMJIeHHOﬁ Ha Kpadgx.

3amavya 00 u3rude MIacTHHBI C 3alleMJIEHHBIMU KpasMH CBOIMUTCS K pelmieHuto nuddepeHmu-
AJIBHOIO YPaBHEHUS YETBEPTOrO NOPSAKA
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rae (X, Y)- KOOpAWHATHI TOYKH Ha TIACTUHE B BEIOPAHHOHW CHCTEME KOOpIMHAT;

=q, 1)

w = W(X, Y)— dyHKIHs mporuoda,
D — ko3 urnmeHt, xapakTepu3yomuii TNIACTUHY Kak GU3HYECKUN OOBEKT,
g = q(X, Y) — MHTEHCUBHOCTb HAarpy3KH, IEHCTBYIOIIEH HOPMAJIHHO K TTOBEPXHOCTH IIJIACTHHBI.

YcTaHOBHUM BO3MOKHBIE COOTBETCTBHS MEXY AJIEMEHTaMH 3alUIIEHHON MH()OPMAIIMOH-
HOW CHCTEMBI U ITapaMeTpaMu BHIOPAHHON MEXaHHUYECKOU (hOopMaTTU3aIiH.

[TycTh mutacTHHA MCHONB3YETCS Kak (dopManu3anus uHgopmayuu, XpaHUMON B paccMar-
pUBaEMOM 3alMICHHONH WH(POPMAIMOHHON CUCTEME, TOT/Ia B KayecTBe (OpPMAIIU3ALUU CPedCme ee
3awumsl OyIyT BBHICTYNATh YIPYTHe ONOPHI (OMOpa), HApUMEp, TPYKUHBI C pa3IMYHBIMU (pruznye-
CKHMHU XapaKTEPUCTUKAMU (EIUHAsl OTmopa, TEOMETPUUYCCKUE pa3Mepbl KOTOPOH OTBEYAIOT pa3Mepam
IUTACTHHBI, C KyCOYHO-TTOCTOSIHHOM (DYHKITMEH TUIOTHOCTH).

JUnist IosTydeHus €AMHOTO KOJMYECTBEHHOTO nmapameTrpa D, xapakrepusyromero nHhopMamo
CHCTEMBI B IEJIOM, TPEJIaraeTcsi MCIOJIb30BaTh MOAMMDUIIMPOBAHHBIN METOJ aHajau3a HepapXuil
(MMAMN) nogo6HO TOMY, KaK 3TO ObLIO cienaHo B [3] AJst YMCIOBOM OICHKH PAa3HOPOIHBIX COCTAB-
HBIX YacTeil MH)OPMAIIMOHHON CUCTEMBI IPH MIOCTPOCHUH ee rpadoBo-MaTpuyHoi Moaenu. [lpu npu-
MEHEHHUHU JaHHOTO METOJa B KauecTBe KpUTEpHeB OyAyT (UTypHpOBaTh BCE MOKA3aTENU: BAKHOCTD,
3HAYMMOCTb, TIOJTHOTA U T..., WIH, JJIsl YMEHBIICHUS BBIYUCIMTEIBHON CI0KHOCTH PELICHHS 3a/1a4H,
JMIIB ONpEeIsIonIie mokasarenu napopmanun. Takum 00pa3oM, Mbl TPUHIUIHAIBHO MOXEM OIle-
HUTh KOJIMYECTBEHHO MHPOPMAIIUIO (€€ IPUOPUTETHOCTD JIJISl PEIICHUS 3a/1a4H B IICJIOM).

Crenyronmm BXOIHBIM TTapaMeTPOM Jiiist ypaBHEHUs (1) sSBISCTCS HHTCHCUBHOCTh HArpy3Kku (|,

JCWCTBYIOIIEH Ha IIACTUHY, KOTOPOW NpH BBIOPAaHHOW (OpMaIM3allMi COOTBETCTBYET CHJIAa aTaKH Ha
3alIUIIEHHYI0 WHPOPMAIIMOHHYIO CUCTEMY (BepHee, Ha MHPOpPMAaNUi0 cucTeMbl). i KOIM4ecTBeH-
HOM OLEHKH aTakylomedl MH(OopMaluio CHibl Mpemiaraercs ucnonb3oBate MMAU, ompenenss ee
npuoputetHocth aiusi C3U. B kadecTBe KpuTepueB MOTYT BBICTYNATh, HAapPHUMEpP, MaTepUATbHBIHI
yiepO OT MPOBEACHHON aTakd, MOPAJbHBIH ymepO, He0OOXOIUMOCTb CO3AaHus (M3MEHEHHSI) 3aKOHO-
JaTeIbHBIX aKTOB, PErVIAMEHTUPYIOIIUX IpaBa W OO0S3aHHOCTH (U3WYECKUX M IOPHIUYECKHUX JIUI] B
00J1aCcTH 3aUTHl HTHGOPMAIIMH | T.1I.

Pesynpratom pemenust ypaBHeHus (1) spnsercs ¢pyHkums nporuda W= Ww(X,Y), olpeaensto-
mas aeGopMaIuio IIACTUHBI — COCTOSIHME MH(OPMAILIUK CUCTEMBI ITOCIIe BO3IeHCTBHS aTtaku. [t uH-
TEPIIPETAINH ITOJIYYEHHOTO PEIICHUS C TOUYKH 3PEHUS 3aIIUThl HHPOPMAILIUHU OMPEeIseTCsS TOPOTOBOEe
3HaueHne W ams W(X, y) ¥ IPOBOJUTCS €T0 CPAaBHEHUE CO 3HAYEHUEM ITPOruda W, , MOIy4E€HHOIO JUls

KOHKpETHOM 3aaaun: ecmu W, >W (WC <W), TO JOCTYH K MH(OPMAIUH MTPou30ILeN (He MPOU301IeN).

B nanHoli paboTe ompenenstoTcs BEJIWYMHBI MPOrHOOB IS IMJIACTUH Pa3iIUYHOM (POpMBI
(kpyrnas, 3JUIMITHYECKas, IPSIMOYTOJIbHAsA) MOJT BO3AEHCTBUEM HArpy3Ku, HOPMaJIbHON K MOBEPXHO-
CTH IIJIACTHHBI, U Ha OCHOBaHUH IOJIyYEHHBIX PE3yJIbTaTOB MPEAIAraeTCsl X UHTEPIPETALHNS C TOUKH
3peHus 3alIUThl HTHPOPMAIIH.

Takum oOpa3zom, B paboTe mpejyiaraercsi NpUHIMIHNAIBHO HOBAs YHHBEpCaJlbHAs MOJIENb 3a-
HIMIIEHHOW MH(GOPMallMOHHON CHCTEMBI, 00Jajaromas CleAyIMMU IPEeUMYIECTBaMU 110 CpaBHe-
HHIO C MOJICIISIMH, TPE/JIOKEHHBIMU paHee [ 1-5]:

. reoMeTpUYECKrEe MO/IeNIM, OCHOBAaHHbIE Ha BEKTOPHOH Sign-uyyBCTBUTENbHOCTH [1,4], HE
OTpakaroT IMPOIIECCHI, MPOUCXOAIINE HETOCPEACTBEHHO ¢ MHpopMalueil, HUpKyIupyromel B pac-
cMaTpuBaeMoil HH(POPMAIIMOHHON cUcTeMe, NP BO3ACUCTBUM TOM WIJIM MHOM aTakH, TOTJa Kak IMpej-
JIO’)KEHHAsi MeXaHn4ecKasi MOJIeJIb aHAIU3UPYET COCTOSIHUE HEMOCPEICTBEHHO UH(OpMaIIHH;

J npeaiaraeMasi MOJIeJib OYEBUIHO MMEET MEHBIIYIO BBIYMCIHUTENBHYIO CIIOXKHOCTD, YeM
rpadoBo-marpuynas [1-3].
. [Mepexon B mexannueckort Mmoaenu C3U ot crepkHs [5] K utacTuHe 1aeT BO3MOXKHOCTh

Oosb1eil CBOOO/BI B CIIONB30BAaHUM TPAHUYHBIX YCIOBUN NMPH MOJETUPOBAHUN Pa3IMYHBIX XapaKTe-
puctuk C3U, Ha 4TO ceifuac HarpaBiIeHbl OCHOBHBIE YCHUIIUS aBTOPOB.
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