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The subjective process of obtaining the probability of a threat can be divided into three stages:

— preparatory (the object of research is formed: the set of events and the initial analysis of the properties of
this set; one is selected for methods of obtaining subjective probability; the preparation of an expert or a group of
experts);

— obtaining grades (using the chosen method; obtaining results in a numerical form, possibly contradictory);

— analysis of the obtained assessments (research results of the survey; clarification of the answers of
experts).

Sometimes the third stage is not carried out if the method itself uses axioms of probable distribution, which
in itself is close to experts' estimates. Conversely, this stage becomes especially important if results are obtained
from a group of experts.

It is also possible to separate two approaches to multi criteria assessment of the efficiency of wireless
networks:

— associated with bringing the set of individual performance indicators to a single integral indicator;

—uses methods of the theory of multi-choice choice and decision-making (with a significant number of
individual performance indicators, approximately equally important).

The proposed normalized method for assessing the degree of security assurance operates with at least three
characteristics, which allows for a comparative analysis of heterogeneous information systems.

The degree of security provides a rough estimate of the effectiveness of the information security system.
The method operates with the subjective coefficients of weight i characteristic W; and the ball values of each
characteristic G;, which is determined by expert’s estimates. The formula for the degree of security is as follows:

1 N
S=—Nw.G 1
NZ‘ G, (1)

where N—amount of the characteristics.

The method has two drawbacks: it is impossible to compare systems with different sets of characteristics
and it does not take into account the dependence of the weighting factor and the value of the characteristic of the
characteristic itself [1,2]. The author of the paper proposes to use normalized characteristic S to assess the degree
of the system security, and at the same time, to consider the subjective factors of the importance of the i
characteristic and the ball value of each characteristic, as a function of the characteristics:

{W: = fu (%),
G = fs(x)

where fy and fe—function of the characteristic x;.
The general formula for monotonous fj and uncertain function f; is as follow:

* 1 N * *
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where W'(x;—normalized weighting factor of subjective estimation from x;:
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and G"(x;—normalized score value of a function:

G'(x)=
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Intermediate values of which are defined as integral characteristics:
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where x;*°¢" and x;"“—the beginning and the end of the range of values for a given characteristic that exists

and is continuous in the range from x;™" to x;m?X,

In the given case the normalized level of safety of the system will always be S* < 1. S*—“absolutely”
protected system, when all the existing characteristics x; are considered. In the general case, the proposed
modification of the method allows to obtain a normalized level of security for any system with a number of
characteristics (but not less than 3), and to conduct a comparative analysis of information security in systems with
a different set of characteristics.

Because the method operates with the results, obtained through expert evaluation, before the data
processing begins, it is necessary to assess the adequacy of the expert group. To assess the adequacy it’s needed
to determine the coefficient of concordance, which involves the elements of functional-cost analysis.

Let’s suppose we have N essential characteristics that are included in the X set of all characteristics of the
system [x;,x2...xy] belong to the set X.

We determine experimentally or analytically the intervals of values for all characteristics (minimum and
maximum values), as well as the average value (which does not necessarily coincide with the arithmetic mean and
maximum values). In the found intervals, experts determine the point values of each characteristic G;:
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Based on the obtained data, for the sake of clarity, the charts (2), used by experts to determine the following
characteristics, are constructed [3].

The results of modelling are implemented in the educational process of Ukrainian and foreign institutions
of higher education (Blekinge Institute of Technology, State University of Telecommunications, Borys
Grinchenko Kyiv University, Lviv Polytechnic National University and Kharkiv National University of Radio
Electronics), including two virtual platforms “Cyber Range” for the development of security mechanisms. Thus,
the proposed method allows to ensure the reliability and functional safety of the wireless infrastructure, to obtain
an effective wireless network and to provide a solution to the problem of “last mile” for subscribers with difficult
location. The existing models and methods for assessing security and risks, with their drawbacks were considered
in the paper. The proposed modifications are intended to improve existing methods and include more precise
approximation (for expected damage to the vulnerability) and generalization of the function (for the degree of
security). In addition, it is proposed to use elements of functional-cost analysis to verify the reliability of expert
evaluation.
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