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Abstract: The article studies the kinds and specificities of virtual communities
along with the capabilities of adverse effects of multivector representation of
virtual communities on state institutions and security. The value of the security
as a priori basic vital necessity is implicitly emphasized. The article aims to define
the distinguishing features of virtual communities to understand their opera-
tional principles in the frame of modern communication culture and to outline
threats and risks for a society coming from virtual communities. Protecting in-
formation becomes a priority for national and global security. Infosecurity, in-
fosphere, and info sovereignty are constituents of the cultural code of national
security. Key message claims that virtual community (as an embodiment of ano-
nymity, mixed identity, artificial status, kitsch, etc.) is a powerful tool for infor-
mation and communication discord, which poses a threat to both personal and

national security.
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Introduction

Any historic era is characterized by certain challenges and innovations
that find their reflection in communication and culture. For one reason or
another, they receive the status and role of values. The social aspect of the
communication culture is a significant factor we need to consider when
studying national security and, specifically, information security. We can
observe how the postmodern society has changed and adapted to its needs
the well-established rules and standards of life. The evolution of the digital
and electronic space has caused a drastic change in major communication
principles. It relates to all spheres of life — regular communication between
people, ethical and non-ethical issues, public communications policy of the
state, etc. “Issues of informational privacy are recognized as of increased
importance with the advent of digital information, whose technologies of-
fer, alongside positive affordances, opportunities for privacy harms”
(Bawden & Robinson, 2020). The choice of data transfer ways becomes of
vital importance because it is directly relevant to security. Analysing the
area of information culture and, thus, information security, we have to pay
special attention to virtual communities, which perform not only a com-
municative function but also work as a powerful combination of various
postmodern elements including simulacrum, kitsch, etc. All this along with
the multicultural innovative character provides the basis for claiming vir-
tual communities a unique yet specific postmodern phenomenon. Some
researchers indicate that virtual communities are related to the system of
public relations. It is something that can make life different even beyond
the virtual reality (Dziundziuk, 2011).

In Ukraine, this phenomenon reflects the complicated existential vi-
sion due to military conflict in the East. It is often emphasized that the
war between Russia and Ukraine has caused a national wave of patriotism
in Ukraine while the war-related events have become the most discussable
matters in the virtual communities. However, in Ukraine, the Internet is
developing new virtual communities with feedback channels, and so they
play a crucial role in generating new socially significant military history
content (Peleshchyshyn & Khymytsia, 2014). The local experience in un-

derstanding the rules and roles of virtual communities can be used in pro-
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fessional training and development. Virtual communities are mostly stud-
ied as a social phenomenon that caused new culture coming with the help
of the Internet. Also, the scholars closely analyse the psychology of these
communities’ participants, their information data, and generally their im-

pact on people and society.

The specifics of virtual communities, their security issues, character-
istic features of their structure and operation as well as their role as na-
tional security subjects have raised interest in researchers. The result of the
recent studies shows a lack of information on the role of virtual communi-
ties in creating historical data. We cannot find any discussion on virtual
communities as the subjects of the military conflict in the East of Ukraine,

its social and cultural context.

Information security is a global problem now due to the globalization
process in all vectors of life including social and cultural spheres. This cur-
rent world tendency can be discovered in the political, economic, social,
technological activities of a country. Information has become a crucial tool
of social innovations due to new technologies and digital systems develop-
ment, the uprise in conceptually new and high-impact methods of content
sharing and influence (Dzioban, 2006). American futurologist Alvin Tof-
fler claims that in this day and age, knowledge and information are the
most powerful resources of state authorities that make it possible to
achieve the goals set when using the resources of the state power, make
people take these goals as their personal, when enemies become friends
(Toffler, 1980, 1970).

Infoculture is a potential reflection of the personal security content
and projections of the national security situation in general. The research-
ers agree on understanding the core points of information culture in the
modern world. “The ability of citizens to establish the credibility of infor-
mation and information sources through critical assessment is often em-
phasized as essential for the upholding of a democratic society and for peo-
ple’s health and safety.” (Haider & Sundin, 2020).

Methodology of the Research

The set of methods used in the research integrates a multivector analy-

sis of information security and virtual communities. The diversity of virtual
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communities is analysed with the method of classification. The implicative
method explains the connection of communication culture, information
culture, and postmodern virtual reality. The scope of the research includes
challenges and threats for information and cultural areas that become vital
in virtual communities — in particular, in terms of information security of
society and traditional cultural space of a country. Virtual communities in-
fluence counterculture and can be dangerous to traditional culture and

conventional understanding of national security.

The structure of the article is aimed at presenting the issues of the
analysis most logically and conveniently. The first section exhibits the de-
gree of problem development focusing on the contexts of interpretations
and definitions, mixed problems that were partially out of the scholars' at-
tention. The second section describes virtual communities in the value sys-
tem of postmodern information culture, representing the understanding of
the axiological layer of significance and value of a virtual phenomenon in
postmodern culture. The third section highlights incentives for creating
virtual community culture, the determinants of a virtual subculture, and its
specific values. The final section studies the problem of virtual communi-
ties as a postmodern version of the third-place culture (counterculture). It
focuses on the problem of mixed sociality and hidden identity as a poten-
tial threat to national security. From this perspective, the authors study
the video game phenomenon, which is a classic example of the methodo-
logical identification of virtual communities with counter- or pseudo-cul-

ture concerning traditional culture.
The Degree of Problem Development: Analytical Discourse

Howard Rheingold introduced the term virtual community in his
well-known work of the same title and defined it as follows: “Virtual com-
munities are social aggregations that emerge from the Net when enough

people carry on those public discussions long enough, with sufficient hu-
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man feeling, to form webs of personal relationships in cyberspace.”
(Rheingold, 1993) The sociological analysis traces the research on virtual
communities to Ferdinand T6nnis, who tried to distinguish between soci-
ety and community (Roszak, 2006). Tonnis defines community as an asso-

ciation that emerged naturally and that has its values whereas society is a
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structure of conscious formation grounded on rational approach and logic.
Later his ideas were further developed by sociologists Amitai Etzioni,
Alasdair Maclntyre, and others. Bell and Newby in their work “Commu-
nity Studies” (1971) mention 94 definitions of the term ‘community’, which
are all different, yet they share some similarity too. This similarity is well
expressed by Barry Wellman, who claims that “Communities are networks
of interpersonal ties that provide sociability, support, information, a sense
of belonging, and social identity.” (Wellman, 2002). Affleck and Kvan be-
lieve that “Virtual communities are usually formed organically by individ-
uals who group together as a result of similar interests and depend on active
participation, unlike many other informal learning environments in which
the audience is traditionally passive or nominative groups in which audi-
ence members behave as collective individuals” (Affleck & Kvan, 2008,
p-275).

However, modern communities (and virtual communities, too) should
not be reduced to clubs that unite people with common interests. Some
scholars believe that modern society is changing into a community or, ba-
sically, into a network of communities (Clarke, 2006). Some authors study
virtual community as a way of communication and education (Korhonen,
Taylor, and others). Such networking proves to be efficient due to the spe-
cific structure of the network — all participants, as a well-known American
sociologist Nicholas A. Christakis claims, can add to the common goal,
which makes the communication and results of this communication much
more productive. Thus, online communication in virtual communities has
some winning positions when compared to conventional offline mode.
Among other advantages, sociologists mention the direct and indirect in-
fluence of co-workers and their circles, mutual adaptation, unique cooper-
ative spirit, incredibly fast communication of ideas, and combinatorial in-

crease in communicative behavioural stereotypes (Kremliova).

Ukrainian research has recently developed an interest in studying var-
ious aspects of virtual communities — their creation and operation. Works
of Kravets, Serov, Peleshchyshyn focus on types of virtual communities
and their peculiarities (Peleshchyshyn et al., 2011). Fedushko analyses de-

mographics (age and gender) when discussing online communication as
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well as language characteristic features related to these criteria (Pelesh-
chyshyn & Fedushko, 2010). Tymovchak-Maksymets considers communi-
cative interaction in virtual communities as an opportunity for a polylogue
and a topical dispute that will meet its author’s desire for information
(Tymovchak-Maksymets, 2010, 2011). Maletska considers the phenome-
non of video games as the embodiment of a multicultural cross-section of

ideological innovations (Horban & Maletska, 2019, 2020).

In a universal context, there are reasons to state the multivector na-
ture of the modern analytical discourse on the problems of information
culture. Yalgn Yalginkaya remarks that “Information becomes energy and
the spectrum of the information is expanding in the vertical rise through
the digital culture” (Yalcinkaya, 2016). It is necessary to consider information in
a broad context as “the concept of information presents a complex body of
knowledge incorporating various views coming from such diverse fields as
natural, social and computer science” (Dutta, 2016). A lot of theories prove the
fact that information culture and information systems are “such a wide-ranging
and multifaceted discipline that it is neither possible nor desirable for
there to be a single, unified conception of information” (Mingers & Stand-

ing, 2017).

Virtual Communities in the Value System of Postmodern Information
Culture

Cultural innovations today can turn society into communities. It has
become especially common due to the era of information culture due to
the development of information society. Different factors caused the tran-
sition to this new era, including new technologies and communication sys-
tems that can create interactive information and communication context.
This transition was also a reason for changing the concept of culture in
general, its moral values, language. It worked as a background for a new

structure of socializing and creating a new personality identity. In the post-
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industrial world, human existence is determined by technologic character-
istics, which help make the socio-cultural environment a virtual space.
Also, a lot of usual social techniques and technologies fade, which means

an individual has to adapt to a new socio-cultural reality with a new set of
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tools. Many cultural anthropologists, in particular Robert Leonard Car-
neiro, believe that new information, communication, and genetic technol-
ogies change the content of the following notions — “information, net-
works, identity”. He raises issues that are important for every individual
today. The person in the world covered with information networks must
be ready for a number of scenarios, which sets new challenges and threats.
Along with the opportunities for learning and experience, virtual commu-
nities and information culture require new levels of national security in
terms of information. So, the world of information culture can become ei-
ther a society of education or a society of secrecy. Carneiro can see the
future of virtual communities in developing democratic traditions and
strengthening social connections, which may result in vanishing or, vice
versa, a revival of citizenship. (Carneiro, 2007). All these concerns are rea-
sonable. We cannot reject the evidence of technological advances and the
results of technical progress. However, the enormous amount of innova-
tions has adversely affected people in communications. The rules and
standards of interpersonal communication have recently changed. Self-or-
ganized spaces of computer information worlds with their symbols have
the strongest effect on a person, community, a whole society, and even hu-

manity.

The virtual environment may have different contexts and aims. Thus,
it can settle into various forms. Virtual space can work as a space for com-
munication and information or as a creative and artistic space. It can com-
bine role modelling and, simultaneously, have elements of real life, which
will enhance the sharpness of the current situation and will make this space
a unique educational community. The virtual environment has resources
to shape a unique mental mode that will help an individual to discover new
emotions and feelings. The boundaries between real and surreal are blurred
in a virtual community. Virtual space may also be a quasi-society with un-
realistic social and cultural space, which is an existential mode of the so-

called “homo virtualis” (Astafieva, 2002).

Virtual communities are characterized by bipolar context, which does
not have unambiguous clarity. The information society today with its mul-
tiple realities has great opportunities for an individual who can realize

these realities and use their resources via various technologies. At the same
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time, this individual is included in the realities and can comprehend the
primary nature of real life in the physical and socio-cultural space. How-
ever, the digital information environment and virtual communities where
communication is formed with technical means may substitute the reality
in the future. It will blur the understanding of the factor of relativity. So,
these communities, which appear and develop very intensively, will affect

the formation of identity more actively.
Incentive Resources for Creating Virtual Community Culture

New communication and information spaces cause the formation of
virtual communities. These modern spaces, or environments, arrange com-
munication between individuals via cutting-edge technology of multime-
dia, interactivity, low costs, and anonymity. Such global social communities
are created when the users with common interests find points of intersec-
tion — this includes an interest in a certain topic of discussion, activity,
educational or scientific area, conferences, etc.). Common interests work
as a background for developing community structure and community val-
ues, which can be accepted as new values of existence by the member of
this community. “These values may be applied in different ways within the
community, but they ultimately chart the field’s direction” (Hassan &
Mingers, 2018). Later, these values may substitute values in real life. Values
and interests are distinguishing features for classification of the virtual
communities. There are communities of shared political, economic, socio-
cultural, technological ideas/opinions. There are communities of fans or
people with the same experience (professional, social, etc.). Geographically
communities can unite people of the same local area. A large group of vir-
tual communities is made up of gamers. Gaming space may be considered
as a community formed with shared interest or activity. However, this spe-
cific activity — games — enables users to create a new world with fictional,

fantasy characters who make choices and build their virtual life according
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to their moral rules and values. Virtual marketplaces unite users with com-
mercial interest — people sell and buy goods, offer business services, find
employees, promote their brands, establish partnerships. Commercial or
business communities can be open for everyone or have a rule of invitation
by its valid member. This makes the space reliable and supportive. Social

communities unite people with similar life situations or experiences —
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health, career, social status issues. These groups can help their members
overcome the rough and tumble of life (loss of a family member, diseases,
lack of communication in the family, breakup, divorce, etc.). Finally, we
can single out virtual countries — they work as a type of virtual community
that operates differently from other communities due to the risk and secu-

rity factors.

Virtual communities create a special subculture in cyberspace. “Many
social stereotypes prejudices, and status conformities, which act as com-
munication barriers in real life, lose their significance, because the Internet
users cannot see their interlocutors in cyberspace — cannot know their gen-
der, age, national and racial origin, their occupation, appearance, and in-
come. The author can make these data public only if he (she) wants to do
s0.” (Turonok, 2004, p. 211). Operating as a kind of subculture, a virtual
community eventually reflects a rather negative context of its activities.
We can observe a formation of a new generation of people who identify
themselves with other people co-existing in two spaces — social and virtual.
However, they find it better to work, communicate, and relax in online
network mode. What is more, these people are not a part of socially ig-
nored groups or oppressed minorities. Little by little virtual culture shape
a personality whose development to a great extent is defined by the net-

work intercommunion and its rules.

The culture of virtual communities influences children and young
adults. Their mental health is still sensitive, and virtual reality with its per-
sonality clones and an ability to change roles and personalities as often as
one can cause a further loss of interest in “real reality” (Skorodumova,
2004). It does not mean, however, that other age groups do not enter vir-
tual space. They communicate in this imaginary reality and often take it as
genuine socio-cultural reality. The more time they spend online, the better
they understand the rules of communication in the virtual community. Ac-
cording to Dziundziuk, this is the reason for enhancing the coherence of

virtual space, which increases the sense of presence in a different reality.

Thus, it is necessary to find out and analyse the possible negative ef-
fects society may experience as a result of virtual communities’ operation.
Also, today it becomes vitally important to foresee risks and threats of vir-

tual communities for the national security of a country. There are various
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approaches to handle these issues. Rheingold and Meyrowitz have a nega-
tive, or pessimistic, opinion on the effect virtual communities have on peo-
ple. They conclude that virtual communities isolate people, deprive them
of face-to-face interaction, cause moral degradation, lowering ethical
standards (Rheingold, 1994), (Meyrowitz, 2005). However, this approach
proves the standard attitude to new things — in this case, it is the rejection
of a new way of socialization in a new type of society — the information
society. Another approach considers the formation of virtual communities
as alogical reaction to the disintegration of traditional communities world-

wide and conventional communication.

Virtual Communities as a Postmodern Version of the Third-Place Culture
(Counterculture):A Potential Threat to Information and National Security

The culture and features of virtual communities are often related to
the phenomenon of the third place. It is a space different both from work
and home — some public areas such as café, restaurant, club, etc. In the
process of suburbanization, the third-place has lost its position, and the
communities related to them have dissolved too. However, the need for
communities has not disappeared. The solution was found due to online
network development and the formation of virtual communities. All ways
of social exclusion (social status, gender, religion, race, etc.) decline in im-

portance within the frame of virtual community (Dziundziuk, 2011).

An individual feels free of social prejudice in a virtual community as
all types of social barriers come up as a result of the physical realization of
identity. On the other hand, an individual must understand the rules of the
community and respect them. This is the only condition this individual can
become a member of the community. Also, virtual communities (and their
participants) are rarely affected by external factors. Self-regulated network

spaces define the vector of their formation and evolution.

All this tells us about a new cultural unity of people. Of course, people

Beytulhikme An International Journal of Philosophy

in these communities have common interests and communication. How-
ever, their communication does not follow the strict rules even if there are
certain rules established for each community. With a new name (nick-
name), an individual acquires a new role and makes new connections with

other individuals that may find their realization into the real world (or may
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stay forever in the framework of a virtual community). Some researchers
see a hazard in the increasing significance of nickname phenomenon be-
cause of changing, mixing, or neglecting local anthroponymy, which under-
mines the grounds of civil society and traditional vision of a country as a
guarantor of national security (Khrypko & latsenko, 2019a). These ideas
are often considered as an implementation of the dismantlement in the

state security area:

The decay could be followed in the dimension of Ukrainian anthroponomics,
for instance, the authentic names were forgiven, and the new foreign names
were adopted. ... a nation is alive, while name lives. The personal names were
the witnesses of the history as well as its symbols (as the names facilitate to
provide general historical study). A name is always associated with somebody
or something, as it is the essence of a thing and a distinguished person’s fea-
ture. ...Moreover, the marginal and assimilative tendencies concern a sphere
of Ukrainian surnames. The change of surnames is much more dramatic... “A
name is a choice, motivation, aspirations, a parents’ gift. A surname is inher-
itance. It is a clan’s sign, family’s code, a symbol that connects us with a world
of our predecessors, with a history of our family. A name is something that is
acquired “here and now”; however, a surname is a voice from eternity, a gift
from the predecessors’ will” (Khrypko & Iatsenko, 2019b). Fashion or per-
sonal thoughts regarding the loss of Ukrainian authentic name-surname giving
tendencies led to the cultural marginalization and ethnic traditions’ violation.

(Levyk et al. 2020).

The postmodern reality of virtual communities attracts people with
new values and new foundations. It is necessary to remember that in virtual
space an individual gradually loses their fulfilment in the society. Also,
there has been a substitution of personal freedom for access to information
and opportunities for communication. The attitude to this information, its
quality assessment changes dramatically. When social space becomes a vir-
tual environment with free access to information of different value, vitally
important information is mixed and often confused with minor, or insig-
nificant, information. This variety of information, the increase of its flow,
and, at the same time, the decrease of the channels of social communica-

tion complicates interaction and self-development (Xiao, 2003). This is
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very alarming. The number of people who tend to spend their time in vir-
tual communities rather than in the real world is increasing. Now they im-
plement their desires, dreams, and achieve goals in cyberspace (which ad-
versely affects social culture and society in general). Culture of any society
grounds on the freewill and creativity of its individuals. But it is a challenge
for virtual citizens. Internet addiction, also known as Internet Addiction
Disorder, is the destructive result of the virtual environment and an in-
crease of computerized communication (chats, forums, messengers, com-

puter games, teleconferences, etc.) (Astafieva, 2002).

A video game is a classic example of the methodological identification
of virtual communities with the phenomenon of counter- or pseudo-cul-
ture concerning traditional culture. Today video games are considered a
cultural phenomenon. However, it covers much more than such forms of
media as cinema, literature, etc. Unlike the usual media, a video game is
not just a static code, a sofware that performs tasks and conveys infor-
mation, as it is done by other means of media communication — film, tele-
vision, text, or images. Accordingly, video games have a more profound

impact on the players due to their involvement in the game world.

Video games are also a source of creating new types of identities and
virtual communities. Being included in video game culture (Horban et al.,
2020), a player communicates with the game as it is, other players, and also
— sometimes directly — with the developers, authors of the game. (Horban
& Maletska, 2019). The video game forms the playing community between
virtual characters interacting within the game and the players' community
of real people interacting with other real people interested in this game
(Tardini & Cantoni, 2005). These communities are in constant interaction.
They create media content that has an impact both on the virtual and the
real worlds. Thus, video games are becoming a territory for creating virtual

communities and a new type of media with information being related to

Beytulhikme An International Journal of Philosophy

both the game and the real world (it depends on the game type and player
interaction). That is why video games, like any other media, can pose a
threat to national security - both direct and hidden. A direct threat is a
video game that collects information about users and forwards it to the
opponent country. Video games also act as tools of indirect threat due to

the possibility of in-game communication, which cannot be controlled at
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the country level; also, video games appear as a cumulative source of infor-
mation that may contain propaganda and political stereotypes that are ben-
eficial to the enemy (Ottosen, 2008). Multiplayer games are particularly
dangerous because their servers are often located on the territory of other
countries, which means that information that goes through these servers
cannot be controlled in every instance. Today this is a challenge to the na-

tional security of many countries.

A lot of people now combine social and virtual time, so that we can
now talk about anonymous sociability. While spending time in the virtual
world, an individual loses social features in the real world — this is a process
of desocialization. On the other hand, it is usual for cyberspace to offer
interaction on various platforms and levels. In virtual mode, communica-
tion becomes non-linear, complex, multilevel — for example, a user can syn-
chronously take part in Zoom teleconference, communicate in direct mes-
sages, send emails, check social networks, and interact with the real world.
It may seem captivating, yet some scholars see here a threat: the real is
replaced by the virtual. It is enough to show up on the screen to attend a
meeting; it is possible to have several accounts, which replaces identity
with anonymity. The disguise becomes regular, or, as Leshchev remarks,
“..it is a diagnosis of the information society where what is said is more
important than how it is said, where the locutionary prevails over the illo-
cutionary...” (Leshchev, 2002, p. 117). Risks and dangers of quasi-society
must be the foreground matters for the country that cares for its citizens.
Society is responsible for communication forms, information sharing,
models of behaviour that exist in virtual communities, which values shape

the cultural development of a personality.

New values, risks, norms define the new challenges that arise in front
of national and global security. “The representatives of postmodernism re-
veal that everyday threats, despite their virtual reality, give rise to the need
to develop new, effective technologies for ensuring personal security in
modern conditions” (Kononov & Zhukov, 2020). The radical wing believes
that virtual communities pave the way for people who want to get together
aiming to seize power (Wriston, 1999). Terrorists and rebels use a virtual
environment to create private circles to discuss plans related to criminal

and illegal actions. This sort of communication can include people from all
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over the world. The old days of catching criminals red-handed in the mid-
dle of their wicked design planning are gone. Being an attractive and useful
tool in educational and business spheres, the online community may be a
threat to national security. Comparing offline and online from this point
of view, the latter is far more dangerous to country security and authorities.
Core government basis can be ruined by virtual communities. So-called vir-
tual governments possess many of the attributes of the state organization
such as government, laws, flag, and coat of arms). There is no territory. But
it is a question of time. If virtual citizens of such a “country” purchase some
area, an island, for instance, this will be the last piece of a puzzle to create
a traditional country. And not necessarily this territory must be on the
Earth. If it becomes a new reality, people will refuse their traditional citi-
zenship in favour of the virtual one (Dziundziuk, 2011). This can cause the
situation when countries will lose their citizens because they will belong to

another country (virtual) run by another government (virtual).

Virtual governments just as virtual communities have a structure of
democratic theocracy with the leader, or ‘god’, or moderator in charge,
who can exclude any member of this community with one word or rather
one click. However, the rest of the members of the group (the citizens of
the virtual country) have equal rights, obligations, and opportunities no
matter which status they have in the real community. In case of having
wicked designs in mind, the chief of this community can come into pos-
session of a great number of citizens who share the same values and are
ready to defend them. This army can quickly share information and get
ready to implement any decisions of the moderator. That is how the flash
mob operates. Small and large groups of people quickly get together to per-

form a well-planned and staged activity.

Of course, more often than not flash mob is considered as a phenom-

enon of the modern mass culture with young people responding to some-
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one’s invitation to go to a certain place at a certain time and perform cer-
tain actions. Usually, these actions attract the attention of the public, sur-
prise or shock the passers-by. These people come from the same commu-
nity and have common interests and the share same values. Flash mob phi-

losophy is inherent in virtual culture. From this point of view, this phe-
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nomenon is not dangerous. Flash mobs tend to pursue a cultural and in-
formative goal. They are seldom involved in political activity. The partici-
pants of this movement see attention as their main task. They do not want
to be a security hazard. However, sociologists can see a potential risk to
security due to the hypothetical opportunity to summon a lot of people
together with a certain task in mind. It is easy to do technologically, and it
can have consequences — socially and politically. This task may be far from
a cultural or social event. Using the values of a virtual culture, the leaders
of the virtual community have all the technological tools to arrange riots
in the real community and create an emergency for national security. It is
well discussed in the thought-provoking piece: “Imagine that someone ar-
ranged a flash mob “Worshipping the Football God’ aimed at gathering
some hundreds of people wearing a uniform of some football team in front
of some government building to ‘chant a prayer’ to a football. Meanwhile,
the information is being shared among the most aggressive fans of the rival
team with an appeal to prevent this event from happening. Very likely it
will cause a fight between two groups, which will require authorities’ reac-
tion — the law-enforcement agencies will have to stop the fight.” Simulta-
neously, the opposition media will receive a message, followed by a press
release, that “the authorities are beating up own nationals” (Dziundziuk,
2011). This scenario may as well happen in many locations and cause pro-
tests and unrest around the whole country. So, we consider virtual commu-
nities and their values to be able to become a potential threat to the na-
tional security system. Predictably, new technologies that will be able to
organize people (in the real world and virtual space) according to virtual

culture values are to appear in the nearest future.

Certain tools related to ‘information’ weapons (e.g., psychological op-
erations) have been in use for a while now. Specific computerized tools
came into operation only some decades ago. Yet they are all based on the

same idea of indirect impact on the tangible world.

The third-party can influence the information image of a country, so-
cial consciousness, and subconsciousness. It threatens national security be-
cause it tries to force the third party’s opinion, values, solutions, and opin-

ions on the country to control its political, economic, and social activities.
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Thus, it threatens the state authority of any country implemented via in-

formation resources. (Bodnar, 2011).
Generalizations, Assumptions, Conclusions

National security is a matter of primary attention of any country. In-
formation security today is an integral part of national security that plays
an important role in a country’s national and foreign affairs, effective reso-
lution of conflicts, settling various issues in the political, economic, cul-
tural, and social life of a country. Information opposition is a strategic tool
that can help to find a solution without introducing any armed forces. That
is why it becomes vital that a country studies and controls the activities of
virtual communities. It is not possible to perform this control directly, but
government authorities should rather stand for partners when creating
such communities and making them operational. For instance, government
platforms can offer virtual space for various needs, including social adver-
tising, promotions, and free information place. The operational activity of

virtual communities needs special monitoring.

Today, with a great influence coming from so-called opinion leaders,
the government should have its own “agents” who will take an active part
in the activity of the virtual community to monitor the current situation
there, evaluate the risks, and minimize threats. The government must re-
alize a potential hazard coming from quasi-society and take responsibility
for behavioural roles, cultural norms, and values reflected in communica-
tion. Nowadays information security is a pre-condition for a successful so-
ciety. If a government can secure information systems to ensure smooth
operations of state activities, this government and society are ready for a
partnership in the information world.

The information policy and communication culture of a country al-

ways support national security. Any country must provide for the defence

of rights of all citizens, any individual who is a subject of information rela-
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tions. The authorities face a challenge in establishing the correct infor-
mation security of a country and setting the priorities (creating and resum-
ing operation of key security elements in the information world, making

these operations real and effective to support the activity of the country
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and its security system, predicting new threats and prioritizing them ac-
cording to their potential impact). Virtual communities are a methodolog-
ically instrumental, psycho-cultural, spiritual, and ideological fact of post-
modernity. The potential activities of these communities can be accepted,
condemned, ignored, or used as a multivector methodological phenome-
non. Almost every person, in one way or another, is adjacent to the virtual
culture and has his or her own experience of belonging to virtual commu-
nities and reasons for refusing to participate in their activities any longer.
One terminates this activity unconsciously, indirectly while another one
acts consciously and pragmatically. Virtual communities are a powerful fac-
tor in the communicative culture of our time and a serious player in the
arena of political culture and security analytics. Virtual communities are
not possible without the human factor, and they are, in a certain way, the
embodiment of the phenomenon of loneliness (in all possible aspects). Like
loneliness, a virtual community is “an extremely discussion, controversial,
poly-vectored, multidimensional, poly-contextual and infinite phenome-
non according to the ambivalent nature that is an embodiment of a unique,
extraordinary human Self, which can lead to devastating self-destruction or

appeal to human creativity and freedom.” (Alexandrova & Khrypko, 2020).

Each virtual community has its own character, issues, psycho-cultural
indicators, etc. A virtual community like handwriting can be beautifully
calligraphic, flexible, harmonious, and understandable. And vice versa, it
can be broken, crossed out, traumatic, unhealthy, illegible, and incompre-
hensible. A virtual community can become a protective screen against rou-
tine and ideological waste; it can become a tool for protecting an individual
from the violent actions of society. At the same time, a virtual community

can painfully affect those who seek close and trustworthy friendships.

All these factors make the ecology of communication culture a signif-
icant vector of interest. Virtual communities and any other new cultural
groups should support the standards and values of communication to keep

the continuity of the past and set the trends for the future.
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Oz: Makale, sanal topluluklarin ok vektorlii temsilinin devlet kurumu ve giiven-
ligi tizerindeki olumsuz etkilerinin yan sira sanal topluluklarin tiirlerini ve 6zel-
liklerini incelemektedir. Giivenligin a priori temel yasamsal gereklilik degeri do-
laylt olarak vurgulanir. Makale, modern iletisim kiiltiirii ¢cergevesinde calisma il-
kelerini anlamak i¢in sanal topluluklarin ayirt edici 6zelliklerini tanimlamayz, sa-
nal topluluklardan gelen bir toplum i¢in tehdit ve riskleri 6zetlemeyi amaglamak-
tadur. Bilginin korunmasi, ulusal ve kiiresel givenlik i¢in bir 6ncelik haline gelir.
Bilgi giivenligi, bilgi diinyasi, bilgi egemenligi, ulusal giivenligin kiiltiirel kodunun
bilesenleridir. Anahtar mesaj, sanal toplulugun (anonimlik, karma kimlik, yapay
statil, kitsch vb.'nin bir somutlasmist olarak) hem kisisel hem de ulusal giivenlik
icin tehdit olusturan bilgi ve iletisim uyumsuzlugu i¢in giiglii bir ara¢ oldugunu
iddia ediyor.

Anahtar Kelimeler: Sanal topluluklar, iletisim kiltiirii, ulusal giivenlik, bilgi gii-

venligi, degerler.
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