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Abstract

The growth of wireless technologies and the proliferation of smart devices increase the attack surface. As
wireless networks become more widespread and critical in various sectors, the risk of jamming attacks
increases. With an increase in the switching interval between frequencies, the average availability time
increases, but periodically the connection with the access point is completely lost. When the switching
time is commensurate with the time of the experiment, the values of the average speed cease to be
indicative. The paper shows that it can be seen that jamming with a single noise generator on more pilots
leads to an increase in the intervals, which reduces the effect of jamming. For each system, we should
choose the optimal ratio between the number of frequencies for jamming and the number of transmitters.
According to the results of the experiment, it can be seen that it is possible to concentrate energy only in
limited parts of the spectrum, which makes it possible to effectively suppress the operation of Wi-Fi
networks. To effectively counter this type of attack, dynamic frequency hopping of the pilot sub-carriers
should be used according to a predetermined algorithm. © 2023 IEEE.
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