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THE SYSTEM OF ENSURING  

PERSONNEL SECURITY OF ENTERPRISES 

 

A prerequisite for the enterprise’s security in the personnel sector is the 

continuous development of personnel security. Personnel security is developed in 

areas defined as its structural elements. According to the definition of personnel 

security as, on the one hand, the state of protection from potential threats and, on the 

other hand, the state of efficient use of resources and development of the enterprise, 

ensuring the enterprise’s security is the first aspect of a two-axis system of personnel 

security management. Knowledge of personnel security management in preventing, 

countering threats and overcoming the consequences of crisis situations related to 

these threats is discrete – the more perfect the personnel security system, the more 

complete the knowledge of individual threats. The advancement of the personnel 

security system results in the specialization of threat knowledge, while the threat 

management system is becoming increasingly discrete. This is due to the fact that 

with poor personnel and methodical support of personnel security, the enterprise has 

to deal with threats arising at the general level using general, versatile measures of 

prevention and counteraction to personnel threats. These measures, due to their 

versatility, cannot fully protect against specific threats, but their advantages are the 

ease of organization and administration, low expenses [1]. 

The management of threats to personnel security and its development are two 

areas of ensuring personnel security of the enterprise and economic security of the 

enterprise as a whole, which together most fully reflect the interests of the enterprise 

and individual employees. Interests of the enterprise are ensured by increasing labor 

productivity, devotion of employees, their loyalty and attention to the needs of the 

enterprise, skillful work with the brand, customers and counterparties, which 
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ultimately means the increase in income and revenues. The assurance of the 

employee’s interests is formed in the process of preventing and neutralizing social 

and economic threats accompanying professional activities of all employees. Interests 

of the state are ensured insofar as efficient, developed personnel security of the 

enterprise can exist only on legal grounds and means the elimination of any violations 

of regulatory and legal documents, honesty and transparency in enterprise and state 

relations, the growth of tax revenues and enterprise responsibility [2-3]. 

According to the abovementioned, the efficient management of enterprise’s 

personnel security, taking into account the interests of the state, can be based on the 

following principles [2-3]:  

1.The principle of integrity. This principle considers the enterprise, its mission, 

goals and objectives, economic and personnel security holistically in connection with 

the environment. Each aspect of personnel security management depends on a range 

of internal and external environmental factors.  

2.The principle of purposefulness. Enterprises often do not pay proper attention 

to management activity not directly related to the generation of income from 

entrepreneurial activity. Under such conditions, managers deal with implicit sources 

of increasing profits or minimizing losses in a formal, chaotic way.  

3.The principle of planning. Personnel security management should be based 

on strategic and operational plans developed in advance and approved by heads of the 

enterprise. Strategic plans for personnel security management should be long-term 

and define global activities to form and strengthen personnel security throughout the 

enterprise. Operational planning should be consistent with strategic plans and, at the 

same time, flexible enough to meet the current needs of the enterprise.  

4.The principle of consistency. All objectives of personnel security 

management should be carried out consecutively, in accordance with the stipulated 

deadlines and schedules for their implementation; measures to form and strengthen 

personnel security should be implemented in accordance with the plans of personnel 

security and specific features of human resource management of a particular 

enterprise.  
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5.The principle of dynamism. Observance of this principle prevents 

dogmatization and rigidity of work on personnel security. Personnel security 

management should meet the requirements of time and development of productive 

forces and economic relations, the environment of the enterprise and changes in its 

internal economic systems.  

6.The principle of transparency and availability. Goals, objectives, methods 

and features of personnel security management activities should be clear and 

available to all employees without exception. Observance of this principle implies the 

creation of efficient mechanisms for informing stakeholders, placement of accessible 

databases, development, implementation and maintenance of effective 

communication systems, feedback on all personnel security issues. 

7.The principle of vertical and horizontal integration. The strategy, goals, 

methods and approaches to personnel security management should be duly 

coordinated with the top management of the enterprise and all managers responsible 

for the formation and use of human resources, as well as be fully reported to heads of 

departments, branches and projects. 

8.The principle of controllability, which consists of identifying individuals 

responsible for compliance with the remaining principles of personnel security 

management, regulations, rules, procedures, standards of personnel security, the 

proper implementation of measures to form and strengthen personnel security, 

implementation of innovative, rationalization projects in this area. 
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