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Abstract 
In the dynamic digital landscape, the General Data Protection Regulation (GDPR) stands as a transformative 
force, which aims to secure individual privacy and redefine organizational practices in personal data 
handling. This paper analyzes the multifaceted layers of GDPR in detail, it elucidates its principles, rights 
for data subjects, and obligations for data controllers and processors. The main attention is paid to 
encryption standards, with specific recommendations for data protection in both classical and post-
quantum epochs. In the classical setting, the paper aims to employ AES-128 in data storage, striking a 
balance between security and performance. For communication, the SSL protocol is used, with a caveat to 
transition to TLS for contemporary applications. In the post-quantum epoch, where there will be fully-
fledged quantum computers, the paper proposes a shift to AES-256 for data storage and introduces 
CRYSTALS-Kyber, an asymmetric cryptography algorithm secure against quantum attacks, for secure 
communication. The recommendations emphasize the need for creating precise cryptographical 
recommendations, particularly in the face of evolving threats. Compliance with GDPR and other data 
protection regulations remains very important, ensuring the security and integrity of data in the 21st 
century. 
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1. Introduction 
Because of the rapid evolution of digital technologies, 
the security of data has become very important [1, 2]. As 
people have to share their personal information online, 
concerns about data privacy and security have become 
impor-tant. In response to these concerns, the Euro-pean 
Union (EU) has elaborated the General Data Protection 
Regulation (GDPR), a land-mark legislation designed to 
secure the rights and privacy of individuals in the digital 
realm. 

The GDPR, which came into effect on May 25, 2018, 
represents a paradigm shift in data protection, 
emphasizing transparency, accountability, and 
individual empowerment. Its main goal is to provide 
individuals with greater control over their data while 
imposing strict rules on organizations that process such 
information. Because of the importance of GDPR, this 
paper aims to analyze the regulatory framework, 
exploring its fundamental principles, the rights it affords 
to data subjects and the obligations it places upon data 
controllers and processors [3–5]. 
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As we study GDPR, it becomes evident that this 
regulation is not a legal framework but a catalyst for an 
important organizational shift towards a more privacy-
oriented approach. By understanding the nuances and 
implications of the GDPR, businesses, policymakers, and 
individuals can actively contribute to the responsible 
and ethical use of personal data in the digital era [6–8]. 

This paper studies the multifaceted layers of the 
GDPR, providing a comprehensive of these layers. 
Through this exploration, we aim to foster a deeper 
understanding of the GDPR’s significance, its impact on 
various stakeholders, and the evolving landscape of data 
protection in the 21st century. The main aim of the paper 
is to analyze the encryption standards for data 
protection. Based on the analysis the goal of the paper is 
to offer a detailed recommendation for data encryption 
in ongoing and post-quantum epochs. 

2. GDPR layers 
Let’s mention analyze the various layers of the GDPR 
and their implications: 
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2.1. Principles 

Lawfulness, Fairness, and Transparency: This principle 
ensures that organizations process personal data legally 
and transparently. It emphasizes the importance of 
informing individuals about the processing activities 
and the reasons behind them, fostering trust and 
accountability. 

Purpose Limitation and Data Minimization: These 
principles emphasize the need for organizations to clearly 
define the purposes for which they collect data and to 
collect only the minimum necessary data for those 
purposes. This helps prevent the indiscriminate collection 
and processing of personal information. 

Accuracy and Storage Limitation: These principles 
highlight the importance of maintaining accurate and 
up-to-date data and ensuring that personal data is not 
stored longer than necessary. This promotes data quality 
and relevance. 

Integrity and Confidentiality: Organizations must 
implement security measures to protect personal data 
from unauthorized access, disclosure, alteration, and 
destruction, ensuring the integrity and confidentiality of 
the data. 

2.2. Data subject rights 

The recognition of robust data subject rights empowers 
individuals to have control over their data. This includes 
the right to access their information, rectify inaccuracies, 
and even request the deletion of their data under certain 
circumstances. These rights enhance individual 
autonomy and privacy. 

2.3. 3. Lawful basis for processing 

Requiring a lawful basis for processing ensures that 
organizations have a legitimate reason for collecting and 
processing personal data. This prevents arbitrary or 
unjustified processing and encourages responsible data 
management. 

2.4. Consent 

The GDPR introduces a higher standard for obtaining 
and managing consent. It ensures that individuals are 
fully informed and have given clear affirmative action, 
fostering a more transparent and ethically grounded 
approach to data processing. 

2.5. Data protection officer 

The appointment of a Data Protection Officer (DPO) is a 
proactive step toward ensuring that organizations have 
a designated person responsible for overseeing data 
protection compliance. This demonstrates a 
commitment to accountability and effective governance. 

2.6. Data processing records 

Maintaining records of data processing activities 
promotes transparency and accountability. It helps 
organizations keep track of their data processing 
practices and facilitates cooperation with data 
protection authorities during audits. 

2.7. Data protection impact assessments 

Data Protection Impact Assessments (DPIAs) are a 
proactive tool for identifying and mitigating potential 
risks associated with data processing activities. This 
encourages organizations to assess and address privacy 
risks before initiating certain processing operations, 
aligning with a risk-based approach to data protection. 

2.8. Cross-border data transfers 

The restrictions on cross-border data transfers ensure 
that personal data leaving the EU enjoys an adequate 
level of protection. This protects the privacy rights of 
individuals, even when their data is transferred 
internationally. 

2.9. Data breach notification 

The mandatory reporting of data breaches within 72 
hours enhances transparency and enables swift action to 
mitigate potential harm. This requirement emphasizes 
the importance of timely and effective responses to 
security incidents. 

2.10. Accountability and governance 

The principles of accountability and governance require 
organizations to take responsibility for their data 
processing activities. This involves adopting internal 
policies, conducting training, and maintaining 
documentation, fostering a culture of compliance and 
transparency. 

As we can see, the layers of GDPR collectively create 
an interesting and important framework that prioritizes 
the rights and privacy of individuals, fosters 
transparency, and promotes responsible data 
governance across organizations. Compliance with 
these layers not only ensures legal adherence but also 
contributes to a more ethical and trustworthy data 
ecosystem. 

3. Encryption in GDPR 
The GDPR does not explicitly mandate the use of 
specific security technologies like data encryption. 
However, GDPR does require organizations to 
implement appropriate technical and organizational 
measures to ensure a level of security appropriate to the 
risk. Encryption is recognized as one of the security 
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measures that can help protect personal data, and it is 
explicitly mentioned in several articles of the regulation. 
Here are the four most relevant aspects of GDPR related 
to data encryption: 

1. Security of Processing (Article 32):  
Article 32 of the GDPR outlines the security of 

processing requirements. It states that controllers and 
processors must implement appropriate technical and 
organizational measures to ensure a level of security 
appropriate to the risk. This includes the 
pseudonymization and encryption of personal data. 

2. Pseudonymization (Recital 78): 
Recital 78 of the GDPR specifically mentions 

pseudonymization as a security measure. 
Pseudonymization is a process that involves replacing or 
encrypting personal data in a way that prevents 
attributing it to a specific data subject without additional 
information. 

3. Notification of a Personal Data Breach to the 
Supervisory Authority (Article 33): 

In the event of a personal data breach, Article 33 
requires the data controller to notify the supervisory 
authority without undue delay, unless the breach is 
unlikely to result in a risk to the rights and freedoms of 
individuals. Encryption is mentioned as a measure to 
mitigate the risks associated with a data breach. 

4. Communication of a Personal Data Breach to the 
Data Subject (Article 34):  

Article 34 states that, in certain cases, the data 
controller is required to communicate the personal data 
breach to the data subject without undue delay. 
However, this communication is not necessary if the 
data is unintelligible due to encryption or other security 
measures. 

In summary, while GDPR doesn’t explicitly mandate 
data encryption, it strongly encourages its use as part of 
a broader set of security measures. The implementation 
of encryption, especially when combined with other 
security practices like pseudo-nymization, helps 
organizations meet the GDPR’s requirements for 
securing personal data and mitigating the risks 
associated with data breaches. Organizations should 
assess the risks associated with their data processing 
activities and implement security measures, including 
encryption, based on the principle of proportionality. 

4. Problem statement and solution 
As we can see GDPR does not explicitly mandate data 
encryption. Without the recommendation of concrete 
encryption standards, it is complicated for organizations 
to choose the needed standards. It can lead to security 
breaches. For the local data storage, we can use 
symmetric encryption. 

AES, which stands for Advanced Encryption 
Standard, is a widely used symmetric encryption 

algorithm that plays a crucial role in securing data, 
including its storage. AES was established as a standard 
by the National Institute of Standards and Technology 
(NIST) in 2001, replacing the Data Encryption Standard 
(DES). AES is known for its efficiency, security, and 
versatility, making it a popular choice for encrypting 
sensitive information. 

Here are key aspects of using AES as a method for 
storing data [9]: 

AES is a symmetric encryption algorithm, meaning 
the same key is used for both encryption and decryption. 
This simplicity in key management makes AES efficient 
for storing and retrieving encrypted data. AES supports 
key lengths of 128, 192, and 256 bits. Longer key lengths 
generally provide stronger security, but they may 
require more computational resources. The choice of 
key length depends on the desired level of security and 
the specific implementation. 

AES operates as a block cipher, encrypting data in 
fixed-size blocks. The standard block size for AES is 128 
bits. Each block undergoes multiple rounds of 
encryption and transformation, contributing to the 
algorithm’s security. 

AES can be used in various modes of operation, such 
as Electronic Codebook (ECB), Cipher Block Chaining 
(CBC), Counter (CTR), and others. The mode of 
operation determines how the algorithm encrypts data 
blocks and adds a layer of complexity and security. 

The cryptosystem is commonly employed for data-
at-rest encryption, securing data stored on devices such 
as hard drives, SSDs, and other storage media. 
Encrypting data at rest helps protect sensitive 
information from unauthorized access, especially in the 
event of physical theft or data breaches. 

AES is often used to meet various security and 
compliance standards, including those related to data 
protection and privacy. Its acceptance as a secure 
encryption algorithm by international organizations and 
regulatory bodies makes it a suitable choice for 
organizations handling sensitive data. 

AES encryption can be also integrated into various 
storage systems, including databases and file systems. 
This integration allows organizations to encrypt data at 
the storage level, providing an additional layer of 
protection beyond application-level encryption. 

The cryptosystem is designed to be computationally 
efficient, but the performance impact of encryption can 
vary based on factors such as key length, mode of 
operation, and the hardware used. Modern processors 
often include hardware acceleration for AES, optimizing 
performance. 

IT must be mentioned, that effective key 
management is crucial when using AES. Safeguarding 
encryption keys is essential to maintaining the security 
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of encrypted data. Organizations should implement 
secure key storage and distribution practices.  

Choosing Advanced Encryption Standard (AES) for 
GDPR Compliance in the realm of General Data 
Protection Regulation (GDPR) compliance, the selection 
of a robust encryption standard is obligatory for 
securing personal data. As we mentioned above it stands 
out as a highly secure and good choice that aligns with 
GDPR principles. AES, a symmetric encryption 
algorithm, has earned its reputation for security through 
rigorous cryptographic analysis. Its implementation 
provides sufficient protection for sensitive information, 
addressing the GDPR’s mandate for robust data 
protection. Especially well-suited for encrypting stored 
information, AES’s symmetric nature ensures efficient 
and effective encryption, meeting GDPR’s emphasis on 
securing data at rest. This approach guarantees that 
personal data remains confidential and protected from 
unauthorized access. The cryptosystem aligns 
seamlessly with GDPR principles, including data 
minimization, integrity, and confidentiality. By 
employing AES for data encryption, organizations 
adhere to GDPR’s mandate to store and manage only 
necessary information while maintaining data integrity 
and confidentiality through encryption. In the 
unfortunate event of a data breach, GDPR necessitates 
prompt notification to the supervisory authority and, in 
certain cases, to data subjects. The cryptosystem plays 
an important role in breach mitigation by rendering the 
encrypted data unreadable without the proper 
decryption key, reducing the risk of harm to individuals. 
GDPR encourages the use of pseudonymization as an 
additional security measure. AES, integrated into a 
broader pseudonymization strategy, adds an extra layer 
of complexity, making it challenging to associate 
encrypted data with specific individuals without the 
requisite decryption keys. Widely adopted across 
industries, AES’s versatility allows for seamless 
integration into various systems, databases, and storage 
solutions. Its international recognition contributes to a 
consistent and effective approach to data encryption, 
aligning with GDPR’s emphasis on protecting personal 
data regardless of geographical boundaries.  

Therefore, selecting AES as the encryption standard 
for GDPR compliance reflects a commitment to the 
secure processing and storage of personal data. While 
encryption is a crucial aspect of GDPR compliance, 
organizations should adopt a holistic approach, 
considering additional technical and organizational 
measures to ensure comprehensive data protection. The 
key size can be chosen as a 128-bit length. 

For communication encryption, we offer to use 
asymmetric encryption. Using SSL (Secure Sockets 
Layer) or its successor, TLS (Transport Layer Security), 
for data transfer is a common and recommended 

practice to ensure the secure transmission of data, and it 
aligns well with GDPR requirements for protecting 
personal data during transit [10]. Here’s an overview of 
how SSL/TLS can be considered as an encryption 
standard for GDPR compliance: 

SSL/TLS protocols are designed to provide a secure 
channel for data transmission over the internet. This is 
achieved through encryption, which protects the 
confidentiality and integrity of the data being 
transferred between a user’s browser and a web server. 
GDPR emphasizes the principles of data protection, 
including the need to process personal data securely. 
Using SSL/TLS for data transfer helps organizations 
comply with these principles by ensuring that sensitive 
information is encrypted during transmission, 
preventing unauthorized access or interception. 

SSL/TLS protocols use strong encryption algorithms 
to secure data. The choice of encryption algorithms and 
key lengths in the configuration of SSL/TLS can be 
aligned with GDPR’s emphasis on adopting appropriate 
technical measures to protect personal data. 

GDPR grants individuals the right to have their data 
processed securely. By implementing SSL/TLS, 
organizations contribute to the protection of data 
subject rights, especially during data transfer processes 
where the risk of interception is higher. 

SSL/TLS contributes to secure communication 
between data subjects and data controllers. When 
obtaining consent or communicating with individuals 
regarding their data, the use of encrypted channels helps 
maintain the confidentiality and integrity of the 
information exchanged. 

The protocol not only encrypts data but also 
provides a mechanism for server authentication. 
Verifying the identity of the server helps prevent man-
in-the-middle attacks, ensuring that data is transmitted 
to and from legitimate sources. 

In the event of a personal data breach, GDPR 
mandates timely notification. The use of SSL/TLS can 
mitigate the risk of data breaches during transmission, 
reducing the likelihood of unauthorized access and the 
need for such notifications. 

The protocol is considered a standard and best 
practice for securing data in transit. Its widespread 
adoption across the internet and acceptance as a secure 
communication protocol contribute to its alignment 
with industry standards, reinforcing its suitability for 
GDPR compliance. 

It’s important to note that while SSL/TLS is crucial 
for securing data in transit, a comprehensive GDPR 
compliance strategy should encompass other security 
measures, including encryption at rest, access controls, 
and secure data processing practices. Additionally, 
organizations should stay informed about evolving 
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encryption standards and vulnerabilities to ensure the 
ongoing effectiveness of their security measures. 

5. Secure encryption under GDPR 

5.1. Encryption as a security measure 

Article 32 of the GDPR explicitly mentions encryption 
as a security measure that organizations should consider 
to protect personal data. Encryption helps ensure the 
confidentiality, integrity, and availability of data by 
making it unreadable to unauthorized parties. 

While encryption is not mandatory, it is strongly 
recommended, especially for protecting sensitive data. 
The GDPR promotes a risk-based approach, where 
encryption is one of the methods to mitigate risks to 
personal data. 

5.2. Data breach notification 

Under Article 34, if a data breach occurs and the personal 
data is encrypted, the breach is less likely to pose a high 
risk to the rights and freedoms of individuals. As a 
result, if the data is properly encrypted, organizations 
might not need to notify the affected individuals, 
provided the encryption is robust and the decryption 
key has not been compromised. 

5.3. Data protection by design and by 
default 

Article 25 encourages organizations to implement 
appropriate technical and organizational measures, such 
as encryption, from the outset of data processing 
activities. This concept, known as “data protection by 
design and by default”, aims to integrate privacy 
features directly into the processing systems and 
services. 

5.4. Pseudonymization 

Encryption is often used as a tool for pseudonymization, 
a process mentioned in GDPR that reduces the risks to 
data subjects. Pseudonymization involves processing 
personal data in such a manner that it cannot be 
attributed to a specific individual without additional 
information, which must be kept separately and 
securely. 

5.5. Impact on data processing 

When data is encrypted, it may affect how it can be 
processed. For instance, encrypted data typically cannot 
be searched or analyzed in its encrypted form, which 
may necessitate the development of secure and efficient 
decryption processes within an organization. 

6. Solution for post-quantum 
epoch 

Grover’s algorithm is a quantum algorithm that 
addresses the problem of unstructured search, and it has 
implications for symmetric-key cryptography, including 
algorithms like AES. Grover’s algorithm offers a 
quadratic speedup for unstructured search problems 
[11]. 

In the context of symmetric-key cryptography, 
Grover’s algorithm can be used to search an unsorted 
database or find the key for a symmetric encryption 
algorithm. Grover’s algorithm implies that the time 
complexity of a brute-force search is reduced from O(2n) 
to O(2n/2), where “n” is the key length. This means that 
the security strength provided by a key length of “n” bits 
against a brute-force search is halved when subjected to 
Grover’s algorithm. 

For example, if you have a symmetric key with a 
length of 128 bits, classically it would take an exhaustive 
search of 2128 operations to find the key. With Grover’s 
algorithm, the time complexity is reduced to the square 
root of 2128, which is 264 operations. Therefore, the 
effective security strength is reduced to 64 bits against a 
quantum search. To maintain a certain level of security 
against quantum attacks, it’s generally recommended to 
use longer key lengths with symmetric key algorithms. 
For instance, if you were aiming for 128-bit security 
against a quantum attack, you might use a key length of 
256 bits with a symmetric algorithm like AES. 

Therefore, we offer to use the key length of 256 bits 
for AES to securely store data. 

For communication asymmetric cryptography must 
be involved. Quantum computers can break the existing 
asymmetric cryptography using Shor’s algorithm [12]. 

Shor’s algorithm is a quantum algorithm designed to 
efficiently factorize large numbers and compute discrete 
logarithms, which poses a significant risk to widely used 
encryption methods like RSA and ECC. In particular, 
RSA’s security, dependent on the difficulty of factoring 
large numbers, and ECC, relying on the elliptic curve 
discrete logarithm problem, are compromised by Shor’s 
algorithm on a sufficiently powerful quantum computer 
[13, 14]. 

On a different front, Grover’s algorithm, a quantum 
search algorithm, has implications for symmetric 
encryption and impacts the effective key length. While 
not directly breaking public-key cryptography, Grover’s 
algorithm provides a quadratic speedup for unstructured 
search problems, effectively halving the security 
provided by symmetric encryption key lengths. This 
prompts the need for longer key lengths in symmetric 
encryption to maintain equivalent security levels in the 
face of quantum threats [15–17]. 
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To counter these quantum risks, ongoing efforts in post-
quantum cryptography are focused on developing 
encryption algorithms resistant to quantum attacks. 
Researchers are exploring alternative mathematical 
problems and cryptographic techniques to ensure the 
continued security of digital communication in a 
quantum computing era. 

Therefore, for asymmetric encryption, we offer to 
use already existing NIST standards. GAITHERSBURG, 
Md.—The National Institute of Standards and 
Technology (NIST), part of the U.S. Department of 
Commerce, has taken a significant step in addressing the 
potential threat posed by future quantum computers to 
digital security. NIST has unveiled the initial group of 
encryption tools designed to withstand quantum 
computer attacks, which could jeopardize the privacy of 
information crucial to daily digital activities such as 
online banking and email communication. These 
selected encryption algorithms are anticipated to be part 
of NIST’s forthcoming post-quantum cryptographic 
standard, expected to be finalized within approximately 
two years.  

Gina M. Raimondo, the Secretary of Commerce, 
emphasized the importance of this announcement as a 
milestone in fortifying sensitive data against potential 
cyber threats from quantum computers. NIST has played 
a crucial role in managing a six-year effort that began in 
2016, urging cryptographers globally to create and vet 
encryption methods capable of resisting attacks from 
more powerful quantum computers. The unveiling of 
these encryption algorithms marks a pivotal stage in 
NIST’s post-quantum cryptography [18] standardization 
project.  

Under Secretary of Commerce for Standards and 
Technology and NIST Director Laurie E. Locascio 
highlighted NIST’s forward-looking approach to 
anticipate the needs of U.S. industry and society. The 
agency’s post-quantum cryptography program, drawing 
on top cryptography experts worldwide, has produced 
the first set of quantum-resistant algorithms aimed at 
establishing a standard to significantly enhance digital 
information security. This initial selection includes four 
encryption algorithms designed to resist quantum 
attacks. Four additional algorithms are currently under 
consideration, with the finalists expected to be 
announced in the future. The decision to reveal choices 
in two stages is driven by the necessity for a diverse 
range of defense tools. Different systems and tasks 
utilizing encryption demand tailored solutions, diverse 
approaches, and multiple algorithms to address potential 
vulnerabilities. 

It must be mentioned that encryption is a 
fundamental mechanism that employs mathematical 
principles to safeguard electronic information and faces 
a potential challenge from quantum computers. Unlike 

conventional computers, quantum computers could 
rapidly solve math problems currently deemed 
intractable, rendering existing encryption systems 
vulnerable. The selected quantum-resistant algorithms, 
designed for general encryption and digital signatures, 
rely on math problems that both conventional and 
quantum computers should find challenging to solve. 
The chosen algorithm for general encryption is 
CRYSTALS-Kyber, recognized for its smaller encryption 
keys facilitating easy exchange between parties and 
operational speed [19–24]. 

Therefore, we offer to use CRYSTALS-Kyber as 
asymmetric encryption.  

7. Final recommendations for 
NIST encryption standards 

Classical setting: 
1. Data Storage (AES-128): 
Using AES-128 for data storage is a common and 

secure practice. It provides a good balance between 
security and performance in most scenarios. 

2. Communication (SSL Protocol): 
SSL (Secure Sockets Layer) has been widely used for 

securing communication over the internet. Note that the 
latest version of SSL is TLS (Transport Layer Security), 
and it’s recommended to use TLS instead for modern 
applications [24–26]. 

Post-Quantum Epoch: 
Data Storage (AES-256): 
In a post-quantum epoch, where quantum 

computers may pose a threat to certain cryptographic 
algorithms, it’s prudent to use a higher key size for 
encryption. AES-256 provides stronger security 
compared to AES-128 and is considered more resilient to 
potential quantum attacks. 

Communication (Asymmetric Cryptography—
CRYSTALS-Kyber): 

In a post-quantum era, asymmetric algorithms may 
become vulnerable to attacks by quantum computers. As 
a result, using asymmetric cryptography that is 
considered quantum-resistant becomes essential. 
CRYSTALS-Kyber is a post-quantum key exchange 
algorithm, and choosing it for communication aligns 
with the goal of future-proofing against quantum 
threats. 

It’s important to stay informed about the latest 
developments in cryptography and regularly update 
cryptographic protocols and algorithms to maintain the 
security of data in changing threat landscapes. 
Additionally, compliance with relevant data protection 
regulations, such as GDPR, should always be considered 
in cryptographic decisions [27–30]. 

The pseudo-code for the usage of the offered 
technologies can look as follows: 
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# Import necessary cryptographic libraries 
from cryptography.hazmat.primitives.ciphers import 
Cipher, algorithms, and modes 
from cryptography.hazmat.backends import 
default_backend 
from crystals_kyber import kyber 
 
# Function to generate AES key based on epoch 
def generate_aes_key(epoch): 
    if epoch == "classical": 
        return generate_aes_key_classical() 
    elif epoch == "post_quantum": 
        return generate_aes_key_post_quantum() 
    else: 
        raise ValueError("Invalid epoch specified") 
 
# Function to generate AES-256 key for classical setting 
def generate_aes_key_classical(): 
    # Implement the key generation for the classical 
setting 
    pass 
 
# Function to generate AES-256 key for post-quantum 
epoch 
def generate_aes_key_post_quantum(): 
    # Implement the key generation for the post-quantum 
epoch 
    pass 
 
# Function to encrypt data based on epoch and usage 
def encrypt_data(data, epoch, usage): 
    if epoch == "classical": 
        if usage == "storage": 
            return encrypt_data_aes(data, 
generate_aes_key_classical()) 
        elif usage == "communication": 
            return secure_communication_classical(data) 
        else: 
            raise ValueError("Invalid usage specified") 
    elif epoch == "post_quantum": 
        if usage == "storage": 
            return encrypt_data_aes(data, 
generate_aes_key_post_quantum()) 
        elif usage == "communication": 
            return 
secure_communication_post_quantum(data) 
        else: 
            raise ValueError("Invalid usage specified") 
    else: 
        raise ValueError("Invalid epoch specified") 
 
# Function to encrypt data using AES-256 
def encrypt_data_aes(data, key): 
    cipher = Cipher(algorithms.AES(key), modes.ECB(), 
backend=default_backend()) 

    encryptor = cipher.encryptor() 
    encrypted_data = encryptor.update(data) + 
encryptor.finalize() 
    return encrypted_data 
 
# Function to perform secure communication in a 
classical setting 
def secure_communication_classical(data): 
    # Implement TLS/SSL with RSA or ECC 
    pass 
 
# Function to perform secure communication with post-
quantum epoch 
def secure_communication_post_quantum(data): 
    # Implement CRYSTALS-Kyber for key exchange 
    pass 
 
# Example usage: 
plaintext_data = "Sensitive data to be encrypted." 
epoch = "post_quantum" # Change this to "classical" for 
the classical setting 
usage = "communication" # Change this to "storage" for 
data storage 
 
# Encryption based on the specified epoch and usage 
encrypted_data = encrypt_data(plaintext_data, epoch, 
usage) 
 
# Now, encrypted_data can be stored or transmitted 
securely. 

8. Conclusions and future plans 
Cryptography is an essential tool for GDPR compliance, 
providing the means to protect personal data effectively. 
By implementing strong cryptographic measures, 
organizations can significantly reduce the risk of data 
breaches and ensure that they meet the stringent 
requirements of the GDPR. The best practices for Using 
Cryptography under GDPR are the following: 

 Key Management: Proper management of 
encryption keys is critical to ensuring that 
encrypted data remains secure. Keys must be 
stored and managed securely to prevent 
unauthorized access. 

 Regular Audits and Updates: Cryptographic 
algorithms and their implementations should 
be regularly audited and updated to protect 
against emerging threats. 

 Compliance with Standards: Use cryptographic 
methods that comply with recognized 
standards, such as those from the NIST or the 
European Telecommunications Standards 
Institute (ETSI). 
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In conclusion, our cryptographic recommendations aim 
to establish a robust and adaptable security foundation 
for our system. For data storage in the classical epoch, 
we offer to use of AES-128, a widely recognized and 
efficient symmetric encryption algorithm. This choice 
strikes a balance between security and computational 
efficiency, making it suitable for protecting stored data 
in various scenarios. 

For secure communication, we recommend the use 
of SSL/TLS protocols, incorporating modern cipher 
suites such as those based on AES in combination with 
RSA or ECC for key exchange. SSL ensures the 
confidentiality and integrity of data during 
transmission, and our approach aligns with current best 
practices for secure communication. 

In anticipation of future challenges posed by quantum 
computing, our transition to post-quantum algorithms is 
exemplified by the adoption of CRYSTALS-Kyber for 
secure communication. This step reflects our commitment 
to staying ahead of emerging threats and safeguarding 
sensitive information. 

In our future research, we think of offering the post-
quantum model for SSL. 
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