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computational effort, which makes it one of the most important stages of
comprehensive optimization. This procedure reduced the objective function
for the UAV's FCS by 27.5%. The final optimization stage, involving the
tuning of FIE and the defuzzification operations, was found to have the least
impact on overall system performance that can be omitted in a number of
cases. It resulted in only a 5.6% improvement in performance.

References

1. Li, C, Han, S, Zeng, S., & Yang, S. (2024). Intelligent optimization:
Principles, algorithms and applications. Singapore: Springer.
https://doi.org/10.1007/978-981-97-3286-9

2. Kozlov, O., lvanov, P., Petrenko, A., & Shevchenko, M. (2024). Swarm
optimization of the drone’s intelligent control system: Comparative analysis of
hybrid techniques. In CEUR Workshop Proceedings (Vol. 3790, pp. 1-12). CEUR-
WS. https://ceur-ws.org/Vol-3790/paper01.pdf

UDC 004.738:004.056

AJTAIITUBHA MTOJIITUKA MAPIIPYTHU3AIII MEPEKEBOI'O
TPA®IKY B CUCTEMAX IHOOPMAIIINHOI BE3ITEKA
Ph.D. B. CokoJ108[0000-0002-9349-7946] ppy [y FQ), KocTroK!0000-0001-5423-0085]

Ph.D. I1. Cxiaxanmmii [0000-0002-7775- 6039] Dr.Sci. H. Kopyg [0000-0003-2908- -970X]

Kuiscoxuii cmonuunuii ynieepcumem imeni bopuca I'pinuenxa, Yrpaina
EMAIL: v.sokolov@kubg.edu.ua

ADAPTIVE ROUTING POLICY FOR NETWORK TRAFFIC
IN INFORMATION SECURITY SYSTEMS
Ph.D. V. Sokolov, Ph.D. Y. Kostiuk, Ph.D. P. Skladannyi, Dr.Sci. N. Korshun
Borys Grinchenko Kyiv Metropolitan University, Ukraine

Anomauia. Y cmammi po3enifioaiomvca uKIuKu 3abesnedenus ingopmayitinoi
be3nexu 8 yMO8AX 3pOCMAHHA MpAiKy ma CKIaOHOCMI MONOA02IiU po3NodineHux
cucmem. OOIpyHmMosano adanmayilo  NOAMUKU — Mapuipymuzayii 00  6umoe
Kibepbesneku 3 ypaxyeamHam pusukie amax. 3anpononosano gopmanizosanuii
nioxio 3 MamemMamuyHuM MOOENIO8AHHAM, MEMPUKAMU PUUKIE, CMAHOAPMAamMu
ISO/IEC 27033, 15408, NIST SP 800-207 ma mexnonozismu npoepamuo-
KoH@hizyposanoi mepedici. Pospobneno apximexmypy cucmemu OJisi peaibHO20 4dcy,

21


https://doi.org/10.1007/978-981-97-3286-9
https://ceur-ws.org/Vol-3790/paper01.pdf
mailto:v.sokolov@kubg.edu.ua

Materials of the X111 International Scientific Conference
«Information-Management Systems and Technologies»
24th — 26th September, 2025, Odesa

wo niosuwye Kibepcmitikicmes 3a npunyunamu zero trust. Pezynomamu 3acmocosHi
0714 3axXUCMy KpUMUYHUX CUCHEM.

Knrwouosi cnoea: aoanmuena mapwpymusayis, iHgopmayiina 6be3nexa,
Mepedicesutl mpagix, nonimuxa mapupymu3zayii, Zero trust.

Abstract. The paper addresses information security challenges amid increasing
traffic volumes and complex topologies in distributed systems. It justifies adapting
routing policies to cybersecurity requirements, considering attack risks and
anomalies. A formalized approach integrates mathematical modeling, risk metrics,
ISO/IEC 27033, 15408, NIST SP 800-207 standards, software-defined networking
technologies, and telemetry (NetFlow, sFlow). The developed system architecture
adapts to threats in real-time, enhancing cyber resilience via Zero Trust principles.
Results apply to critical corporate and public systems.

Keywords: adaptive routing, information security, network traffic, routing
policy, zero trust.

Adapting routing to security is a task driven by complex architectures
and threats. Modern approaches combine classical routing with dynamic
management, machine learning, and risk assessment. Research by Sert and
Yazici [1] shows that fuzzy logic and genetic algorithms balance load and
increase resilience. Al-Karaki and Kamal [2] review routing methods, while
standards [3] emphasize dynamic access control. Adaptive routing reduces
leakage risks and supports proactive defense.

The research is based on set theory, combinatorial analysis, and
optimization for modeling networks under security constraints. Models
dynamically adapt routes considering topology, context, and risks, forming
resilient policies.

The concept of proactive defense is implemented through threat-based
policy adaptation. Automated route generation minimizes access to
vulnerable zones. The architectural solution integrates modeling, analytics,
telemetry (NetFlow/sFlow), and ISO/IEC, NIST standards.

The mathematical model considers route sets, risk weights, trust, and
criticality. It automates real-time routing decisions depending on security
context. The interaction sequence of components—telemetry, risk evaluator,
policy manager, router—ensures traffic redirection.

The model uses sets: channels S = (Sy, ..., Sp), nodes N = (N, ..., Ni), and
security coefficients X = (Xy, ..., Xp) are normalized values from 1 to 10
based on vulnerability and threat analysis. Sets of threats M, priorities NP,
and constraints K per ISO/IEC 15408.
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Requirements matrix: resources Ry in columns, requirements K; in rows,
weights Wij from 0 to 10. Integral coefficient:

Xi= ZZ Wijk.

And security priority:
Pi=a- NP+ - Xi

with a, f € [0,1], e.g., a = 0.4, = 0.6, X; is the safety factor.

The model adapts routing to security via risk metrics, trust parameters,
behavior, and standards. Mathematics accounts for parameters, threats,
criticality, and dynamics for automatic priority updates. New metrics (risk
deficit, resilience, sensitivity, efficiency) and modified Ford-Fulkerson build
secure flows.

The system combines topology, metrics, parameters, and constraints to
form priorities by channel security level. It integrates telemetry, risk
evaluation, analytics, and dynamic protocols for threat resilience,
vulnerability isolation, and ZTA. Applicable to governmental and corporate
systems, uniting proactive cyber defense, flexible traffic management, and
standardized models.
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