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METOJIUKA BUSABJIEHHS TA JIOKAJIIBALI KIBEP3AT'PO3
Y XMAPHHUX CEPEIOBUIIIAX 3 IHTETPOBAHUMHA
IOT-KOMIIOHEHTAMMU HA OCHOBI 'PA®OBUX MO/IEJIEN

AHoTauis. Y poboTi 3anporoHOBaHO METOMKY BHSBJICHHS Ta JIOKaTi3alil Kibep3arpo3 y XMapHUX
cepenoBumax i3 inrerpopanuMu loT-kommonentamu. ITinxin 6a3yeTbcss HA BUKOPUCTaHHI JABOX
B3a€MOJIONIOBHIOIOUMX ~ Mojeneil: rpada BusiBienHs kioep3arpo3 (I'BK), sxuii  ommcye
OaraTopiBHEBY CTPYKTYpY aTaK i3 ypaXyBaHHSIM PHU3UKY, 3aTPUMKH Ta HOTEHIiaTy [IOIUPEHHS, Ta
rpada BinoOpakeHHs omnosimieHb kibeparak ('BOK), mo Mozenioe 4acoBo-NpUYIMHHI 3a71€KHOCTI
MDK TOMISIMH [UIS BHUSBICHHS CKIamHUX 1 KoMOiHOBammx 3arpo3. ['BOK mossomse dopmyBaTi
TIOCTIIOBHI JIAHITIOTH TIOMAIA HA OCHOBI TeJIEMETPii, JIOTIiB 1 MOBEAIHKOBUX aHOMAIH, IHTErPYIOUH
JaHi 3 XMapHUX cepBiciB Ta loT-pucTpoiB. 3aBISKy FOMY 3a0€3MEUyETHCS MOXIIUBICTD HE JIHIIIE
imeHTHdiKaIil OKpeMHUX 1HIIUAEHTIB, ajie i MPOrHO3YBaHHS PO3BUTKY OaraToCcTymeHeBHX aTak. J{is
BHOOpPY BapiaHTiB pearyBaHHS 3aCTOCOBAaHO Yy3arajJbHEHY METPHKY OILIHIOBAaHHS, SIKa BPaXOBYE
e(eKTUBHICTbH JIOKaJi3a1lii 3arpo3u, Oe3NepepBHICTh HAIAaHHS CEPBICIB Ta Yac BIJAHOBJICHHS JOBIpU
1o cuctemu. Lle mo3BoIsE 3MIHCHIOBATH TIPIOPUTE3AIIF0 KOHTP3aXO/iB 13 MiHIMI3aIli€l0 BIUTUBY Ha
poOOTy KPUTHYHHX pPECypciB. 3ampoIOHOBaHA METOIMKA TOEJHYE KIIACHYHI Ta IHTEIEeKTyaJbHi
MIXOOW IO aHaJi3y 3arpo3, 3abe3redye MpOaKTHBHUI XapaKTep MOHITOPHUHTY Ta 3[MaTHICTH IO
ajanTarmii B yMOBaX BHCOKOI IWHAMIKM XMapHHX iH(pacTpykTyp. PimeHHs opieHTOBaHe Ha
BIPOBA/DKEHHS Y KPUTHYHHX OOYHMCIIOBAIIBHUX CHCTEMaX, NMPOMHCIOBHX Jara-lieHTpax, loT-
Mepexax Ta XMapHUX IUaTgopMax, Oe HeoOXigHo 30epiratm OamaHCc MK Oe3meKor,
MIPOAYKTUBHICTIO ¥ CTIHKICTIO iHPpPACTPYKTYpH.

Karouosi ciioBa: xmapre cepenosuiie; xmapHi cepBicH; IHTeprer peueil (IoT); xoHTp3axomw;
kibepiniument; edge computing; indpacTpykTypa; ceHCOpHI Mepexi; iHpopMmamiiiHa Ge3rmeka;
rpad; KibepcTiiKiCTh, MO/IENb; 3arpo3H; IHTErpais.
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BCTYII

CyuacHi iH(popMaIiiiHi cucTeMH Jenani 4acTime (QyHKIIOHYIOTh Ha OCHOBI XMapHHX
o0uncieHp, MmO 3a0e3MedyloTh MacIITabOBaHICTh, THYYKICTh BHUKOPHUCTAaHHS DECypCiB Ta
eKOHOMIuHY e(ekTuBHICTh. [lapanenbHO BigOyBaeTbcs IHTEHCHMBHA IHTErpallisi BEIUKOT
KiTbKoCTi |0 T-IpuCTpoiB y XMapHe CepeIOBUIIIE, IO 3YMOBIIIOE TIOSIBY HOBUX KaHATIB JOCTYITY
70 JTAHUX 1 KPUTUYHOI iHpacTpykTypu opraHizamnii. CuHepris xmapuHux cepsiciB Ta loT
dbopmye KoMILIeKCHI KiOep(di3UYHI CHCTEMH, 37aTHI OMPAIlbOBYBATH KPUTHYHO BAXKJIMBY
iHpOpMaLlil0O B PEKUMI pealbHOTO Yacy W HaOyBaTH CTpATEriuHOTO 3HAUYECHHS AJs Oi3Hecy,
HayKH, METUIIMHU Ta JepKaBHOTO yrnpaBiiHHA [1].

[TpoTe Taka iHTErpalis MOPOHKye HOBI BUKIIMKH Y cdepl kibepOesneku. XmMapHi CepeIoBHIIA
BUPIBHSIOTHCS JUHAMIYHOIO 1H(PAaCTPYKTYpOIO, Y SIKii BIpTyaJlbHI MAIllIMHU Ta CEPBICH MOXYTb
CTBOPIOBATHUCS 1 BUJATSITUCS B peXuMi JuHaMIHOTO 3amuTy (on-demand). [Tpuctpoi IoT, cBoeto
Yeproro, 4acTo MarTh 0OOMEKEH1 00YHMCITIOBAIIbHI PECYpPCH Ta CIPOIIEHI MEXaHI3MH 3aXUCTY, 110
poOHTH iX TPUBAOIMBUMH IUISIMH JUIsi KIOEP3JIOBMUCHHKIB. YHACTIIOK I[HOTO 3arpo3d MOXKYTh
TIOIIMPIOBATHCS SIK Uepe3 BIPTyaIi30BaHi CEPBICH XMapH, TaK 1uepe3 (i3MuH1 CEHCOpH Ta BUKOHABYI
MIPHUCTPOT (aKTyaTOpH), SIKI 3AIMCHIOIOTH 301p 1 IIepeaBaHHs JaHuX [2].

[Tpob6nema kiGep3axucTy B MOMIOHUX CEPEIOBUINAX YCKIATHIOETHCA TUM, 110 KJIACHYHI
MIXoau A0 Oe3leKku, 30KpeMa MepexeBi ekpaHu ((aepBonm) Ta aHTHBIPYCHI 3aco0w,
BUSIBIISIIOTHCSI HENOCTaTHIMH. BoHM He 3a0e3nmeduyroTh KOMIUIEKCHOTO BHSBIICHHS aTak Y
peanpbHOMY 4Yaci, 0coOOJMBO B yMOBax OaraTtopiBHEBOi 1HPPACTPYKTYPH, SKa MOEIHYE aaTa-
LIEHTPH, XMapHi CEPBICH, MOOUTbHI MPUCTPOT Ta po3moAiieHi cencopHi mepexi [oT [3].

Mertoto 1i€i po6oTH € po3poOJIeHHS METOIMKH BUSBIICHHS Ta MPOTHUIIT Kidep3arpo3aMm y
XMapHHUX CEepeIOBHINax 3 iHTerpoBanuMu loT-nipuctposiMu. 3anpornoHoBaHa METOIMKA MA€ HE
TUTBKH 1IeHTU(IKYBATH MMOTEHITIIHI 3arPO3H, a i a1anTUBHO (JOPMYBATH KOHTP3aX0I1 3 METOIO
30epeKeHHsT Tpale3laTHOCTI cucTeMu. Peamizaiis miaxoay TIOBUHHA TapaHTYBaTH
(yHKIIOHATBHY CTIMKICTh 1H(OpPMAIIHHUX CHUCTEM HaBiTh 3a YMOB IIOCTIHHOI 3MIHHU
KOH(}Iryparii XMapHUX pecypciB 1 3Ha4HOI KUTbKOCTI pisHOpinHuX loT-nipuctpois [4].

METOIUKA BUABJEHHS 3ATPO3U IHOOPMAIIMHOI BE3NEKH

3arpo3sa iHpopMaliiiHOT 6e3reKkd B yMOBax XMapHUX oO4HcCieHb Ta iHTerpoBaHux loT-
MPUCTPOIB PO3TJISAAETCS SK MOTEHINHHA OIS, il abo IMpoIec, 0 MOXKe MPU3BECTH 0
MOpYyIIeHHs KOH(1IEHIIHHOCTI, IIUTICHOCTI Y JOCTYITHOCTI JaHUX, a TAKOK 0 KOMIIpOMeTaIlii
KOMITOHEHTIB XMapHOoi iHdpacTpykTypu ado loT-mepex. OcoOnuBICTIO TaKUX CEPEAOBHIL €
BHCOKA IMHAMIYHICTB: Y XMapi CepBICH CTBOPIOIOTHCS il MacIITa0ylOTbCS aBTOMATHUYHO, TO1
sk loT-npuctpoi GopMyrOTh PO3MOIUICHY CEHCOPHY MEPEKY 3 BEIUKOI KUIBKICTIO TOYOK
Bxony. lle cyrTeBO migBUIIYE pPH3UK BUHUKHEHHS BPA3JIMUBOCTEH, SKi MOXYTh OyTH
BUKOPHUCTaHI KiIOEp3T0OBMUCHUKAMHU JUIs peaiizanii arak [5].

BusiBnenns kibep3arpo3 y MoAiOHMX cHcTeMax NOTpeOye MO€AHAHHS TpaJULIHHUX
MeTo/iB (METOJIB MOPOTOBUX 3HAYEHb, CTATUCTUYHHMX MIIXOJIB, MPAaBUIOBUX MOJeNel) 3
IHTEJeKTYaIbHUMH MiAXoJaMH (MalllMHHE HaBYaHHSA, HEHPOHHI Mepexi, aHalli3 BEJIMKUX
nannx). Ha puc.l HaBegeHo kiacudikaliio METOMIB BHSBJICHHS 3arpo3, aKTyallbHUX IS
XMapHOTO cepeoBuina 3 inrerpairieto [oT.

VY Takux cuctemMax 0coOJHMBO BaXKIJIUBY POJIb BIIrPAlOTh CUCTEMH BUSBJICHHS BTOPTHEHB
(Intrusion Detection Systems, IDS), amantoBani mo ribpuaHoi iHpacTpykTypu. Bonu
aHAJI3yI0Th HE JIMIIEe MepekeBUil Tpadik MDK BIpTyaJbHUMH MallMHAMM Yy XMapi, a #
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tenemeTpito Big loT-ceHcopiB, 1m0 YacTo MepeAaroTh MaJOMOTYXHI 3amu@poBaHi MaKeTH.
Takum unHOM, 3a3Bu4ail IDS cTaroTh HEHTpaTbHUM €IeMEHTOM OaraTopiBHEBOI apXiTEKTypH
kibep3axucry [6].

Y
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3HAYCHD

MeTonu BUABISHHA 3aIP0O3 Y XMAPHOMY
cepegoBumi 3 inTerpamito loT
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HaB4YaHHA

7 ! S TN o
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[IpaBunosi Knacrepusaitis
Moaem - HeiiponHi
AHani3z BeMUKUX Mepe
HaHAX MeTtonu
(Big Data Analytics) BHABICHHSA

aHoMaIIii

Puc. 1. Knacugixayis memoois susenenms 3a2po3
YV XMapHux cepedosuwax 3 inmeepayieio 10T

3anpornoHoBaHa METOIMKA JIOTTYHO TOAUISETHCS Ha TaKi MOJIYJII:

Monayns 360py Tpadiky i1 cTaTHCTHKN — (IKCye Tpadik 3 BIpTyaTbHUX MAIIUH Ta
KOHTEHHEPIB Y XMapHOMY CEpEOBHII, a TaKOX 3 ceHCOopHUX loT-mpuctpois.
Jlst loT-meperx BakJIMBO BpaxoBYBaTH crieiu(iky MpoTOKoIiB, Takux sk MQTT,
CoAP um Zigbee. Ha 1ipomy piBHI 3aCTOCOBYIOTHCSI METOAHM TIOPOTOBHUX 3HAYCHB
1 0a30BHUI CTATUCTUYHUN aHAJII3;

Monyns HaBuaHHs — OyJIye MOJIeb BUSBIICHHS Kibep3arpo3 Ha OCHOBI IpadiB
BPa3JIMBOCTEH 1 ICTOpUYHUX JaHuX. Y BUMNAIKy [oT 111 Moens BKirovae npodiuri
MOBEIIHKK MPUCTPOIB, iX THMOBUH oOcAr Tpadiky Ta 4acOBi 3aKOHOMIPHOCTI.
3a3Bruail BUKOPUCTOBYIOTHCSI METOIU MAIIMHHOTO HABYAHHS, HEWPOHHI MEPEexki
Ta aHaJi3 BEJIIMKUX JaHUX;

Mopaynb BusiBIEHHS Kibep3arpo3 — 3/iHCHIOE KOPENALio MOAId MDK pI3HUMH
piBuaMu: xmapa — l0T — kopucrtyBaipki cepBicu. Hampukian, anomanmis y
MOBE/IIHIII JIATYMKA TEMIIEPaTypd MOXKE TOEAHYBAaTHCS 3 HECAHKIIIOHOBAaHHM
JOCTYTIOM JI0 BIpTyabHOT MalllMHY, BKa3yIOUl Ha KOMOIHOBaHY aTaKy. 3a3HayeHHi
MO/TYJTb IPYHTYEThCSI Ha TIPABUIIOBHX MOJIEISAX Ta MeToax Data Mining;

Monynb OMOBINIEHHS Ta KOHTP3aXoiB — (popMmye MOBIAOMIICHHS PO aTaky Ta
Hinir0€ 1ii 3aXucTy (130151114 BIpTyaabHOI MaliHu, 610KyBaHHs loT-npuctporo,
3MiHa TomoJorii xMmapHoi Mepexi). [nsd epekTHBHOCTI Ha IbOMY pIBHI
3aCTOCOBYIOTHCS T1IOpPHIHI METOIHU, IO TIOEJHYIOTh €BPUCTHYHI Ta CUTHATYpPHO-
MOBEAIHKOBI MiIX0TH.

Sk moka3aHo Ha puc. 1, METOAMKA OXOIUTIOE MOBHUM CIIEKTP METOJIB — BiJl KIIACHYHUX JI0
IHTeNeKTyanbHUX 1 TiOpuaHux. Lle no3Bossie He JuIe BUSBIATH OKpPEMi IHIMACHTH, ane U
MPOTHO3YBaTH 0araToCTyNeHeB aTaku, SKi KOMOIHYIOTh BeKTopH ypasnuBoctell y loT-mpuctposix
1 BIpTyaJli30BaHHUX pecypcax XMapH. 3alporOHOBAaHMH MifIXif 3a0e3nedye NpOaKTUBHUN XapaKkTep
KiOep3axucTy, KOJIM CUCTEMa He MPOCTO pearye Ha aTaky, a i nepeadayae ii po3BUTOK [7].
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MOAYJIBHA MOJEJb BUSABJEHHSA KIBEP3AI'PO3 Y XMAPHOMY

CEPEJOBHIII 3 IHTETPOBAHUMH 10T-KOMIIOHEHTAMUA

Jlsisi KOMIUIEKCHOTO Kibep3axucTy y XMapHii iHdpacTpykrypi 3 iHTerpoBanumu loT-

KOMITOHCHTAaMH HEOOXiTHO pOo3poOUTH OararopiBHEBYy MOJIEb,

gKa IHTErpye aHami3

MepexeBoro Tpadiky, MOBENIHKH MNPHUCTPOIB Ta CTaHy BIPTyaJbHHX pecypciB. Skmio

knacugikamis MeToIiB BUsBICHHS (puc. 1) ommcye 3aranbHi MiAXOIM, TO MOAYJIbHA

(puc. 2) KOHKpETU3YE iX MPaKTUUHY peaizalliio.

Mogyme
300py Tpadiky T2 dopMVEAHHA CTATHCTHEH

R R R T I

Bestop
CTETHCTHEH

—»

Mogye HaRTaHHET

Baox remepanii rpadis
EHAETEHEA K0epsarpos Baox: siafopy

(TBE)

Momyan EHAETSHES KiDep2arpos

EBrnor exsetesms zarpos
(rpad zizobpazemms
OMCEIIEHE KIGepaTaE,
TBOE)

—»

IaTerpaminEs piEeHb

Momyme cooBINIEHHA Ta pearyE2HHA
(EHCIp KOHIPSAXOIIE)

Baow dopuyeanms
IMYHHOT DM AT

P I R A A

BB ® B B B B OB B B B B ® B B B B B B B B B B R B E B S BB E B E W E B S B W R B S R W R B R E W B E R R R EEE R EE R RS

Puc. 2. Mooynvna modens eussnenns Kibepzazpos

V XMapHomy cepedosuwyi 3 inmezposanumu loT-komnonenmamu

MOJCIIb

R I L L R

Mooy 360py mpaghiky ma ¢popmysanns cmamucmuxu BiIIOBIJA€ 32 NEPEXOIUICHHS Ta
arperyBaHHsi MepeXeBOoro Tpagiky Ha KIIOYOBUX By3iax IHQpacTpykTypu. s XMapHOTO
Cepe/loBUINA 1€ BKIIOYae OOMIH JAaHUMHU MDK BIpTyalbHUMHU MAallMHAMH, KOHTeHHEpaMu Ta
riOpugaumu ceppicamu (SaaS, PaaS, TaaS).

s loT-npuctpoiB BpaxoByroThes crienugiuni nporokonu nepenaui — MQTT, CoAP,
Zigbee, BLE, siki XxapakTepu3ylOTbCcs MalUMH MakeTaMU Ta HU3bKUM E€HEProCHOXUBAHHSM.
3i0paHi JaHi CTPYKTYPYIOThCSl Y BEKTOPU CTaTUCTUKH, 110 Bi10OpaXkaloTh MapaMeTpH MOTOKIB
(WBUAKICTH, 3aTPUMKY, pO3MIp IaKeTiB, BIIXWUJIEHHS BiJ Oa3oBoro piBHs). TakuM 4nHOM
(bopMyeTbesl NEPBUHHUI HAOIp TaHUX JUTS TOAAJIBIIOTO aHAII3Y.
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3aBAaHHAM HACTYIHOTO MOOYJs HAguanHs € MoOynoBa rpada BUSBICHHS Kidep3arpos
(I'BK). [lst XMapHOi 4aCTHHHM BiH BioOpaskae B3a€MO3B SI3KH MDK BIpTYaJIbHUMU MalllMHAMHY,
KOHTEHHEpaMH Ta cepBiCaMU, MIOKA3yIOYH MOTEHITIHHI «IIUISIXH aTaKwy.

Jis  ToT-mpuctpoiB m0ar0ThCsl MIAONOHM iXHBOT TOBEIIHKH — TICPIOJAUYHICTH
NepeaBaHHs JIaHUX, PIBEHb CIOKMBAHHS €Heprii, CTaOUIbHICTh 3B S3KY. Y CKIIaai MOy
¢dyHKIIOHYe OJ0K reHeparii rpada Ta OJIOK BiIOOpY, SKHUN BUKOHYE CEIICKIIF0 O3HAK 1
BIJICIFOBAaHHS «IIIYMOBUX» JIaHUX. BUKOPHCTOBYIOUM QITOPUTMH MAIIUHHOTO HaBYaHHS
(HeWipoHHI Mepexi, JepeBa pilleHb, METONM KiacTepu3ailii), QopMmyeTbcss TPOoPias
«HOPMAJILHOT MOBEAIHKN», BIJ SIKOTO BIJICTEKYIOTHCS BIIXUIICHHS.

Ha erami mooyna eusenenns kibep3azpo3 BiOyBa€ThCS KOPEJSIlSI MK MOJISIMU Y XMapi
ta B [oT-cermMmenTi. AHOManbHO BUCOKUH Tpadik 3 JaTUMKa B1I€OCIIOCTEPEKEHHS Y MOETHAHH1
3 MJO3pUIMMHU 3MIHaMU y XMapHOMY KOHTeWHepl Moxke BKasyBaTH Ha DDoS-ataky abo
HECaHKI[I0HOBAHE BUKOPUCTAaHHS PECypCiB.

Jlnst ananizy 3actocoByeThes rpad BimoOpakeHHs omnoieHs kideparak (I'BOK), sxuit
JI03BOJIIE TIPOCTEXUTH JIAHIIOXKKK B3a€MONOB’s3aHMX 1HUMAEHTIB. Kpim Toro, 010k
¢dbopMyBaHHS IMYHHOI MaM’ATI HaKONMUYye I1HQOpMAIi0 Mpo MomepeAHi ataku U Gopmye
«010J110TeKy» CIIeHapiiB, iK1 BUKOPUCTOBYIOThCS M1/l 4ac MOBTOPHUX ab0 mo1i0HMX 3arpo3. Lle
MIJIBUIIYE aIallTUBHICTh Ta 3HWKYE Yac pearyBaHHs.

Y XMapHOMY CETMEHTi MOJTyJIh CIIOBIIIICHHSI Ta pearyBaHHs MPU3HAYEHUH 11 BHOOPY Ta
HIIia1i1 KOHTP3aX0/iB CIPHsIE 130111 BIpTyaJIbHOT MAllIMHU, MIrpalii KOHTeiiHepa Ha 1HIIUI
BY30J1 YW 3MiHI TomoJsiorii mapmpyrtuzaiii Tpadiky. B IoT-mepexxax 3acToCOBYIOTHCS
OJIOKYBaHHS TMIJO3pUIMX CEHCOPIB, TEPEBEJACHHS TPUCTPOIB Yy «OumMil crucok» abo
pekoHdiryparris muto3iB [8]. BaxmmBo, 1mo pirmeHHs TpUiMarThCS aIalTHBHO, 3aJIEKHO Bl
CIIEHApII0 aTaKW, BUSBICHOTO y MOMEPEIHHOMY MOIYIII.

[HTerpaniiinuii piBeHb KOOPJAUHYE OOMIH JaHUMHU MDK XMapHOIO 1H(PPACTPYKTYpOIO Ta
ceHcopanmu loT-mepexxamu, 3abe3medye yHidikamiro ¢GopmaTiB JOTIB 1 TeJIeMeTpii,
posnoaiieHnid 30ip maHux 3 edge-TpUCTPOiB, a TaKoK OalaHCYBaHHS HABAHTAKCHHS MDK
AHATITHYHUMH MOJYJSIMH y xXMmapi Ta Ha nepudepii (edge/fog computing). 3aBasiku 11bOMY
JOCATAETHCS MACIITA00BaHICTh 1 MOXKIIUBICTh OOPOOKH MOl y peanbHOMY 4aci [9].

BapTo 3ayBaxkutu, 1110 orrcaHa MOIyJIbHAa MOJEIH J103BOJISIE 3A1IMCHIOBATH MOHITOPHUHT 1
BUSIBJICHHS 3arP03 OJJTHOYACHO Y IBOX B3a€EMOIIOB’SI3aHUX CETMEHTaX — BIpPTyalli30BaHiil XMapi
Ta posnoauieHux mepexax loT-mpuctpoiB. Bona iHTerpye kiacu4yHi METOIU BUSBICHHS 3
IHTeNEeKTyaIbHUMH TiAX0JaMu I 3a0e3redyye NPOAKTUBHUN 3aXUCT, 3JaTHUN He JIMIIe
GbikcyBaTH aTaku, aje i MPOrHO3yBaTH iX momanbiinuii po3sutok [10].

I'PA® BUABJIEHHA KIBEP3AI'PO3 Y XMAPHOMY CEPEAOBHAIII 3
IHTEI'POBAHUMMH I0T-KOMIIOHEHTAMMUA

I'pad BusBnenns kidepsarpo3 (I'BK) y xmapuux Tta IoT iHdpacTpykTypax ciyrye
(dopMali30BaHOI0 MOJEJUIIO, SIKAa JOMOMAara€e OMHCAaTH B3a€MO3B’S3KH MK Bpa3iIMBOCTIMH,
aKTHBaMH Ta MOTEHIIHHUMU ClieHapisMu atak (puc. 3).

Bapro 3a3HaunTH, M0 y XMapHHUX CEpeloBHUINAX BepIIMHAMHU Tpada BUCTYNAIOTh
BIpTyaJIbH1 MaIllMHU, KOHTEHHEPH, CepBICH 30epiranHs Ta Mepexei cermeHTH. Y loT-mepexax
1€ — CEHCOPH, IIIJIF03U, KOHTPOJIepH Ta MOOUTbHI puctpoi [11]. Takum unnHOM, rpad 31aTeH
BiZIOOpa3uTH GaraTopiBHEBY CTPYKTYPY, Y SKil MOETHAHO JIOTIUHI pecypcH XMapu Ta Gpi3uuHi
ToukH gocryny [oT.
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®opmansHo 'BK onmcyeTscst HACTYITHUM YMHOM, SIK Opi€HTOBaHUH rpad:

GFBK = (V, E, W), (1)

ne V. — MHOXHHA BEpIIUH, 10 IPEACTaBIIsIE BPA3IMBOCTI Ta 00’ €KTH IHPPACTPYKTYPH;

E — MHOXWHa cTIpsIMOBaHUX pedep, 10 MOACIIOE MOYKIINBI TEPEX0IH 3 OJHI€T cTaii aTaku 10

iHmoi; W — cucrema BaroBux Koe(ilieHTiB, sIKa XapaKTEpU3ye PU3HK, CKIAIHICTb BUSBICHHS
Ta KPUTHIHICTH TIEPEXOTy.

Hlomo BepmnH, TO BOHM 3a3BHYail MOXKYTh OyTH TpbOX THIIB, a came: V; — By3mu
Bpa3JIMBOCTEH XMapHUX CEpBICIB (HANpUKIaA, MOMMWIKHM Yy KOH(QIrypauii KOHTEWHEpIB,
BIJICYTHICTh OHOBJIEHb BIpTyaJibHOI MamuHM); V, — By3nu BpasznuBoctei loT-mpuctpois
(He3axuIIeH1 TPOTOKOIHM, BAKOPUCTAHHS ASPOJITHUX MMApOJIiB, IEpenoBHEHHS OydepiB); Vs —
BY3JM pe3yNbTaTiB BHUKOPHUCTAaHHS Bpa3iMBOCTEl (HANpHUKiIaA, 3axOIJICHHS TpPUBLIEIB,
KOMITpOMETAIlisl CeHCcopa uH 3710BkuBaHHA API xmapn).

Jl1st koskHOTO pebpa e € E BU3HAYAIOTHCS METPUKH:

e R (Risk Score) — iHTerpanbHUil TOKA3HUK HEOE3NMEKU TEPEXOyY, SIKHA
PO3paxOBYETHCS HA OCHOB1 MMOBIPHOCTI €KCIUTyaTallii Ta MOTEHIIITHOTO BILTUBY;

e L (Latency Impact) — moka3HuK 3aTpUMKH ab0 Aerpajailii mpoyKTHBHOCTI, SIKY
MOX€ BUKIIMKATH E€KCIUTyaTallis ypa3nuBocTi (BaxymBo s [oT y peambHOMY
yaci);

e P (Propagation Factor) — koedillieHT MOMIMPIOBAHOCTI aTakd, IO IMOKAa3ye,
HACKUIbKM IIBUJIKO KOMIIPOMETALIISl OJTHOTO By3Jia MOXE IMPU3BECTHU JI0 YPAKEHHS
CYCITHIX eJeMeHTIB (Hanpukiaz, «e)eKT JOMIHO» Y CEHCOPHIN Mepexi).

Takum unHOM, BaroBa QyHKITis sl peOpa Moke OyTH ONHcaHa sK:

W(e) =aR + BL +yP, (2)
ne «,f,y — KoedimieHTH Baru, SKi BH3HAYAIOTh NPIOPUTETH MJIsi KOHKPETHOTO
cepeIoBHILA.

Buxopuctopytoun I'BK, MoxHa moOymayBaTH clieHapii OaraTOCTyIEHEBHX aTak, sKi
noynHaroTbes 3 loT-mpucTporo 1 3aKIHYYHOTBCS KOMIIPOMETAITIED XMAapHOTO CepBicy, abo
HABIIaKM — KOJIM TMPOHMKHEHHS y BIPTyalbHY MAIMHY CTa€ BIAMPABHOIO TOYKOIO JJIst
3apaxeHHs loT-mumro3iB[ 12].

Baxnuum enementom € te, mo ['BK nmo3Bosisie He numie BimoOpasuTu Bke Bimomi
Bpa3JIUBOCTI, a i IPOTHO3yBaTH MOTEHLIHHI BEKTOPH aTak. [|Jist IIbOoro 3aCTOCOBYIOTHCS METOIU
KOpEJIAIii OMOBIIIEHh Ta aHAJITHKA MOBEIIHKYA MPUCTPOIB: HAIPHUKIIAA, PAaNTOBE 30UTbIICHHS
€HEepProCIOXUBAHH CEHCOPA y MOEIHAHHI 3 aHOMAISIMU Y BIPTyaJIbHOMY KOHTEHHEpl MOXke
CUTHAJII3yBaTH MPO MPUXOBaHy aTaky Tuiy lateral movement.

VY pesynbrarti, ' BK cTae auHaMiyHOI0 MOJEITIO, IKa TOCTIHHO OHOBIIIOETHCS 32 PAXyHOK
HoBUX AaHux 3 loT-npuctpoiB 1 xmapuux noris [13]. Ile 3a06e3neuye aganTUBHICTh CUCTEMU
3aXHCTY, a TAKOXK MOXKJIMBICTh PAHHHOTO BHUSBJICHHS CKJIQIHUX KOMOIHOBAHHUX aTakK.

Ha ocHoBi moOymoBaHoro rpada BusiBIeHHs Kibep3arpo3 (puc. 3) ¢yHKIIIO Baru
nepexoay MDK By3JIaMHM, III0 BPaXOBY€ PU3MK €KCIUTyaTallil, BIUIMB HA 3aTPUMKY B CUCTEMI Ta
noTeHIian nomupenHs ataku. ®opmanizanis Baru pedopa W (e) pozpaxoByeTbes 3a GOpMyIoro
(1), nme BaroBi koedimientu «a = 0.5, = 0.3,y = 0.2 BiInoBigawTh MpiopuTeTaM
Cepe/IoBUINA, B SIKOMY PU3MK € JIOMIHYIOYMM UYMHHHMKOM, 3aTpUMKa Mae€ MOMIpPHY Bary, a
3JIaTHICTh aTaku J0 NOIIMPEHHS OLIHIOEThCS K MEHIII KPUTHYHA.
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Puc. 3. Ilpuknao epagha eusnenenns xivepzacpos (I’ BK)
Y XmapHomy cepedosuuyi 3 inmezposanumu loT-xomnonenmamu

Takuit po3nout Bar BigoOpaskae xapakTepHi 0COOIMBOCTI XMapHii iHGPACTPYKTYpi 3
iHTerpoBanuMu [0 T-KOMIIOHEHTAMH, IO TMOEJHYIOTh BUCOKY YYTJIHMBICTH IO 3aTPUMOK Y
peabHOMY dYaci 3 OOMEKEHHM KacKaJlyBaHHSM 3arpo3 — Bijg 0a30BHUX Bpa3JIMBOCTEH
CEHCOPHOTO PIBHS JI0 KOMIUIEKCHUX CIIEHapiiB eKCIUTyaTallii, sIKi OXOIUTIOIOTh IPaHUYHI IITI03U
Ta XMapHi cepBicH [14]. PozpaxyHok 3HaueH» W (e) HaBeneHo y tadu. 1.

Tabnuysa 1
3HayeHHs MeTpHK i po3paxoBani Barn W(e) nJs cuenapiiB arak
Cuenapiii R L P W(e)
1 0.2 0.1 0.3 0.20
2 0.4 0.2 0.5 0.37
3 0.6 0.4 0.6 0.54
4 0.7 0.5 0.7 0.66
5 0.9 0.7 0.8 0.84
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1 2 3 4 5
Crenapiii atax

Puc.4. 3anesxcnicmo sacu nepexody W(e) 6io cyenapiro amaxu
8 XMApHOMY cepedosuwyi 3 inmezposanumu loT-komnonenmamu

Pesynbratn po3paxyHkiB mpeacTaBieHo Ha Puc.4, 1 moka3yroTh MOHOTOHHE 3POCTaHHS
Bard mepexojy 3i 30UTbIICHHSM 3HA4YCHb PU3WKY, 3aTPUMKH Ta momuproBaHocti (R, L iP).
Tomy MOXHa CTBEp/PKYBaTH, IO 3alpONOHOBaHA MOJEIb J03BOJISIE KUTHKICHO OIIHIOBATH
HeOe3MeuHICTh nmepexo1iB Mk By3iamu ['BK 3amexxHo Biff CKIaIHOCTI CIIEHAPIIO aTaKH.

I'PA® BIJOBPAKEHHS OIIOBIIIEHb KIBEPATAK Y XMAPHOMY
CEPEJOBHIII 3 IHTETPOBAHUMMH I0T-KOMIIOHEHTAMMU

I'pad BimoOpakenHs omogimens kidbeparak (I'BOK) e mexanizsmom dopmanizarii ta
KOpEJAIii Moiii Oe3MeKu, Mo HAIXOATh 13 PI3HOPUIHMX JKEPEII: JIOTIB XMapHUX CEPBICIB,
JKYPHAJIIB BipTyaTi3oBaHHX cepeaoBuil Ta Teaemerpii loT-mpuctpois (puc.S).

Ha BimMiHy BiJ KJIaCMYHHMX CHUCTEM, Y XMAapHOMY cepefoBHIIi 3 iHTerpoBanumu loT-
KOMIIOHEHTaMH TOJil pO3MOAUICHI SK Yy JOTIYHOMY MpoOCTOpi (BIpTyaslbHI MAIlHUHU,
kouTeitHepu, API), Tak 1y ¢pizugHOMY (CEHCOPH, ILTI03H, MOOUTBHI pucTpoi) [15].

®opmanbao 'BOK omnucyetbes ik opieHTOBaHUM rpad, HACTYITHUM YHHOM:

Grsox = (A, E, P, M), 3)

ne A — MHOXKMHA OTOBIIIEHb, IO MICTATH JaHi npo aHomanii y xmapi ta loT; E —

MHOHHA CIIPSMOBAaHHUX pedep, 10 BimoOpakaroTh MPUYMHHO-YACOBI 3B’S3KH MDK TOJIISIMH;

P — MHOMHa MapIIpyTIB, K1 MOAETIOIOTH CIIEHapii IPOXOIKEHHs KibepaTak; M — METpHKH,
110 XapaKTEePU3YIOTh SKICTh 1 IPIOPUTETHICTH OMOBILEHb.

KosxHe onoBinieHHs a € A € CTpyKTypOBaHMM NOBIJOMJICHHAM, sike BKiItouae [P-aapecy
abo ineHTHudikaTop BipTyaspHOro pecypey (y Bumaaky xmapu) un MAC-aapecy cencopa (y
Bunaaky loT), wacoBy MiTKy mojii, TMn 3arpo3u (aHomanis Tpadiky, HECaHKI[IOHOBAaHWMH
JOCTYI, CIIpoOa eKCIuTyaTtalii Bpa3lIuBOCTI) Ta PIBE€Hb KPUTUYHOCTI.
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Puc. 5. Aneopumm 8ioobpasicenusn onosiujenv Kibepamax
Y XmapHomy cepedosuuyi 3 inmeeposanumu loT-xomnonenmamu

Oco6nuBictio 'BOK y xmapHux cucremax 3 iHTerpoBanuMu loT-koMIIOHEHTamMH € Te,
mo pedpa E BimoOpakaioTh HE JIMIIE YacOBY MOCHIIJOBHICTh MOMIN, alie il KOPENALilo MDK
PI3HUMU JOMEHAMU: HAMpUKIaJd, 301l y ceHCopi TeMIepaTypu MOXKe CITIBIAIATH 3 MiJ03PLIO0
aKTUBHICTIO Y KOHTEHHEPI, SKUI OTPUMYE JaHi Bifl IIbOTO CEHCOpa.

Jiis GuibI TIMOOKOTO aHalli3y BBOJSATHCS TaKi METPUKHU:

e C (Confidence) — iiMOBIpHICTB TOTO, I1I0 OMOBIIIIEHHS TIHCHO Bi0oOpakae ataxy,
a He XMOHEe CIpalfOBaHHS;

e D (Propagation Delay) — wacoBwuii iHTepBan MiK JABOMa OIOBIIIEHHIMH, IO
GOpMYIOTh JIAHIFOKOK araku (BakimBuid gt [oT, nme araku MOXYTh
pO3ropTaTucs MOCTYIOBO);

e X (Cross-Domain Correlation) — koedirieHT Kopensiii mo i Mixk xMapHuM Ta [oT-
CerMEHTaMU (UMM BUIIE 3HAYCHHS, TUM OLTbIIIa HIMOBIPHICTH KOMIUIEKCHOT aTaku).

Takum unHOM, MapipyT S; € P y 'BOK Mo3ke BUTIISLIATH SIK JIAHLIIOT:
S; ={aloT1 - aloT2 - aCloud1 — aCloud?2}, 4)
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Jie aTaka MoYMHAEThCS 3 Komnpomerarii [oT-nmpucrporo, moTiM NOMMPIOETHCS Ha [UTI03
1 3pemIToro 3avinae XMapHi CEpBICH.

BaxxmuBoro BiactuBicTio ' BOK € Horo 3naTHiCTh BUSBIISITH KOMOIHOBaH1 araku. Hanmpuka,r;
MacoBe ckanyBaHHs loT-ipucTpoiB y Mepexi;
MOIANIBIIE 3apa’KeHHS YaCTUHU CEHCOPIB;
BUKOPHUCTAHHS iX SIK «TOYOK BXOIY» ISl IOCTYILY A0 IPUBATHOI XMapH;

e exchuIbTpalis JaHUX 3 BIPTYaIbHOT MAIITUHHL.

3aBasku BUsBIIEHHIO Takux MapiipyTiB y BOK cuctema otpumMye 3MoTy MpOrHO3yBaTH

MO>XKJIMBUN PO3BUTOK aTaKH III€ JIO TOTO, SIK BOHA JOCATHE KPUTUYHO BAXKJIMBUX BY3JIIB.

BUBIP KOHTP3AXOAIB Y XMAPHOMY CEPEJJOBMIIII 3 IHTET' POBAHUMH
IOT-KOMIIOHEHTAMMU

[Ticnst Toro sk cucremMa BU3HAUYMJIA MOXIIMBUN MaplIpyT MPOXO/KEHHS Kideparakw,
HEOOX1IHO 00paTu ONTUMAabHI KOHTP3aXO/H, SIKI 0OJHOYACHO OynyTh €(EeKTHUBHUMH IMPOTU
3arpo3u Ta MIHIMI3yBaTUMYTh BILJIUB Ha MPOJAYKTUBHICTh CEPEIOBHILA.

VY Bunanky xmapHoi HGPAacTpyKTypH 3 iHTerpoBaHuMHU loT-koMmoHeHTamMu 3aBIaHHS
YCKITQIHIOETHCS Yepe3 pO3MOIUICHHI XapaKTep CUCTEMHU: KOHTP3aX0Id MOXKYTh CTOCYBaTHCS
SIK BIpTyalli30BaHMX PECYpPCiB Y XMapi, TaK i CCHCOPHUX MPUCTPOiB Ha niepudepii [16].

Konmp3zaxoou ons xmapnoeo cepedoguuya MOXyTh BKIFOYATH 1301110 a00 TUMYACOBE
BUMKHEHHS BIPTyaJbHOI MaIlMHHU, IO JEMOHCTPYE III03pUTy aKTUBHICTh, MIrparito
KOHTEHHEPIB Ha «YUCTI» BY3IHM JUIS 3amoOiraHHs TOMIMPEHHIO arak, IMepedyaoBy
mapmpytu3aitii Tpadiky y SDN-cepenosuii (Software-Defined Networking) ab6o auaamidne
MOCUJICHHS TIOJIITUK nocTymy 10 API abo cxoBuin gaHuX.

Koumpszaxoou ons loT-ceemenmy MOXYTb MICTUTH HACTYITHI KpPOKH: OJIOKYBaHHS a0o
TIEPEBEICHHSI B «PESKUM KapaHTHHY» CEHCOPIB 13 MiI03PUIOI0 MOBEIIHKOI, OHOBJICHHS IPOIIMBKH
Ta MPUMYCOBE Tepe3aBaHTaxeHHS |0T-mpuctpoiB, cermenraris loT-mepexi, MO0 3MEHIIUTH
HWMOBIPHICTH TIOIITMPEHHS aTaky a0 MpiopuTe3arlis «OUT0ro CIMCKy» TOBIpEeHUX MpHUcTpois| 17].

Jlnst oOrpyHToBaHOrO  BHOOPY  KOHTP3axOJiB  JIOUUIBHO  BHUKOPHUCTOBYBATH
MYJIbTHKPUTEPIAJIbHY OIIIHKY, sIKa BPaXOBYE HE JIMIIE BAPTICTh YU IHTPY3UBHICTH 3aXO0My, ajie
i crienudiky po3moauIeHHX cucTeM. st IIboro JTOIUIHPHO OMUCATH HACTYITHI METPUKHU:

e (Operational Overhead) — moaaTkoBi BUTpaTi pecypeiB Ha peai3alliio KOHTP3aXomay
(HarpuKIa, Mirpailist KOHTeiiHepa noTpedye 0OUHCITIOBATIEHIX 1 MEPEKEBHUX PECYPCIB);
e SCI (Service Continuity IndexX) — moOKa3HHK BIUIMBY KOHTP3axoay Ha
6e3nepepBHICTH poboTH ceppicy; ynMm Bumuid SCI, TUM MeHIIe WMOBIPHICThH
MepepuBaHHs KPUTHUHUX CEPBICIB;
e CE (Containment Efficiency) — koedimient, mo BigoOpakae, HACKLIbKH
e(eKTUBHO KOHTp3axif| JJOKaJli3ye aTaky B 0OMEKEHOMY CETMEHTI,;
e TRT (Trust Recovery Time) — wuac, HeOOXigHWI I BiTHOBICHHS IMOBHOI
(YHKITIOHATTBHOCTI CUCTEMH ITIiCTISl 3aCTOCYBAHHS KOHTP3aX0y.
KommnekcHuit mokasHUK BUOOPY KOHTP3aX04y MOXKHA OMUCATH HACTYITHUM YHHOM:
a-CE+B-SCI
- y-0+8‘-3TRT' ()
1e o,B,y,0 — KoedillieHTH Bary, 110 BU3HAYAIOTh MPIOPUTETH KOHKPETHOTO CEPEIOBUIIIA
(mampuxunaf, A npomucioBoro loT Baxxmusimmm € MiHiMansHUE TRT, TO1 5SIK y piHaHCOBHUX
XMapax KIo4oBUM (pakropom Mosxe Buctynata SCI).
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VY Bunazaxy BusiBineHHsa DDoS-araku uepes loT-kamepu cuctema Moxe:
e BigKIOUUTH a00 3omtoBaTH Tpyny npuctpoi (Bucokuid CE, Huspkuii SCI, 60
BILJIMHE Ha CEPBIC BiZICOMOHITOPHUHTY);
e mepeHanpaBuTH Tpadik Ha BipTyansHi GieTpH y xmapi (cepeaniit CE, Bucokuit
SCI, 6unpmuii O).
Bubip ontuManbHOTO BapiaHTY 3aJI€KUTh Bl 00UMCIEHOTO MOKa3HHUKa Y.

ITogarok
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Puc.6. Ancopumm euznauenns konmp3axooie Ompumanoi 3a2po3u

Taxum unHOM, TpoLec BUOOPY KOHTP3aXOIB Y XMapHOMY CEPEOBHILI 3 IHTErPOBAHUMHU
loT-koMmoHenTamu 06a3yeTbcsi Ha OamaHCi MK €(EKTUBHICTIO JIOKali3alii aTakd Ta
30epexkeHHsIM OesnepepBHOCTI poboTu cepriciB [18]. Lle mo3Bomsie ¢popmyBaTH aganTUBHY
CTpaTerito KiOep3axucTy, SKa JAMHAMIYHO 3MIHIOETHCS 3aJIEKHO BiJ XapakTepy araku 1
KPUTHUYHOCT] YPa)KEHUX KOMIIOHEHTIB.
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BUCHOBKMU TA IIEPCIIEKTUBU INOJAJIBIIUX JOCJIKEHDb

VY cTarTi 3anpornoHOBaHO ONTUMI30BaHy METOIMKY BHSBJICHHS Ta JIOKaJTi3allii Kibep3arpo3 y
XMapHHX CEpeIOBHIAX 3 iHTerpoBaHuMH loT-KOMIOHEHTaMH, SIKa IPYHTYETHCS Ha 3aCTOCYBaHH1
rpadoBux Mojeneii — rpada BusiBieHHs Kidep3arpo3 (I'BK) Ta rpada BimoOpaxxeHHs OMOBIIICHb
kibeparak (I'BOK). Meromuka mnependadae MOJCIIOBAHHS CIICHAPIB TOMIMPEHHS 3arpo3 i3
BUKOPHUCTAHHSIM (hOPMATI30BAHHUX TIEPEXOIIB MK BY3J1aMU HPPACTPYKTYPH, a TAKOXK PEaTi3aIlito
MYJIbTUKPUTEPIAIHOTO MIAXOLY /10 BUOOPY KOHTP3aXO/IB 13 BpaXyBaHHSIM MOKA3HUKIB PU3HUKY,
MIPOAYKTUBHOCTI Ta €()eKTUBHOCTI JIOKaII3aLlli.

3anponoHOBaHUM MiAXiJ 3abe3neuye NPOAKTUBHUNM XapakTep MOHITOPUHTY Ta
pearyBaHHs B YMOBax TIOpUJIHUX CEPEOBUII, JO3BOJSIOUM JTUHAMIYHO aanTyBaTH 3acO0M
3aXHUCTY /10 IOTOYHUX YMOB 1H(ppacTpykTypu. PopMaizallis Baru nepexoay MK By3jaamMH y
Burisini W(e) = aR + [FL + yP, a Takox iHTerpajibHa MeTpHKa Y Ui TIpiopuTe3arii
KOHTP3aXO0/iB, Ha/lal0Th MOKJIMBICTh KUIbKICHOT OLIIHKM MapIIpYTIiB aTaku Ta MPOTHO3yBAHHS
iXHBOTO MOTEHI[IMHOTO BIUIMBY Ha O€3MepepBHICTh (PYHKIIOHYBAHHSI CEPBICIB.

[lepcniekTBY TOMANBIINX JOCTIDKEHD MOJSATAIOTh Y JWHAMIYHOMY ITIJIAIITYBaHHI
BaroBux koedirieHTiB y Monen W (e) BiIMOBIMTHO 10 THITYy aTak i KOHTEKCTY KOHKPETHOTO
cepe/loBMINa, ONTHUMI3alii MeTpuku Y 3 ypaxyBaHHsAM mnapamerpiB SLA Ta pusmk-
OpPIEHTOBAHMX CIIEHAPIiB, @ TAKOXX Yy PO3MIMPEHHI rpadoBHX MOJENEH I OXOIUICHHS
MDKJIOMEHHO1 B3aemonii B edge/fog-apxirektypax. OkpeMy yBary AOUUIBHO HPUAUTUTH
IHTErpallii aIrOpUTMIB TTMOUMHHOTO HABYAHHS JIJIsI aBTOMATHYHOTO MpodiTtoBaHHs HOBUX [0T-
MPUCTPOIB Ta AaHOMAJIBHOI TOBEIIHKM, a TaKOXX po3poOIl IHCTPYMEHTIB Bi3yauizallii
muHamigHuX [BK/I'BOK y pexumi peallbHOro dacy i TMOKpaiieHHs 1H()OPMOBAHOCTI
omepaTopiB OE3MEKH Ta 3HWKEHHS Yacy peakxilii Ha CKJIa/IH1 3aTpO3H.
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GRAPH-BASED METHODOLOGY FOR DETECTION
AND LOCALIZATION OF CYBER THREATS IN CLOUD
ENVIRONMENTS WITH INTEGRATED 10T COMPONENTS

Abstract. This paper proposes a methodology for detecting and localizing cyber threats in cloud
environments integrated with 10T components. The approach relies on two complementary models: the
Cyber-Threat Detection Graph (CTDG), which captures the multi-layered structure of attacks while
accounting for risk, latency, and propagation potential; and the Cyberattack Alert Mapping Graph
(CAMG), which models temporal—causal dependencies among events to reveal complex and combined
threats. CAMG enables the construction of sequential event chains from telemetry, logs, and behavioral
anomalies, integrating data from cloud services and loT devices. This makes it possible not only to
identify individual incidents but also to forecast the evolution of multi-stage attacks. To select response
options, a generalized evaluation metric is applied that considers the effectiveness of threat localization,
service continuity, and the time required to restore system trust. This supports the prioritization of
countermeasures while minimizing the impact on critical resources. The proposed methodology blends
classical and intelligent threat-analysis techniques, provides proactive monitoring, and remains adaptable
under the high dynamism of cloud infrastructures. The solution targets deployment in mission-critical
computing systems, industrial data centers, 10T networks, and cloud platforms, where maintaining a
balance among security, performance, and infrastructure resilience is essential.

Keywords: cloud environment; cloud services; Internet of Things (10T); countermeasures; cyber
incident; edge computing; infrastructure; sensor networks; information security; graph; cyber
resilience; model; threats; integration.
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