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Abstract:

The article examines the phenomenon of digitalization in the context of modern wars. The prospects
for digital transformation in the military sphere are considered in the context of global technological
changes and challenges of modern security. The key development trends are analyzed - the
integration of artificial intelligence, the automation of combat systems, the strengthening of cyber
defense and the introduction of quantum technologies. The combination of these directions forms a
new paradigm of military operations, in which data, algorithms and computing power become the
defining resource. The potential risks of digital militarization are identified, including ethical, legal
and existential challenges. The possibilities of Ukraine in creating its own Digital Defense Strategy,
which should be based on national technological developments, cyber resilience of critical
infrastructure, personnel training and international cooperation, are outlined. It is concluded that
future hybrid-digitalized wars will increasingly acquire an intellectual-digital character, where the
decisive role will be played not by the quantity of weapons, but by the level of technological and
cognitive superiority.
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Digitalization in modern warfare
Vasyl ZAPLATYNSKY]I, Inga URIADNIKOVA

Abstrakt:

Clanok skiima fenomén digitalizicie v kontexte modernych vojen. Perspektivy digitilnej
transformécie vo vojenskej sfére st posudzované v kontexte globalnych technologickych zmien a
vyziev modernej bezpecnosti. Analyzujii sa klicové vivojové trendy - integracia umelej inteligencie,
automatizcia bojovych systémov, posilnenie kybernetickej obrany a zavadzanie kvantovych
technoldgii. Kombinacia tychto smerov tvori novi paradigmu vojenskych operacii, v ktorych sa
uréujiicim zdrojom stavajii ddta, algoritmy a vypoctovy vykon. ldentifikuji sa potenciélne rizika
digitalnej militarizdcie vrdtane etickych, pravnych a existencnych vyziev. Nacrtavajii sa moznosti
Ukrajiny pri vytvarani vlastnej Stratégie digitdalnej obrany, ktora by mala byt zaloZend na narodnom
technologickom vyvoji, kybernetickej odolnosti kritickej infraStruktiry, vycviku personélu a
medzindrodnej spoluprdci. Zaverom je, Ze budiice hybridné digitalizované vojny budu coraz viac
nadobudat intelektudlno-digitalny charakter, kde rozhodujiicu vilohu nebude hrat’ mnoZstvo zbrani,
ale urover technologickej a kognitivnej prevahy.

Kracové slova: digitalizacia, moderné vojny, umeld inteligencia, kybernetickda bezpecnost, drony,
digitalne technoldgie, rusko-ukrajinské vojna

1 Introduction

The rapid digital transformation of the defense sector has fundamentally reshaped
the nature of modern warfare and national security systems. Artificial intelligence (Al),
big data analytics, autonomous systems, and quantum computing have become decisive
elements of strategic advantage in contemporary conflicts. Their integration into
military infrastructure and operational decision-making processes not only enhances
combat capabilities but also generates new ethical, legal, and cybersecurity challenges

[1]

In the context of the ongoing war in Ukraine, the role of digital technologies has
become particularly evident. They have ensured the resilience of national defense, the
continuity of command and control, and the effectiveness of intelligence operations. As
Semenenko notes, the Ukrainian defense economy demonstrates increasing reliance on
digital platforms and cyber-secure communication systems, which serve as both a shield
and a weapon in hybrid warfare [2]. The experience of Ukraine illustrates how the
digitalization of warfare affects not only the technical but also the socio-political and
moral dimensions of defense.

Globally, defense digitalization reflects a broader trend of technological
convergence, where artificial intelligence, robotics, and cyber defense create new
synergies. According to Boulianne, Koc-Michalska, and Theocharis, the information
space has become a critical arena of confrontation, where misinformation and digital
resilience shape both public perception and strategic outcomes [3]. Therefore, the future
of warfare will increasingly depend not on the quantity of traditional weapons but on
the intellectual and technological capacity of states to protect and advance their interests
in a digitalized global environment.

1. Theoretical and Conceptual Foundations of Digitalization in the
Military Sphere

The concept of the digitalization of war refers to the systemic integration of digital
technologies into all components of military activity — from command and control and
intelligence to logistics, armaments, communications, and information influence. This
process goes beyond mere technical modernization: it represents a transformation of the
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very logic of warfare, where data, algorithms, and artificial intelligence (Al) become
decisive factors of operational success.

From a theoretical perspective, the digitalization of war is an evolutionary
continuation of the concept of network-centric warfare, developed at the end of the 20th
century within research conducted by the U.S. Department of Defense. The classical
work of Alberts, Garstka, and Stein [4] formulated the idea that armed forces should be
reorganized into networked systems in which information superiority leads to
operational superiority. This approach laid the foundation for a new paradigm—digital
war—in which not only technical but also social, cognitive, and informational processes
are integrated into a unified digital environment.

As William Merrin emphasizes, the digitalization of warfare differs from previous
phases in that it creates an information-algorithmic environment where humans,
machines, and data interact in real time [5]. While network-centric warfare focused on
integrating military units into shared information networks, digital war envisions
dynamic command systems in which decisions are made based on data streams
processed by artificial intelligence, C4ISR systems (Command, Control,
Communications, Computers, Intelligence, Surveillance, Reconnaissance), and big data
analytics. This provides information superiority by increasing the speed and precision
of algorithmic analysis beyond human capabilities.

The theoretical basis of digital transformation in defense is also closely related to
the concept of the Revolution in Military Affairs (RMA), which emphasizes
technological innovation in weaponry and command structures. However, while RMA
focuses mainly on technical modernization, digitalization encompasses the social,
psychological, and informational dimensions of warfare [6]. This indicates that modern
conflicts are shifting into cognitive and communicative spaces where the formation of
narratives and data management become as crucial as territorial control.

The development of information and communication technologies (ICTs)—
including cloud services, satellite communications, 4G/5G mobile networks, geographic
information systems, and sensor technologies—has enabled the large-scale deployment
of digital command platforms. Examples include integrated situational awareness
systems, digital mapping, autonomous reconnaissance systems, and unmanned aerial
vehicles. Together, they form an integrated digital battlefield, where humans, machines,
and algorithms operate as interconnected agents.

A distinctive feature of modern digital warfare is multi-domain operations—the
integration of activities across five domains: land, air, sea, space, and cyberspace. Each
domain forms part of a shared information space coordinated through networked
command systems. As Echevarria notes, this interconnectivity generates both strategic
advantages and wvulnerabilities, as digital systems become potential targets for
cyberattacks, data manipulation, and psychological operations [7].

Data has become the key resource of digitalized warfare — digital ammunition —
whose speed and quality determine success in targeting, intelligence, logistics, and
communications [8]. Artificial intelligence and machine learning enable real-time data
processing, dramatically accelerating decision-making processes. Yet, as Scharre warns,
algorithmic control of warfare raises new ethical and strategic dilemmas, from the
autonomy of lethal systems to the erosion of human oversight [9].
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Thus, the digitalization of warfare is not merely a technical upgrade of military
forces but a profound transformation of conflict itself. The decisive factors now lie in
the speed of information exchange, the precision of analytical systems, resilience to
cyber threats, and the digital literacy of personnel. Warfare is evolving from being
industrial to intellectual, where victory depends not only on force but on the integration
of technology, data, and human cognition into a coherent operational system.

2. Key trends in digitalization in modern wars

The digitalization of contemporary armed conflicts manifests across several
interconnected domains encompassing both combat and non-combat spheres. These
processes share a common objective — to ensure information superiority, operational
flexibility, and technological adaptability of military operations.

The key directions of digital transformation in warfare include: cyber operations,
which aim to disrupt or defend critical information infrastructures; the application of
artificial intelligence and big data analytics for real-time decision-making and predictive
modeling; the deployment of unmanned and autonomous systems, which enhance
precision and reduce human risk; information and psychological warfare, focused on
controlling narratives and influencing public perception; and the development of open-
source intelligence (OSINT), which utilizes publicly available digital data for
reconnaissance, verification, and strategic assessment.

Together, these directions define the multidimensional architecture of modern
“digital war,” in which the integration of data, algorithms, and human cognition
determines the balance between offense and defense in both the physical and
informational domains.

2.1. Cyberspace as a New Theater of WarfarePodnadpis

In the twenty-first century, cyberspace has finally transformed into a fully-fledged
domain of warfare—on par with land, sea, air, and outer space. Its specificity lies in the
fact that war here is waged not for territory, but for control over information flows,
digital infrastructures, and the consciousness of users. As noted by T. Rid, cyberwarfare
is not merely a technical phenomenon, but a socio-political process in which the primary
weapons are data, algorithms, and access to network resources [10].

Cyber operations are now integrated into all levels of military planning—from
strategic to tactical. They include attacks on critical infrastructure, disruption of
command and control systems, cyber espionage, manipulation of information flows, and
disinformation campaigns. As demonstrated in the research of F. Libicki, cyberspace
makes it possible to inflict significant harm on an adversary without physical contact,
minimizing one’s own losses and avoiding direct escalation [11].

One of the most important characteristics of modern cyber conflicts is their
hybridity: cyberattacks are accompanied by information and psychological operations
aimed at undermining public trust, spreading panic, or destabilizing political processes
[12]. In this context, cyberspace becomes a “soft environment of hard wars,” where the
boundaries between military and civilian actors virtually disappear.

A striking example was the large-scale wave of cyberattacks against Ukraine that
preceded and accompanied the Russian invasion of 2022. Government portals, banks,
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media outlets, and energy networks were all targeted. However, this case became not
only an example of vulnerability but also a demonstration of cyber resilience. Ukrainian
IT specialists, volunteer groups, and international partners (including Google,
Microsoft, ESET, and CERT-EU) created a unique model of digital defense that united
state institutions and the private sector into a single response system. Ukraine’s
experience is already being considered by experts as the first precedent of a new-
generation cyber-coalition defense.

Moreover, the role of non-state actors — hacktivists, IT volunteers, corporations,
and even citizens participating in the so-called total cyber mobilization—is growing.
This transforms the classical nature of war, where the state is no longer the sole actor
capable of initiating and conducting hostilities. Modern conflicts increasingly unfold in
an “invisible dimension,” where victory is determined not by firepower but by control
over digital systems.

Hence arises the necessity of forming national cyber deterrence—a system of
preventive protection that combines political, technological, and educational
instruments. For Ukraine, this aspect acquires strategic importance, as digital
infrastructure is critical not only for military security but also for the functioning of the
state as a whole. One of the key directions of this development is digital sovereignty —
the state’s ability to independently control its data, information resources, and
communication platforms.

Thus, cyberspace emerges as a new front of global competition, where the
boundaries between war and peace are blurred, and security is determined not by the
power of armaments but by the level of technological integration and the readiness of
society to face digital challenges. The Ukrainian experience demonstrates that future
wars will be won not by those who possess more weapons, but by those who can adapt
faster within the information and networked environment.

2.2. Artificial Intelligence and Big Data in the Military Sphere

Acrtificial intelligence (Al) has become one of the most powerful factors of the
digital revolution in the military domain, transforming the logic of decision-making,
command, and combat forecasting. Whereas in the past information superiority was
achieved through data collection, today it is determined by the ability to interpret that
data faster and more accurately than the adversary. As noted by King, modern military
analytics is shifting from the concept of “information superiority” to digital targeting,
where systems are capable not only of processing information but also of independently
generating optimal decisions [13].

Within the framework of military analytics, the concept of Al-driven warfare is
taking shape — a model of warfare in which processes of analysis, planning, and even
response are carried out with the help of intelligent algorithms. Machine learning and
deep neural networks make it possible to detect patterns in intelligence data, predict
enemy movements, identify potential targets from satellite imagery, and control
autonomous weapon systems [1]. The advantage of such systems lies in their reaction
speed and in their ability to synchronize the actions of a large number of combat units
in real time.

At the same time, the use of Al in warfare gives rise to new ethical dilemmas. A
question emerges — who bears responsibility for a decision made by an autonomous
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system? The problems of algorithmic bias and data poisoning may have fatal
consequences in combat conditions. As emphasized by M. Horowitz, uncontrolled
automation of decision-making processes can create a “black box” effect, in which even
the developers do not understand the logic of Al behavior in a critical situation [1].

The study by Tkachenko and Bielai emphasizes that artificial intelligence is no
longer merely a tool for supporting combat decisions but an active agent of
informational influence. Intelligent systems analyze vast amounts of open-source data,
predict social moods in conflict zones, and are used to manage information operations
[14]. Thus, a new level of Al-driven warfare is emerging, in which strategic advantage
is determined by the quality of data and the efficiency of algorithms used for its analysis.

In parallel with the development of Al, another component of digital
transformation is taking shape — Big Data. Military analytical centers in leading
countries are deploying systems for collecting and processing information in real time
from millions of sensors, drones, and satellites. This makes it possible to create digital
twins of theaters of operations — models that reproduce events in real time and forecast
possible scenarios of conflict development.

The integration of Al and Big Data forms a new paradigm of command — data-
centric command, in which decisions are based not on the intuition of commanders but
on statistical regularities and predictive analytics. This implies not only higher
operational accuracy but also a radical transformation of the planning culture: the
commander becomes an analyst, and data become the principal strategic resource.

The military experience of Ukraine also demonstrates the importance of such
technologies. Target recognition algorithms used in the «Kropyva», «Delta», and drone-
support analytical platforms have proven their effectiveness in actual combat,
significantly reducing the time between detection and neutralization of the enemy. This
confirms the thesis that future warfare will be not only network-centric but also
algorithm-driven — Al-powered warfare, where advantage is defined by the quality of
data and the speed of its processing.

2.3. Unmanned Systems and Robotic Complexes

One of the most visible and rapidly evolving manifestations of digitalization is the
mass deployment of unmanned aerial vehicles (UAVs) and unmanned ground vehicles
(UGVs). Modern drones integrate a number of digital components — GPS navigation,
satellite communication, sensors, and image processing based on computer vision and
artificial intelligence — which makes them versatile platforms for reconnaissance, fire
adjustment, combat surveillance, and target engagement.

From the nature of conflicts in the 2010s, we have moved into an era in which
small tactical drones (including first-person-view FPV systems and “kamikaze” drones)
have demonstrated high operational efficiency at a low cost. As shown in the study by
Kunertova, the conflict in Ukraine has brought to the forefront “low-cost drones” as a
factor transforming the tactical dynamics on the battlefield: their maneuverability,
deployment speed, and large numbers allow for precision strikes on armored vehicles,
logistical hubs, and enemy field positions, altering the balance of forces at the local level
[15].
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In parallel, other researchers highlight the trend of states “emulating non-state
actors” that had previously used commercial drones for tactical purposes [16]. The mass
use of UAVs in Ukraine — from Turkish Bayraktar TB2 systems to numerous FPV
drones and domestic developments (such as the reconnaissance drones «Leleka-100»,
«Furia», «Valkyria», «Shark», and «Hor», as well as strike UAVs including «Hrims,
«Sokil», and «Horlytsia») — has demonstrated that technological accessibility and the
rapid adaptation of industry and volunteer networks can provide significant tactical
advantages under conditions of asymmetric confrontation.

In addition to aerial platforms, ground robotic complexes are developing: remotely
operated cargo and combat UGVs, platforms for demining and evacuation, as well as
systems that combine UAVs and UGVs within “drone-switch” and “scout robot + strike
drone” schemes. Research by Ukrainian and international authors indicates that UGVs
can reduce risks for personnel by performing delivery, demining, and evacuation tasks,
although their effectiveness is often limited by power supply, protection from electronic
warfare (EW), and mobility in complex terrains [17].

The implementation of unmanned technologies transforms the very logic of
warfare — reducing the importance of troop mass and increasing the role of intelligent
control systems. This leads to the formation of the concept of a “war of algorithms,” in
which the decisive factor is not the quantity of weapons but the quality of their digital
control.

2.4, Information and Psychological Warfare and Social Networks

The informational dimension of modern conflicts is acquiring equal significance
with the kinetic one. War is no longer waged solely for territory — it is waged for the
thoughts, moods, and behavior of people. Digitalization has created the conditions for
the emergence of new forms of informational and psychological influence, in which
social networks, digital media, and sentiment analysis algorithms play a central role [18,
19].

Social platforms — Facebook, Telegram, X (formerly Twitter), TikTok — are used
not only as channels of communication but also as tools for the rapid mobilization of
public support, coordination of volunteer initiatives, resource collection, and counter-
propaganda. At the same time, the adversary actively employs the same channels to
disseminate fake narratives, panic-inducing messages, and manipulations targeting
broad audiences [20].

As a result, a phenomenon of the “digital front” is formed, where every social
media user potentially becomes a participant in the information struggle.

The Ukrainian experience is particularly illustrative. Owing to the high level of
digital culture within society and effective governmental communication, the
information space has transformed into an integral component of the national defense
system. Initiatives such as OSINT communities, fact-checking platforms, online maps
(e.g., “DeepStateMap”), and bot services (e.g., “eVOROG”) demonstrate the synergy
between civil society and digital technologies [19, 20].

Digitalized technologies create a multidimensional architecture of modern warfare,
where the boundaries between combat, informational, and technological processes are
increasingly blurred. Digitalization becomes not only a tool for enhancing efficiency but
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also a key factor in reformatting the very essence of war — from mechanical to network-
intellectual [18].

3. Digitalization of the War in Ukraine

The full-scale invasion of Ukraine by Russia has become the first conflict in world
history in which digital technologies are applied systematically, on a large scale, and
are integrated into all spheres of defense, management, and communication.The
Ukrainian experience can be regarded as a model of a “digitalized war,” in which
innovative IT solutions, flexible management systems, and active participation of civil
society are combined [21].

Unlike traditional wars, where the decisive factors were troop numbers and
military equipment, in the Ukrainian case the main determinant has become digital
superiority — the ability to rapidly collect, process, and disseminate data, ensuring
precision, coordination, and mobility of actions [2] The digital transformation of the
defense sector began at the moment of the large-scale invasion in 2022: specialized
military IT systems, mobile applications, and integrated digital services were created to
provide operational control, logistics, and communication between the front-line and
administrative levels [21].

The key components of this transformation include:

» The “Delta” system, which integrates data from satellites, drones, and field
observations, providing commanders with a real-time digital map of the battlefield and
minimizing the time between target detection and neutralization.

* The “Kropyva” system, a mobile application for artillery units that automates fire
targeting and reduces the time required to open fire from minutes to seconds.

» The “Army of Drones” program, which ensures mass production, operator
training, and integration of unmanned aerial vehicles into a unified digital management
ecosystem.

Particular attention should be given to the participation of civil society. Mobile
applications such as “eVorog” transform civilians into elements of the intelligence
system. OSINT communities (InformNapalm, DeepState, GeoConfirmed) analyze open
sources, publishing data on enemy equipment, losses, and combat dynamics. Social
networks and digital platforms are used to coordinate volunteer campaigns, raise funds,
and provide humanitarian assistance [2].

The internationalization of the digital front has enhanced the effectiveness of
defense. Support from global IT companies such as Starlink and Palantir has ensured
the resilience of digital infrastructure and real-time analytical support. The Ukrainian
IT volunteer movement includes thousands of professionals working on cybersecurity,
map creation, databases, and management systems, integrating civilian and military
resources into a unified digital front [21].

The Ukrainian case demonstrates that digitalization can become the key to national
resilience. Its uniqueness lies in the synergy among the state, the IT business, and civil
society, which together have created a flexible, distributed defense system.
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Ukraine is capable of developing an effective digital defense strategy that unites
the development of domestic IT solutions, state—private sector cooperation, cyber-
resilient infrastructure, participation in international alliances, and the training of a new
generation of specialists. Projects such as the “Digital Army” initiative are already being
implemented to enhance the efficiency of the Armed Forces of Ukraine. Such an
approach will constitute a model of successful defense in the digital era [1, 3, 22].

This model has become exemplary for other countries — NATO, the EU, Japan,
and Israel — where Ukraine’s experience in integrating digital technologies into
military practice is already being analyzed. Scholars define this type of war as “hybrid-
digitalized,” combining classical, informational, and technological dimensions.

Thus, the Ukrainian experience demonstrates that the digitalization of war is not
merely a reaction to contemporary threats but a strategic direction for the development
of the defense system. It forms a new paradigm of warfare in which technologies, data,
and human intelligence merge into a unified defense organism, and the state, IT sector,
and civil society function as an integrated protective mechanism.

4. Risks and ethical challenges of war digitalization

The digital transformation of warfare opens up unprecedented technological
opportunities, yet simultaneously generates significant risks and ethical challenges. In
particular, the growing role of autonomous combat systems capable of making decisions
without direct human participation radically changes the principles of conducting
conflicts. Drones and robotic platforms equipped with embedded artificial intelligence
create the risk of losing human control over lethal decisions, which contradicts the
fundamental principles of international humanitarian law [23]. Considering the
possibility of algorithmic errors or data manipulation, leading researchers call for the
establishment of an international control regime over autonomous weapons [24].

At the same time, the digital battlefield implies total data collection, processing,
and analysis — from satellite imagery to information about the movement of civilians.
In wartime conditions, the boundaries between the protection of national security and
the human right to privacy become blurred. Military analytics systems and mobile
applications may violate the principles of data minimization and proportionality
enshrined in international legal acts. Meanwhile, digital infrastructure becomes the
target of cyberattacks, intensifying the threat of leaks of personal and military data [25].

Digitalization also facilitates large-scale data manipulation — information may be
deliberately distorted, falsified, or selectively presented to influence political decisions,
public opinion, or international support. The emergence of such destabilization of the
cognitive space becomes a new type of informational weapon aimed not at physical, but
at psychological destabilization of the adversary.

At the same time, international legal mechanisms lag behind the pace of digital
evolution in military systems. International humanitarian law, founded on the Geneva
Conventions, did not account for automated decision-making, cyber operations, or
algorithmic systems. As a result, a legal vacuum of responsibility arises, when actions
in cyberspace or those executed by autonomous systems do not clearly fall under
traditional definitions of an “armed attack”.
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Given this, forming a balanced response to digital risks is possible only under the
condition of combining technological efficiency with humanitarian values. It is
necessary to develop an ethical and legal framework that ensures mandatory human
control over lethal systems, algorithm auditing for transparency and non-discrimination,
protection of privacy and humanitarian data in wartime, and the establishment of an
international code of conduct in the field of military Al and digital weaponry. This
civilizational challenge will determine the future balance between security, ethics, and
humanity. Thus, the digital transformation of war is not only a technical but also a
civilizational challenge that will shape the future relationship between security, ethics,
and humanity.

5. Prospects for the development of digital transformation in the military
sphere

The digital transformation in the military sphere is developing rapidly, combining
artificial intelligence (Al), automation, cyber defense, and quantum technologies. The
integration of Al enables intelligent management of operations, the analysis of large
volumes of intelligence data, the prediction of adversary actions, and the optimization
of logistics. Autonomous systems and robotic complexes increase accuracy and speed
of response, but require strict control and ethical norms. Cyber defense is being
strengthened through artificial-immune systems, while quantum technologies are
capable of radically changing approaches to security, necessitating the development of
quantum-resistant communications. Future wars will acquire features of a “Smart War”
— characterized by high dynamism, autonomy, and machine decision-making — which
raises the risks of uncontrolled actions and violations of legal norms.

When robotic systems reach the capability to fully replace humans in combat
operations, this will cause radical transformations in the conduct of war. First, the cost
balance will change: the expense of training and maintaining professional soldiers, as
well as the political and social consequences of human casualties, may considerably
outweigh capital investments in robotic complexes with comparable combat
capabilities, which will incentivize states to invest in automation. Second, the mode of
organizing armed service will change — operations that are currently performed
physically at the front line will increasingly be transferred to remote control (UAVS,
remotely operated artillery and cyber systems), with operators able to act from any point
on the planet. This generates increased demand for engineers, programmers, technicians,
and logisticians instead of mass combat units and fundamentally alters the vector of
personnel training. Third, the “front line” as a clear spatial-territorial boundary loses its
traditional features: hostilities acquire a networked, multidimensional character, which
complicates identification of parties to the conflict and the application of conventional
legal norms. Finally, the reduction of material-technical and human thresholds for the
use of force may lower the barriers to the initiation of hostilities and, consequently,
increase the likelihood of more frequent local conflicts; this necessitates a revision of
doctrines, ethical standards, and international control mechanisms for the proliferation
and use of combat robotic systems.

2 Conclusions

Digitalization in modern warfare is not merely a technical enhancement of the
armed forces but a profound transformation of the very nature of military conflict. It
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changes the strategic, tactical, and cognitive dimensions of war, transforming it from an
“industrial” to an “information-algorithmic” one. The key role in this transformation is
played by digital data, artificial intelligence, cyber operations, and unmanned systems,
which provide operational flexibility, precision, and decision-making speed.

The modern battlefield is turning into an integrated digital environment in which
humans, machines, and algorithms interact in real time. Information superiority
becomes the primary factor of victory, while digital competence emerges as a new form
of military capability. The wars of the 21st century are acquiring a multidomain
character, where cyberspace and the information sphere are equivalent to the physical
theaters of combat.

The prospects of digitalization in the military sphere encompass the development
of intelligent control systems, autonomous platforms, quantum technologies, and deep
data analytics, which will give rise to new types of conflicts — “smart” and
“algorithmic” wars. However, it is precisely now that the ethical and strategic
framework is being formed within which states determine whether digitalization will
become a factor of security or a source of global instability.

The Ukrainian experience in countering Russian aggression demonstrates that the
integration of digital technologies — from the “Delta” and “Kropyva” systems to joint
cyber defense by the state and the private sector — can become a strategic advantage
even under conditions of resource asymmetry. At the same time, digitalization generates
new challenges: threats of cyberattacks, ethical dilemmas of autonomous weaponry, and
risks of losing control over algorithms.

Thus, modern warfare is increasingly becoming a struggle for information, data,
and algorithms. Victory belongs not to those who possess more weapons, but to those
who can collect, analyze, and apply information faster. Digitalization shapes a new
security paradigm in which future victories will be determined not by physical power
but by the level of technological integration, cyber resilience, and intellectual
superiority.
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