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of new decision-making models valuable in information security management systems (ISMS). Technical
features of the IDS were investigated because the IDS is an integral component for securing information in
the context of the SIEM and ISMS. It has been revealed that IDS make it possible to collect the information on
opened vulnerabilities and also information about a suspicious behavior of a user as well, which creates
opportunity to identify the nature of an incident. A model to detect indications of potentially risky trends by
the use of IDS signals and an approach to the decision making in a Security Information and Event
Management under the catastrophe theory. The study of mathematical models was performed, the main figures
of merit of the effectiveness of mathematical models used for normalization, filtration, classification,
collection, correlation, prioritization and analysis of events, as well as for the generation of various reports,
messages, and visual data display for operational and strategic decision-making were determined. A study for
system response based on catastrophe theory and its application. Four simulation case studies with different
parameters were designed using Python based on the real data set of cyber incidents at months 2022-2024,
data of values at months 2022-2024, and allowed changes of parameters during modeling. Guidelines for
creating a response model to detected cyber incidents in the ISMS were established.
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IHTETPALIISI TEOPII KATACTPO® Y MOJEJII HNPUMHSTTS PILIEHD J1JIs1 CACTEM
YIIPABJIIHHSA IH®@OPMANINHOIO BE3ITEKOIO

Anomayin: Poboma npucssuena akmyanoHill 3a0a4i niOSUWeHHs eqheKmueHoCmi npoyecie NPUIHIMms PileHsb
011 cucmem ynpaeints inpopmayitinoro 6esnekoro. Jocniodiceno inmezpayito meopii kamacmpogh y npoyec nputiHsammsi
piuwenv ¢ ISMS na ocnosi npakmuxu DSS/IISS, a maxooc suxopucmanns niamgopm SIEM ma IDS. Ocnosna ysaza
npUOinena UAGIEHHIO KPUMUYUHUX NOBEOTHKOBUX MOOeell Y MEeHOCHYIAX PO3GUMKY Kibep3azpo3, sIKi MOJCYMb BUHUKHY MU
nepeo weuoKow 3miHow cmany cucmemu. Kymynamuguuii ananiz kibepamax 6y6 nposeoeHuil Ha OCHO8I CIAMUCMUYHUX
Oanux 3a nepioo 2022-2024 poxis. Bussneno enobanvme 3pocmanwus, nog'sizame 3 axmusHicmwo 3a2po3 y cgepi
Kibepbesneku, wo 3yMOGIIE HeOOXIOHICIb 8NPOBAONCEHHSI HOBUX MOoOeell NPULIHAMMSA piuieHb, YIHHUX Ol cucmem
ynpaeninusa ingpopmayitinoro besnexoro (ISMS). /locniosceno mexuiuni ocodorueocmi IDS, ockinvxku IDS € Hegio'emuoro
cK1a006010 3abe3neuenns inghopmayiiinoi 6esnexu 8 konmexcmi SIEM ma ISMS. Buasneno, wjo IDS daroms modscaugicme
36upamu iHghopmMayilo NPo SUABIEHI 8PA3IUBOCI, A MAKONC IHHOPMAYII0 NPO NIOO3PILY NOBEOIHKY KOPUCMY8aUd, Wo
CMBOPIOE  MONCIUBICIL  i0enmuikyeamu xapakmep inyudenmy. 3anponoHoeano Mmooenv O GUSGILEHHS. O3HAK
NOMEHYIUHO PUBUKOBAHUX MEHOeHYill 3a 00nomozolo cueHanie IDS ma nioxio 0o nputinamms piuienb 8 pamKax
Vynpaeninks inghopmayicio npo besneky ma noodisimMu 6ionogiono 0o meopii kamacmpog. Ilposedeno Oocnioxcernns
MaAmemMamuyHux —Mooenel, BU3HAYEHO OCHOBHI HNOKA3HUKU  eDEeKmUGHOCMI MamemMamuyHux Mmooeneu, o
BUKOPUCMOBYIOMbCS 0Ji HOpManizayii, inempayii, kiacugixayii, 300py, Koperayii, npiopumesayii ma anaiizy nooi,
a maxodic 015l OPMYBaHHA PIHUX 36iMi6, NOBIOOMIEHb MA GIZYANILHO20 GI00OPAIICEHH OAHUX O/ ONEPAMUBHO20 MA
cmpameziuHo20 npulHaAmms piuenv. JlocniodceHHo peaxyii cucmemu Ha OcHO8i meopii kKamacmpog ma it
3acmocysanns. Pospobneno womupu cumynayinini xeiicu 3 pisHumu napamempamu 3a oonomoeor Python ma ocnogi
peanvHozo Habopy Oanux npo kibepinyuoenmu 3a 2022-2024 poxu, Ooanux npo 3uauenHa 3a 2022-2024 poxu ma
00360/1eHUX 3MIH napamempis nio yac modenosants. Bcmanosneni pexomenoayii ujo0o cmeopenHs mooeni peazy8aHHs
Ha sussneni kibepinyuoenmu 6 ISMS.

Knwuosi cnosa: Teopis xamacmpog, cucmema ynpaeninus ingopmayiiunor 6esnexoio (ISMS), cucmema
susenennss emoperens (IDS), cucmema SEIM, mouxu 6ighyprayii, nadiunicme.

1. Instruction

Current military information systems are the leading fighting force and the weight of them is
given, first of all, by the security of data, which is under the constant threat of cyber attacks from a
variety of Internet sources. Intense evolution of the complexity of cyber threats demands for new
techniques and tools for forecasting, detecting, analyzing and reacting to them. Based on the
statistical data for 2024 of the system for detection of vulnerabilities and response to cyber incidents
and cyber attacks of the State Cyber Protection Center (CPC) of the State Service of Special
Communications and Information Protection of Ukraine (SSSCIP), had registered slightly more than
3 million events in the field of information security. 28K incidents were related and 1042 cyber
incidents were analyzed among such events [1]. This data shows the global increase in the threats’
activity in cyber security, Justifying the necessity of integrating new and successful decision making
models within the information security management systems (ISMS). It will be integrated with the
ISMS along with the SIEM(Security Information and Event Management) platform and the Intrusion
Detection System(IDS) for real-time detection and response to cyber-attacks [2]. The SIEM system,
meanwhile, monitors and correlates events and offers automatic response to cyberincidents. In this
article a functional reference model for the SIEM system is being considered which ensures the
possibility of normalization, filtering, classification, collection, correlation, prioritization and
analysis of events as well as report, message, and visual data, so as to Quick and educated decisions
making. The research [4] introduces the model for detection of ID in the SIEM system, based on
information and communication systems (ICS) with multi-level protection grounded on fuzzy set
theory. However, this simulation based approach takes no account of the system's dynamic behavior,
which results in the manual calibration and the inability to detect the covert attacks because its whole
system stability has been compromised. In addition to that, machine learning techniques are also
utilized in the functional support for such systems, especially in network anomaly detection [5,6].
However, the main drawback is that existing works target statistical measures of anomaly detection
that do not consider dynamical change in the system, thus preventing to evaluate the ef- fect of cyber-
attacks on the global stability of a system. IDS systems also log low-level activities that serve as
signs of initial cyberattacks that permit prompt response to them. The principal signs of the IDS
system include: stability of operation — detection of threats both with the lack false alerts in time and
reliability of their revelation, accuracy of detection — the ratio of true detections to all that have been
detected. These measures represent the good performance of the IDS system as ISMS infrastructure,
as its speed and their right answer to cyberthreats depend from them generally speaking. For efficient
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intrusion detection systems( IDS) and intrusion prevention systems(IPS), [7] utilizes the machine
learning techniques. Our analysis of scientific articles indicates that although multiple studies are
focusing on these systems to predict, detect and prevent cyber incidents, we still lack answers on the
stability of the system as well as the predictability of critical transitions of security states of this
system. Catastrophe theory is used to find the change points of the behavior of the information
security management system in the work [8-9]. A model is developed to measure the effect of cyber
incidents on the stability of military ISMS and identify the level of the ISMS stability, using a dataset
grouped using several cyber incident detection types. The goal of this study is to incorporate
catastrophe theory to decision-making model for information security management system based on
SIEM, IDS and IPS system platform. Such an approach ensures a possibility to model sharp transitions
of the system from a stable to a critical condition, to single out the limits of critical changes of the
element, causing destabilization of the whole information security management system.

2. Features of mathematical tools in the construction of decision mechanisms for
ISMS

In present-day environment, cyber incident response time in information security management
systems is configured in terms of seconds, in which, therefore, lack of automation will have
catastrophic effects. The decision-making module makes the process of when to isolate a node, report
some threat or block the access obvious, while SIEM, IDS and IPS systems only give information
about cyber incidents and discrepant situations. The primary elements of systems and their roles in
implementing ISMS are reported in Table 1.

Table 1
Roles of Key ISMS Components
Component Role in the System Key Functions
SIEM (Security Information | Centralized collection, Log aggregation
and Event Management) processing, and correlation of | Analytics
security events Incident generation
Event storage
IDS (Intrusion Detection Detection of suspicious or Network traffic analysis
System) anomalous activity (passive) | Anomaly/pattern detection
Alerts
IPS (Intrusion Prevention Real-time response to threats | Blocking attacks
System) (active) Node isolation
Traffic filtering
Decision-Making System Analyzes risk models and State stability evaluation
incidents to choose Action selection
appropriate response (MONITOR /IPS / ALERT)
Automation
Security Analyst / SOC Human oversight, Incident review
verification, and manual Manual intervention
control of responses Root cause analysis
Knowledge Base / Policies Framework for decisions, Rule definition
responses, and compliance Compliance assessment
Auditing
Users and Assets Objects of protection and Event sources
sources of risk Systems, services, files
Network activity

The decision module needs to consider the nature of the threat, past experience, the dynamism
in the state transition of the system, and forecast future effects. Adding these properties, the DMM
provides ISMS to respond to cyber incidents influence in a prompt and dynamic manner [10, 11].
There is de-index for the new artificial intelligence type approaches (as machine learning, such as
Bayesian game theory and catastrophic, which is able to identify bifurcation point and rapid changes
of the state of stability to critical [9]) to construct this module as below. In the on [10,11] authors
proposed the architecture of the intelligent SIEM system to detect cyber incidents occurring in
databases of the military information and communication systems, and the implementation for an
efficient response to incidents which, is based on artificial intelligence, in the SIEM system.

22



ISSN 2412-4338

TesexomyHikauiitni Ta ingopmauiitni TexnoJorii. 2025. Ne 4 (89)

The inspection pointed out several weaknesses in the strategic performance of the SIEM system

as follows:

SIEM is a post-event reactive mechanism;
the system operates according to rules (rule-governed);
the number of events has stressed the system, and it is virtually impossible to detect the true

threat;

SIEM does not keep historical data of how events pile up; attacks are multi-layered, chains,

APT etc.., SIEM does not see the whole context.)
standard correlation is small in atypical attacks.

A comparative feature values of the main effectiveness metrics of mathematical model based

upon the analysis of scientific publications [12—16] and averaged estimates is also presented in Table

2.
Table 2
Comparison of decision-making methods in ISMS
Criterion Machine Bayesian Game Theory | Catastrophe Theory
Learning (ML) | Networks
Processing Statistical / Probabilistic Strategic Analytical dynamics
Type training-based | logic modeling
Average 1.2-3.5sec 2.5—-10sec 4—-12 sec 0.5-1.0sec
Decision Time (depending on
model)
Training Yes (pre- Yes (structure | Strategy No (parameterized model)
Requirement training) + CPT) formalization
Historical Data | >10,000 events | 1,000-5,000 Scenarios, 5-20 parameters
Volume records strategy matrix | (incidents/features)
Context High Medium High Low (focus on critical points)
Dependency
Adaptability to | Low Limited Static High (state-sensitive)
New Incidents
Accuracy 70-90% on 65-85% 60—80% 95-99% (with proper
(Instability training data configuration)
Detection)
Decision Low High (graph- Medium High (bifurcation map)
Interpretability (black-box) based)
Catastrophic Partially Not Via modeling Core functionality
Change possible implemented
Prediction

It is worth noting the most important metrics employed when comparing these approaches:
1.Time to Response (sec) — time from incident to decision; - Adaptivity - possibility to adapt
to new attacks without re-training;
2.Instability Detection - detecting critical transitions/bifurcations;
3.Interpretability - the being explainable of the analytics of the solution;

4.Data Materials - the amount of event histories to be accurate;

5.CPU Efficiency - the amount of time it takes to consume the processor. Table 1 was presented
using a Radar Chart (Figure 1) based on Python and Matplotlib/Numpy).

The diagram depicts a strong superiority of catastrophe theory when compared to these

techniques in the following important characteristics: the response speed, instability detection,

interpretability, flexibility, and efficiency,

development of improved ISMS.
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Response Time (inverse)

CPU Efficighcy Adaptability

— ML

Bayes
—— Game Theory
—— Catastrophe

Data Requiremeng (inve stabyity Detection

Interpretability

Fig 1. Radar Chart: Decision methods comparison in ISMS

3. Applying to the catastrophe theory for modeling decision-making systems
operating

In order to construct a model of the detection of unstable states of the ISMS, which was
subjected to the influence of cyber incidents, the mathematical apparatus of the catastrophe theory,
designed to describe information systems, which are characterized by a set of parameters, is
reasonable to use [14]. These include dynamism (the system is not in the same state twice), inertia
(once the state has been reached it tries to stay put), hysteresis (the current state depends on how the
system got there), and irreversibility (changing the parameters in the reverse direction does not mean
the system will move back to its original state). In modeling complex information systems, these
properties are essential, as decisions and risk bearing in information system security have non-
equilibrium asymmetric dynamics [15].

To generate a modified model of decision-making, based on the catastrophe theory, the statistics
of cyber attacks carried out by means of the cyber incidents realized in 2022 — 2024 were used, as
well as the catastrophe of the "butterfly" type was constructed in [9], given by the generalized
potential equation

F(x) = x® + cx? + dx,

where xeR the present status of the information system, C, deR variable parameters that reflect the
influence of various kinds of cyberattacks to the overall system and calculated by the weight
coefficients.

Modified gradient descent was used to exhibit all possible effects that can be experienced by
the system state x and consequently by the response of the decision-making system

dF(x)
Xyl =Xt —a——,
dx
d—F:6x5+2cx+d,
dx

where a, a€(0;1) - step of change, xy = 0,5 - initial state of the system.
So altering the state of the system in a change of parameters creates transitions from one state
in violation of the state of equilibrium. These crossings are determined by the thresholds [17,18,19]:
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monitor, if |xp41] < 7
Decision(x;y1) =<1 activate_IPS, if |xpq| > 7T
system_failure, if xi41 € R,

ne 7 > 0.

It is assumed at |[7|€[0;1] the system is in a state of equilibrium and it is possible to assume that
argument is plausible because in the range from 0 to 1 the system x, xeR in the model "butterfly"
catastrophe fluctuates. As |7] > 1, is changed the system starts phase of potential bifurcation, and as
|7| > 1,5 the white part (“beginning”) of the zone of system instability starts. These variations are
mathematically due to inflection points of the potential, that is to say, those where the 2nd derivatives
are zero. A practically significant explanation that the information system is protected is that under
the condition |7| > 1 porous state, a situation when the total amount of cyber attacks exceeds the
ability of the system to maintain the inertia of resistance, and given the probability of critical failure
of the entire system). Hence a trade-off between a high sensitivity and stability has to be found since
if |7] <1 the system would give many false alarms, if |[7| > 2 it might not succeed to detect dangerous
changes in time.

Modeling with the aid of Python tools and libraries allowed to find the first day when the
response of the decision-making system was with Decision = "ACTIVATE _IPS" :
{
"Date": "2022-04-07",
"Xo (previous day)": 0.4542,
"c": 0.0,
"d": 3366.4488,
"VF(x0)": 3366.5648,
"x1 (new state)": -167.874,
"Decision": "ACTIVATE_IPS"

}

In order to determine all possible response states of the decision-making system, 4 simulation
cases were performed with a range of parameters, a real world-data consisting of the cyber incident
values over the years 2022-2024 and allowed parameter adjustments during the simulation (Fig.2).

60000
50000
40000

30000 ¢

Number of Attacks

20000¢

10000

2022 2023 2024
Year

Fig.2 Number of attacks from 2022 to 2024 year

In Table 2 lists the four types of configurations, their main metrics, and the findings identified.
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Table 2
Comparative Analysis of Simulation Stages

Stage | Configuration Metrics System Output Conclusion

1 Baseline weights Mean x =~ (0.48 MONITOR in System is stable and
(Malware = 0.9809) | Ax/day = 0.01 100% of cases fully controlled
Step size a.=0.01 PS activations =0

2 Malware x3, Mean x = 0.12 MONITOR in State evolves faster
Spam X2 Ax/day = 0.03 100% of cases but remains within
Step size a.= 0.05 IPS activations = 0 stability zone

3 Synthetic attack: x = NaN System Model diverges —
Malware > 500 VF(x) — o breakdown, critical instability is
High weights, no catastrophe triggered
gradient limits occurs

4 Moderate attack: Mean x = £18 ACTIVATE IPS | Quasi-unstable mode
Malware =~ 300 Ax/day = 1.5 on each x — model
Clipped gradient: PS activations = 6 transition successfully signals
+1000 nonlinear risk

dynamics

In this document there are steps to implement a decision making algorithm in a cyber incident
response system:

1.Input data from SIEM in the form of events (spam, malware, DoS; etc.).

2.Event classification by type (count per period).

3.Estimation of weighting factors for which are more significant.

4.Construction of potential function

V(x) = F(x,a),

where x - is the state change of the system vector, a is the characteristic vector of the impact
coefficients of the system

5. Critical points calculation to determine where the system state changes as:

5.1. solve the equation

dv(x)
dx

=0;

5.2. determine the real roots

R(t) = {xeRI‘;—Z - o},
n(t) =Rl

6. Assessment of the system stability to incidents:
An =n(t)-n(t-1),

at the An # 0 transition to the critical region of the instability of the system.

7. Control commands are enacted based on the state x, the number of critical points #(t)),
the dynamic A n and the threshold value 7:
8.
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monitot, if |xi41] < T
Decision(x;1) =4 activate_IPS, if |xpq] > T ,ne1 >0.
system_failure, if xi1 € R,

8. The first create an incident in the SIEM system.

9. The response in automatic mode.

The proposed model of decision making of the SIEM system based on catastrophe theory is an
analytic shell of the data flow and allows for the detection of critical state changes (transition
bifurcations), adapting to the dynamics of cyber threats, as well as combining automated and expert
response to detected cyber incidents. Considering the observed values of the decision-making
system's response to cyber incidents recorded in the period 2022-2024, it was found that 498 cases
(53.3%) were of the monitor type, 426 cases (45.6%) were of the activate IPS type, and only 10 cases
(1.07%) were of the system_failure type. The results obtained indicate that the system was in most
cases in a stable state and responded actively to half of the cyber attacks.

4.Conclusion

The new world of rapid actions that change the security dimensions in all aspects of life needs
modern and fast cybersecurity solutions. Systems for predicting, detecting, responding and mitigating
cyber incidents and for managing the information security risk in such systems are widely covered.
Its data is secure, because the ISMS is responsible for securing and ensuring the integrity of data,
among other things, a few of which are performed by the systems associated with the ISMS own
infrastructure. This system is the overall risk management approach in the IT environment.

The review of scientific sources revealed that much research has been devoted towards systems
for prediction and detection of cyber incidents, using various mathematical means to solve the
relevant problems. It was also established that there is an information security management system,
a certain effective structure, which has separate essential systems supplementing each other and
forming together monitoring, data analysis, decision, system reaction, control of all the links, and
continuous improvement. Hence, the IDS systems sends data to the SIEM - a system which creates
an event. Moreover, a decision making network processes the dynamics and state to produce a
decision for further action and the IPS only blocks or responds if activated.

The article is theoretically and mathematically driven and solves how the catastrophe theory
can be integrated into a decision-making model for the ISS/ SIEM, iDS and IPS systems (theoretical
research output). The model has been verified using Python tools and its libraries (practical part).
This model will describe the possible causes of the emergence of a system on the verge and beyond-
the-threshold of a system change from a stable to a critical state, and will determine the critical levels
of changes, which entail a violation of the stability of the entire system of informational security
management. This referred to in studying the pros and cons of the application of mathematical
methods in decision-making in ISMS. An algorithm is suggested for decision-making in the systems
of reaction on cyber incidents on the base of the catastrophe theory. Based on the results of the model
building, it can be concluded the need for the software development to analyze the effectiveness of
the control decisions made, with determining the effect of cyber accidents to be automatized and the
response to them.
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