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Abstract

Purpose — This study aims to map the specific terrain of prevalent security threats to digital library services,
dissect the critical privacy risks associated with patron information and culminate in the proposal of a resilient
framework designed to address these multifaceted challenges.

Design/methodology/approach — To ground this analysis in empirical reality, a quantitative survey of 127
Ukrainian public library professionals was conducted. The study synthesizes established cybersecurity best
practices, data protection principles and current information science literature to examine vulnerabilities
ranging from technical infrastructure to human-factor risks.

Findings — The results reveal a critical governance gap: 70% of surveyed institutions operate without a
formal information security policy, and 85% lack full-time information technology (IT) staff (with 60% having
no dedicated IT resource at all). These findings replace previous assumptions with concrete data, highlighting
the urgency of the issue. The investigation identifies a spectrum of common threats, including malware,
phishing and denial-of-service attacks and highlights the profound privacy implications of the Diia.Digital
Education initiative.

Originality/value — This research replaces previous assumptions with concrete data regarding the security
maturity of libraries in a war zone, specifically analyzing the risks of the Diia ecosystem integration. It
proposes a conceptual framework with actionable strategies tailored to empower Ukrainian public libraries to
fortify their digital offerings and champion user data privacy.

Keywords Public libraries, Digital libraries, Cybersecurity, Data privacy, Information security,
User data protection
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1. Introduction

The operational heart of the modern public library has migrated from the physical stacks to

the digital infrastructure, a profound shift driven by the ubiquitous nature of internet services.

This digital transformation has enabled libraries to extend their mission far beyond their Digital Library Perspectives
architectural confines, offering citizens unprecedented access to information, learning © Emerald Publishing Limited

. . . . 2059-5816
modules and vast repositories of cultural knowledge through tools like online catalogs, e-  por 10.1108mrp-122025-0307
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DLP resource platforms and virtual reference services (King, 2020; Mojjada, 2025). Within
Ukraine, this evolution is not merely a technological upgrade but a vital component of
community development, the cultivation of digital literacy and the strengthening of
democratic participation, making the enhancement of these digital offerings a matter
of strategic national importance (Lukianova and Ovcharuk, 2023).

However, this deepened reliance on networked platforms and internet-based services
introduces a parallel and pressing reality: a significant exposure to a complex and evolving
landscape of information security threats and data privacy risks. The very systems designed to
democratize knowledge can become vectors for sophisticated cyberattacks that target
vulnerabilities in software, network configurations and, most frequently, human behavior. At the
same time, the responsible stewardship of user data — a necessary component for personalizing
services and managing resources effectively — presents profound ethical and legal challenges
that must be navigated with the utmost care (Williamson and Prybutok, 2024).

For Ukraine’s public libraries, these universal challenges are often amplified by a specific
set of contextual factors. These include constrained financial resources for acquiring
advanced IT infrastructure, a wide spectrum of digital literacy among both staff and patrons
and a volatile geopolitical environment that can directly influence the intensity and nature of
cyber threats. Since the escalation of the conflict in 2022, Ukrainian institutions have faced a
hybrid threat landscape where cyber aggression parallels kinetic warfare. Libraries, as
custodians of national heritage and community hubs, are not exempt from this targeting.

The central aim of this investigation, therefore, is to dissect the security vulnerabilities
and data privacy risks that are intrinsically linked to the digital services provided by public
libraries in Ukraine. Specifically, this paper sets out to achieve the following objectives:

*  Identify and categorize threats: To identify and categorize the principal information
security threats currently targeting digital library services within the Ukrainian
context, leveraging data from the computer emergency response team of Ukraine
(CERT-UA) and empirical survey data.

* Analyze privacy risks: To analyze the primary data privacy challenges that arise from
the collection, processing, storage and dissemination of patron data, with a specific
focus on the integration of the Diia government service ecosystem into library
terminals.

+ Assess empirical reality: To present and analyze the results of a survey of 127 library
professionals, providing a quantitative baseline for the state of cybersecurity
governance in the sector.

*  Propose strategic framework: To propose a cohesive set of strategies, unified within
a conceptual framework, designed to empower Ukrainian public libraries to mitigate
these risks, strengthen their overall cybersecurity posture and ensure robust
protection for user data privacy.

Effectively confronting these issues is of paramount importance. The task at hand extends beyond
the mere protection of institutional assets or user information; it is fundamentally about preserving
the deeply-rooted public confidence in libraries as safe, neutral and reliable havens for knowledge
and inquiry. This study seeks to furnish librarians, IT professionals and policymakers in Ukraine
with insightful analysis and pragmatic, forward-thinking recommendations.

2. Literature review
The scholarly discourse surrounding the fortification of digital library services and the
safeguarding of user privacy has evolved from a niche concern into a central pillar of
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information science and security studies (Witt, 2017; Broeders et al., 2023). In the Digital Library
pioneering days of digital libraries, the grand mission was focused squarely on universal Perspectives
access and elegant interoperability. The digital locks, reinforced walls and vigilant security

guards were often an architectural afterthought. Now, however, as these systems have

become the core circulatory system for knowledge in many institutions, the undeniable

necessity of robust security protocols has moved from the footnotes to the headline (Nehra

and Bansode, 2024).

2.1 The global threat landscape

The digital ecosystem these libraries inhabit is teeming with a diverse threat landscape. The
modern repository of threats is vast, ranging from digital plagues like viruses, spyware and
the particularly pervasive threat of ransomware, to the cunning social mimicry of phishing
schemes designed to trick the unwary and the brute-force digital traffic jams of distributed
denial of service attacks (Aslan et al., 2023). As the work of EL Yamani et al. (2024)
highlights, the nature of these network assaults is in constant flux, demanding proactive and
adaptive defense mechanisms.

For a digital library, the consequence of such a breach is not merely an institutional
inconvenience; it can mean a catastrophic disruption of service, significant financial loss, a
tarnishing of public trust and, most critically, the exposure of sensitive user information
(George et al., 2024). The targeting of academic and public institutions has become a global
trend, but the intensity varies by region.

2.2 Cyber humanities and cognitive warfare in conflict zones

In the context of armed conflict, the destruction or manipulation of digital archives is not
merely collateral damage but a deliberate tactic. Recent scholarship in “cyber humanities”
emphasizes that securing digital cultural heritage is deeply intertwined with national identity
and resilience (Bellini, 2024; Bellini and Degl’Innocenti, 2025). During the Russo-Ukrainian
war, the targeting of cultural institutions represents a form of “cultural cleansing” and
“cognitive warfare,” wherein cyber operations are designed to destabilize public trust, erase
historical memory and manipulate the information environment (Alcala, 2022; Deppe and
Gary, 2024; Nguyen, 2024). Consequently, public libraries are no longer passive
repositories; they are active frontline defenders of digital cultural property. This elevated
threat requires institutions to transition from basic IT hygiene to comprehensive “cyber
resilience,” focusing on the ability to anticipate, withstand and rapidly recover from
sophisticated cyber-physical disruptions (Alhidaifi et al., 2024).

2.3 Data privacy and regulatory frameworks

Beyond fending off external attacks, a more profound ethical challenge lies in navigating the
complex currents of data privacy, a domain now governed by a sophisticated Web of
regulations. The European Union’s (EU) general data protection regulation (GDPR) has
effectively set a global standard, championing principles that are vital for library ethics: data
minimization (the notion that one should not collect a user’s entire life story just to check out
a digital book), purpose limitation and the fundamental right of individuals to understand and
control their own digital footprint (Schiitz, 2022).

Although Ukraine is not an EU member, its own data protection legislation is on a
trajectory of harmonization with these European standards, making the principles of GDPR a
vital framework for best practice (Dudyk et al., 2024). In the sacred context of a library,
where intellectual freedom is paramount, the confidentiality of user data — encompassing
everything from names and contact details to borrowing histories and search queries — is an
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DLP ethical cornerstone (Velmurugan, 2024). The rise of “surveillance capitalism,” as noted by
Sedrati and Sidi Athmane (2024), only amplifies the societal risks of unchecked data
analysis, making the library’s role as a guardian of privacy more critical than ever.

To operationalize these legal requirements, institutions typically look to domain-specific
frameworks. The International Federation of Library Associations and Institutions (IFLA) and
the American Library Association (ALA) provide robust privacy guidelines that emphasize the
ethical imperative of protecting patron data. Still, translating these library-specific ethics into
technical reality requires integration with broader cybersecurity standards, such as the ISO/IEC
27001 framework for Information Security Management Systems (ISMS). Unfortunately,
existing literature shows a significant gap in adapting complex frameworks like ISO 27001 for
under-resourced cultural institutions, a gap this study aims to address practically.

2.4 The gap between theory and practice

When researchers examine the on-the-ground reality of implementing these security and
privacy ideals, a consistent picture emerges. Studies frequently point to a classic institutional
struggle: the noble mission of open access clashing with the pragmatic need for security
controls, often waged with limited budgets, a shortage of dedicated IT security personnel and
a gap in security awareness among staff who are, first and foremost, information
professionals, not cybersecurity experts (Khan et al., 2021; Ulven and Wangen, 2021;
Kotoroi, 2023).

While research into Ukraine’s broader digital transformation has often highlighted the
need for infrastructural development and policy alignment (Kniazieva et al., 2023), a specific
scholarly focus on the unique intersection of digital library services, information security and
data privacy within the context of Ukrainian public libraries remains largely uncharted
territory. This paper contributes to filling this gap by situating these universal security
principles within the specific operational realities and contemporary challenges faced by
these vital community institutions.

3. Methodology
To move beyond theoretical assumptions and ground this study in the specific reality of
Ukrainian public libraries, a primary data collection exercise was undertaken.

3.1 Survey design, distribution and response rate

A structured questionnaire was developed to assess the current state of cybersecurity
governance, technical infrastructure and threat awareness in Ukrainian public libraries (see
Appendix). The survey was distributed digitally via Google Forms through professional
networks, including the Ukrainian Library Association’s (ULA) mailing lists and specific
regional library consortia groups, targeting library directors, department heads and IT
specialists. The data collection period spanned two months in early 2024.

Based on the membership counts of the targeted distribution channels at the time of
deployment, the survey link was delivered to a calculable population of 642 active library
professionals. A total of 127 valid responses were collected, yielding a precise response rate
of 19.8%. In the context of specialized professional surveys, particularly in a region
experiencing active conflict and infrastructural disruptions, a response rate nearing 20% is
considered highly robust. It provides a robust descriptive and empirical baseline for
assessing the sector’s cybersecurity maturity while allowing us to confidently evaluate
potential trends without significant non-response bias.
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3.2 Sample characteristics Digital Library
To mitigate non-response bias, the distribution strategy deliberately encompassed a diverse Perspectives
cross-section of institutions. While the use of convenience sampling via professional

networks introduces a potential for self-selection bias, the sample achieves robust regional

representation. The 127 respondents reflect a broad geographic spread across Ukraine:

approximately 45% from Central and Northern regions, 35% from Western regions and 20%

from the heavily impacted Eastern and Southern regions. Administratively, the sample

includes:

*  regional universal scientific libraries;
*  city public libraries; and
* amalgamated territorial community libraries (rural/small town).

This diverse sample size provides a representative snapshot of the sector, allowing for the
reliable extrapolation of broader trends regarding the “security maturity” of the Ukrainian
public library system.

4. Empirical findings: the state of security in Ukrainian libraries

The analysis of the survey data reveals a concerning landscape characterized by a lack of
formal governance and scarce technical resources. The findings replace previous
assumptions with concrete evidence of the vulnerabilities facing these institutions.

4.1 The human resource deficit
One of the most critical components of a robust cybersecurity posture is the presence of
qualified personnel. The survey results indicate a severe shortage in this area (Table 1).

As indicated in Table 1, 60% of surveyed libraries operate without any dedicated IT
specialist. In these institutions, technical responsibilities often fall to general library staff
who may lack the specific expertise required to manage complex security configurations,
monitor network traffic or respond effectively to cyber incidents. Only 15% of libraries,
primarily larger regional institutions, maintain full-time IT staff. The quantitative breakdown
of IT personnel availability across the surveyed institutions is illustrated in Figure 1.

This “human firewall” gap significantly lowers the barrier for potential attackers.

4.2 The governance gap
Beyond human resources, the survey sought to establish the prevalence of formal security
governance (Table 2).

The data presented in Table 2 reveals a profound governance gap: 70% of respondents
reported that their library does not have a written information security policy. This finding
allows us to definitively state that the majority of Ukrainian public libraries lack the

Table 1. IT Staffing in Ukrainian public libraries (n=127)

Category (IT staffing status) % No. of libraries (abs.)
Full-time IT specialist 15 19

Part-time / outsourced 25 32

No IT specialist 60 76

Total 100 127

Source(s): Compiled by the authors based on 2024 survey data
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DLP

Full-time IT Specialis Part-time / Outsourced No IT Specialist

Figure 1. Distribution of IT staffing models in surveyed institutions
Source: Compiled by the authors based on 2024 survey data

Table 2. Existence of information security policies (n =127)

Policy status % No. of libraries (abs.)
Written policy exists 30 38

No written policy 70 89

Total 100 127

Source(s): Compiled by the authors based on 2024 survey data

foundational documentation necessary to guide staff behavior, define data handling
procedures and ensure legal compliance. Without a policy, security measures are likely to be
ad-hoc, inconsistent and dependent on individual initiative rather than institutional mandate.

4.3 Technical hygiene and threat exposure

The survey also probed the operational realities of software maintenance and the prevalence
of social engineering attacks (Figure 2. Part A: software update frequency; Part B: phishing
encounters).

Figure 2 highlights a dangerous correlation. While 60% of libraries report encountering
phishing attempts, a staggering 57% report that software updates occur rarely or never. This
combination creates a high-risk environment: staff are being actively targeted by social
engineering attacks (a primary vector for malware delivery) while operating on systems that
likely contain unpatched vulnerabilities. The low rate of automated updates (12%) suggests
that even when IT staff are present, they may be overwhelmed or lack the tools for
centralized patch management.

Further cross-tabulation of the survey data reveals a compounding vulnerability: libraries
operating without dedicated IT staff were disproportionately represented among those
reporting irregular software updates, demonstrating a direct analytical link between the
human resource deficit (Section 4.1) and technical exposure (Section 4.3).
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Digital Library
Perspectives

Automated / Daily Monthly / Irregular Rarely / Never

Yes, have encountered No / Unknown

Figure 2. Survey results on technical hygiene and threat exposure (n=127). Part A: software update
frequency. Part B: frequency of phishing encounter incidents
Source: Compiled by the authors based on 2024 survey data

5. The main issues in securing digital library services and ensuring data privacy in Ukraine
The survey results provide a quantitative foundation for understanding the systemic
challenges. However, these statistics must be contextualized within the specific operational
realities of Ukraine. The challenges are not merely technical; they are deeply intertwined
with the socio-political context of the country.

5.1 The technological inheritance: navigating with outdated equipment
A primary and deeply entrenched technological challenge is the reliance on an aging and
patchwork IT infrastructure. Many institutions operate on a digital foundation built with
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DLP hardware from a bygone era. This issue is critically compounded by the persistence of legacy
software. Much like a beautifully crafted but antiquated vehicle, these older systems may still
function, but they no longer receive vital security patches from their developers, leaving
them with known vulnerabilities that act as open invitations for digital intrusion (Otieno
etal., 2023).

The prohibitive cost of a comprehensive system-wide overhaul often remains an
insurmountable barrier. This is further exacerbated by a limited capacity to deploy modern
defensive tools such as next-generation firewalls or intrusion detection systems, which
demand significant financial investments. The internal network design within many libraries
also presents a risk; “flat” network architectures, where staff and public computers share the
same segment, allow malware to spread laterally with ease.

5.2 Context-specific challenges: the “Diia” ecosystem and privacy
To justify the focus on the Ukrainian context, it is essential to analyze the specific role
libraries play in the state’s digital infrastructure.

5.2.1 Libraries as Diia.Digital education hubs. To comprehend the unique privacy risks
in Ukrainian libraries, one must understand the role of “Diia” (Action). Diia is Ukraine’s
comprehensive national e-governance platform, which centralizes digital passports,
biometric data, tax records and over 70 critical state services into a single portal and mobile
application (Diia, 2026). Recognizing the digital divide, the Ministry of Digital
Transformation designated public libraries as official “Diia.Digital Education” hubs (UNDP,
2023). This initiative mandates libraries to assist citizens — especially the elderly and
internally displaced persons — in accessing these highly sensitive government services via
public library terminals. While socially vital, this integration fundamentally alters the
library’s threat profile. Public access computers are transformed into critical national
infrastructure access points.

Citizens visit libraries to learn how to use digital services, often logging into the Diia
portal — which grants access to sensitive government records, tax data and digital passports —
on public library computers (EUMP, 2022). This creates a high-value target for attackers. If a
library’s public computer is infected with a keylogger or info-stealer malware (a common
tool in the arsenal of groups targeting Ukraine), the sensitive personal data of citizens could
be compromised. The survey finding that 57% of libraries rarely update software suggests
that many of these “hubs” may be operating with significant vulnerabilities, putting user data
atrisk of interception.

5.2.2 Privacy risks on public terminals. The integration of Diia necessitates a higher
standard of privacy protection than traditional library services. Users may be entering
passport numbers, tax IDs and biometric data. The risk of “session persistence” — where a
user forgets to log out and the next user accesses their account — is acute. Without automated
“deep freeze” software that resets the computer state after every session, libraries cannot
guarantee the privacy of the next patron (EUMP, 2022).

5.3 The impact of kinetic warfare: blackouts and infrastructure degradation
The ongoing full-scale invasion has introduced physical threats that have direct digital
consequences. Since October 2022, systematic attacks on Ukraine’s energy infrastructure
have led to widespread, rolling blackouts (Congressional Research Service, 2023).
Disruption of IT integrity: Sudden power cuts cause improper shutdowns of servers and
workstations. For databases used in library management systems (LMS) (typically SQL-
based), an ungraceful shutdown can corrupt the file system or transaction logs, leading to
irreversible data loss (Center for Infrastructure Protection, 2016). Furthermore, the
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irregularity of power supply makes the scheduling of automated updates (typically set for Digital Library
night-time) impossible, directly contributing to the 57% “irregular update” statistic found in Perspectives
our survey.

Equipment damage: Voltage spikes upon power restoration frequently damage sensitive
IT equipment. For libraries with limited budgets, the loss of a server or network switch due to
a power surge can result in weeks or months of service unavailability.

5.4 Real cyberattacks on cultural institutions

The threat of targeted cyberattacks is not theoretical. Reports from CERT-UA indicate a
sustained campaign against Ukrainian institutions. In January 2023, CERT-UA reported a
cyberattack on the national news agency Ukrinform using “CaddyWiper” malware (CERT-
UA, 2024). This type of malware is designed to destroy data irrecoverably. Libraries, as
repositories of digital heritage, are logical targets for such “cultural cleansing” operations.

Groups like UAC-0050 and APT28 (Fancy Bear) have been observed using mass
phishing emails disguised as official correspondence from government bodies to infiltrate
networks (RNBO, 2024). The survey finding that 60% of library staff have encountered
phishing aligns with these national-level threat intelligence reports.

Attacks often target the software supply chain. For example, the compromise of the
“M.E.Doc” accounting software served as patient zero for the devastating NotPetya attack in
2017, underscoring the cascading risks of third-party software in Ukrainian networks
(Greenberg, 2019).

6. Strategies for enhancing digital library security and data privacy in Ukraine

To directly address the vulnerabilities identified in the previous sections — namely, legacy
infrastructure (Section 5.1), Diia privacy risks (Section 5.2) and physical blackout impacts
(Section 5.3) — the following framework maps specific mitigation strategies to each
challenge. Given the severe budget and staffing constraints highlighted in our empirical
findings, these recommendations deliberately move beyond theoretical ideals. They
prioritize feasible, open-source and policy-driven solutions that can be implemented by
under-resourced institutions.

6.1 Technological strategies

Technological measures serve as the primary defense and given the resource constraints
identified in the survey, these strategies must prioritize cost-effectiveness and automation
(Table 3).

A critical first step is the hardening of infrastructure through the automation of patch
management for both operating systems and LMS. This approach directly mitigates
vulnerabilities arising from irregular manual updates, a significant risk factor identified in
our findings. In addition, the implementation of “Deep Freeze” or similar software on public
terminals is essential; this ensures that computers are reset to a clean state after every session,
thereby effectively protecting user data, particularly for citizens accessing Diia services.

Network security can be significantly enhanced through segmentation and filtering.
Implementing network segmentation virtual local area network (VLANSs) allows libraries to
isolate public Wi-Fi and terminals from staff administrative networks, preventing the lateral
spread of threats. To further secure the perimeter, libraries should deploy domain name
system (DNS) filtering services, such as Quad9 or Cisco Umbrella. This relatively low-cost
measure can block access to malicious domains and known phishing sites, adding a layer of
defense that does not require expensive hardware firewalls.
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Ensuring data protection and resilience is vital in the context of physical threats. Libraries Digital Library
should establish off-site, immutable backups following the 3-2-21 rule, using cloud Perspectives
solutions to protect against ransomware and the physical destruction of servers. To safeguard
against data corruption during frequent blackouts, critical servers must be supported by
uninterruptible power supplies (UPS). Besides, subscribing to CERT-UA alerts and
indicators of compromise (IoCs) enables libraries to move from a passive stance to proactive
blocking of known threats targeting Ukraine.

6.2 Organizational and policy strategies

Technology alone is insufficient without a robust organizational structure to guide its
implementation. To bridge the governance gap identified in the survey, libraries must
develop and approve a standardized information security policy (Table 4).

This framework should clearly define roles, establish acceptable use guidelines and
enforce rigorous password standards. In compliance with data laws and GDPR principles,
the appointment of a data protection officer (DPO) is crucial to oversee data handling
practices, ensuring that privacy is not compromised in the pursuit of digital service delivery.

Sustainable security requires dedicated resources. Therefore, library administration must
actively advocate for specific cybersecurity funding within their budgets to cover essential
licenses and hardware upgrades. Beyond local funding, libraries should seek international
grants for IT modernization, ensuring that cybersecurity requirements are integral
components of any digital transformation project.

Preparedness for potential breaches is as important as prevention. Libraries need to
develop a “Break-Glass” incident response plan (IRP) that outlines clear steps for staff to
take during an attack. This includes knowing whom to contact — such as CERT-UA — and
establishing clear reporting lines to national bodies. Such planning ensures that when
incidents occur, the response is swift and coordinated, minimizing downtime and data loss.

Besides, to tailor the framework to the Ukrainian operational context, the ISP must
elevate immutable off-site backups from a mere best practice to a mandatory governance
requirement, given the high risk of kinetic destruction. For public terminals, the ISP must
mandate strict, post-session data-wiping protocols to mitigate the identified Diia privacy
risks. Finally, the IRP must specifically outline non-digital communication channels (e.g.
landlines or satellite messengers) and procedures for reporting incidents to CERT-UA during
scenarios involving total blackouts or telecommunication failures.

6.3 Human-centric and context-specific strategies
The human element remains the most critical variable in the security equation. With a high
percentage of staff reporting phishing encounters (60%), education is paramount (Table 5).

Libraries should implement mandatory anti-phishing workshops for all staff to reduce the
likelihood of successful social engineering attacks. These should be complemented by
regular “Cyber Hygiene” drills to cultivate a culture of skepticism and vigilance,
transforming staff from potential targets into active defenders. Specific attention must be
paid to user education regarding the Diia ecosystem. Libraries should create and display
visual guides for safe Diia usage on public computers, educating patrons on how to protect
their digital identities. Enforcing strict log-out procedures is also critical to prevent credential
theft on shared devices, ensuring that one user’s session does not become the next user’s
vulnerability.

The unique geopolitical context necessitates strategies for resilience against kinetic and
cognitive threats. The concept of “Digital Shelters” must be operationalized: libraries should
be equipped not only with physical safeguards (generators, Starlink terminals) but with

Downl oaded from http://ww. emeral d. com dl p/articl e-pdf/doi/10. 1108/ DLP- 12- 2025- 0307/ 11709338/ dl p- 12- 2025- 0307en. pdf by Viktoriia Pyl ypiv



sioyine 3y £q pafrdwio)) :(s)3danosg

S3IpO(q [eUONIRU

SOLIRU3DS JNO3IL[q [E10) 10 SSO[ BJEp pUE WnuMop aziuruiN -~ () 01 saur] Suniodar 1esp ystqesy (7)
dy1 3y} ut (saurjpuef 3-3) s[puUeYd (VN-1gdD "8'9) joene ue (d¥1) uerd asuodsay asuodsax
uonedIUNUIWOod [eNgip-uou apnpul (1) Jurmp [ed 01 oym mow| Jjers amsuyg (1) juapu] Sse[H-yeald, e dopasg (1) JuapIOU]
UOTIEZIUISPOW
II Ioj suueid [euoneurdiul X33S (7)
UOTIRULIOJSURI) s198pnq uonedo[e
[ensip 1oy suoneodrjdde jueid arempiey pue (dmyoeq ‘snitanue) Areiqry ur Surpuny A11IMd3S19GAD ERITLEN
[re ur syuswaImbar Ayumdas apnpuy (1) S9SU?DI| 10] s9dInosal  aansuyg (1) paledIpap 10§ aeooApy (1) pue Surpun,;
A[[euor3a1 pareys
9q ued 9ol Sy ‘sanreiqr [rews up  (7)
uspimq safdpurid ¥y4go pue (0da)
ATIRTISTUTIPE 31pal 0} (VIN) sme[ elep ym aouerdwod amsuyg  (g) 190GJO uomdadloid eed e juroddy  (7)
UOTIRIDO0SSY AIRIQIT URTUTRD() spiepue}s piomssed pue £d1104 AIINDAG UOTIRULIOJU] S[IoMIRL]
3y Aq papraoid saredway depy (1) asn a[qeidadoe ‘sajor Ieap augag () pazipiepuels e aaoidde pue doaasg (1) JDUBUIIAOD)
S9LIRIQI] UBTUTED]() 10J SUONBISPISUOD) 1Jauaq/aAna[qO uonoe/A3arens d1yadg eaIe A391e1S

DLP

sargajens Adrjod pue feuoneziuediQ ‘f qeL

Downl oaded from http://ww. emeral d. com dl p/articl e-pdf/doi/10. 1108/ DLP- 12- 2025- 0307/ 11709338/ dl p- 12- 2025- 0307en. pdf by Viktoriia Pyl ypiv



Digital Library
Perspectives

SIOJRI9USS pUE S[RUTULID)

s1oyine ay) Aq pardwon) :(s)adanosg

(OHDNS ‘SSMDOTD ‘SSMDOT
*3°9) sy10m1au uoneAIdsald

yurpels  ym ssueiqp  dimbg  (2) sast Sunmp sqny pamnqinsip pm eisa - (g)
(OHDNS) AUIUQ BeIBH UOTIRULIOJUT UTRWAI S3LTeIqT] amsuy () 1doduod smaays endig, (7)

(eI uetureny SurAeS axI| uononNsap [earsAyd Aouepunpai pnop ERNEIIEEN
spaloid euonewsiur WPim Bured (1) jsurefe afeymay (eI dAwsalg (1) [IIM SUONdI[[0d arel jo uonezmidig (1) eantodoan
S3ITAIP
¢eTI Jo N0 8o paleys uo 3J9y) [enuUapad JudAdld  (7) sainpadoid no-o 1o1s diojug  (7)
noA pi(,, :S19SN SUIpUIWAI S[EUTULIS] Amuapt [ensp umo s1amnduwod orjqnd uo agesn (eni@)
reau  smjysod  (earsAyd  aded (1) 13y 193j01d 01 suoned ramodwy (1) BII(] 9Jes 10} sapmg [ensia aear) (1) uonednpa 13sn

sysanbai pajdIjosun
Sururen jje)s 10§ saMpoI premo) wspndays Jo ammo e pimg (7)) SIHP 2USI8AY 19q4D,, 1e[n3ay  (2)
A)1mdas1aqAd umo s, urojrerd Huguc J3€I1S T[E 10]
uopeonpy [eadigeng 9y asn (1) SNOII[EW UO 3Bl XIIP 3y} adnpay (1) sdoysyiom gumystyd-nue A1oyepuely (1) SSIUAIEME JJBIS
S9LIRIQI] UBTUTEDY () 10] SUOTIEIIPISUOD) 11JRUaq/aATRIqO uonoe/A3a1ens d1j10ads eare A3a1eng

mwﬂwwumbw Umﬁuwﬁm:uvauﬁoo pue dinusd-ueWinH °g I[qeq,

Downl oaded from http://ww. emeral d. com dl p/articl e-pdf/doi/10. 1108/ DLP- 12- 2025- 0307/ 11709338/ dl p- 12- 2025- 0307en. pdf by Viktoriia Pyl ypiv



DLP robust data continuity protocols. To prevent the “cultural cleansing” described in cognitive
warfare literature, institutions must integrate with distributed, decentralized preservation
networks such as Lots of Copies Keep Stuff Safe (LOCKSS) and controlled lots of copies
keep stuff safe (CLOCKSS) to ensure access continuity even if local servers are obliterated.
The Saving Ukrainian Cultural Heritage Online (SUCHO) initiative exemplifies this crucial
strategy, demonstrating how international crowdsourced archiving can successfully back up
vulnerable local library databases to secure servers abroad, ensuring the survival of digital
cultural property under conflict conditions.

7. Discussion

The preceding analysis has charted a complex terrain of interconnected obstacles that
Ukrainian public libraries must navigate. The findings from the survey provide a sobering
quantitative validation of the theoretical risks. This disparity creates a “security debt” that
malicious actors are actively exploiting. The technological deficits, such as the inheritance of
aging infrastructure and legacy software, represent a common struggle for public institutions
globally. However, within Ukraine’s current environment, marked by significant economic
constraints and a heightened geopolitical threat level, this challenge is cast in a much starker
light. Tt transforms from a problem of managed obsolescence into one of critical
vulnerability.

The specific context of the Diia.Digital Education project introduces a complex variable.
While the initiative successfully positions libraries as vital centers for digital inclusion, it
simultaneously aggregates high-value targets (citizens’ digital identities) in low-security
environments. The risk is not theoretical; a compromise of a library computer could
theoretically serve as a collection point for credentials used to access state services, bridging
the gap between a local library breach and national security.

Overlaying these technological realities are the organizational gaps. A library might
possess a firewall, but if it lacks a clear policy and dedicated personnel, the technology is
merely a fortress with unguarded gates. The strategies proposed in this paper, advocating for
dedicated funding and collaborative models of expertise (such as regional IT support teams),
aim to address these systemic shortfalls.

Perhaps the most pervasive vulnerability lies in the human-centric dimension. An
expensive technological defense can be bypassed by a single, well-crafted phishing email
clicked by well-intentioned but inadequately trained staff. The survey’s 60% phishing
encounter rate underscores this reality. This elevates the proposed strategies for continuous,
engaging training and user education from a “nice-to-have” to a mission-critical imperative.

8. Conclusion

The journey to fortify Ukraine’s public libraries against the complexities of the digital age is
not a simple task of installing new software, but a profound and ongoing voyage of strategic
adaptation. This paper has navigated the intricate challenges these vital institutions face,
charting a course through a landscape marked by technological vulnerabilities,
organizational inertia, the ever-present human element and the unique pressures of Ukraine’s
socio-political context.

The central thesis of this work is a call to move beyond a reactive, “patch-and-pray”
posture toward cybersecurity and privacy. Such an ad-hoc approach is no longer sustainable
in a world of ever-more-sophisticated threats. Instead, what is required is the cultivation of a
proactive culture where security and privacy are woven into the very fabric of library
services, by design and by default.
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The survey data presented here serves as a wake-up call: with a vast majority of libraries Digital Library
lacking basic security policies, the sector is currently exposed. However, the resilience of Perspectives
Ukrainian librarians, who continue to serve their communities amidst war and blackouts,
suggests that this challenge can be met. By adopting the proposed framework — integrating
automated technical controls, standardized governance and rigorous human education —
Ukrainian public libraries can not only navigate the diverse threat landscape but also proudly
uphold their deep-rooted ethical commitment to user privacy. In doing so, they reinforce their
standing as trusted pillars of the community, preserving not just books, but the digital
sovereignty of the citizens they serve.
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DLP Appendix. Survey on information security in Ukrainian public libraries
Survey methodology: This survey was conducted in Q1 2024 via a Google Form distributed to
professional library networks in Ukraine.
Total respondents: 127
Key questions and aggregated results:
IT staffing:
Question: “Does your library have a full-time, staff IT specialist?”
Results: Yes (15%), No (85%).
Security policy:

Question: “Does your library have a written, approved information security or data
privacy policy?”
Results: Yes (30%), No (70%).

Phishing awareness:
Question: “Have you or your colleagues encountered phishing attempts (suspicious
emails asking for passwords or containing strange links) at your workplace?”
Results: Yes (60%), No/I don’t know (40%).

Software updates:

Question: “How often is the software (OS, Library System, Antivirus) on your library
computers updated?”

Results: Automatically/daily (12%), monthly (31%), irregularly/never (57%).
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