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ANOTACE

Predkladana védeckd monografie piinaSi komplexni a interdisciplinarni
analyzu kliCovych transformacnich vyzev, které zdsadnim zplisobem formuji
bezpecnost, instituciondlni stabilitu a socioekonomicky rozvoj soucasného
evropského prostoru. Publikace je strukturovana do Ctyf provazanych
tematickych celkli. Prvni ¢ast se zamétfuje na geopolitické posuny v disledku
probihajiciho konfliktu na Ukrajiné, scénafe vyvoje evropské energetické
bezpecnosti a nezavislosti do roku 2035 a specifické asymetrické CBRN hrozby
v synergii s Sitenim dezinformaci. Druhy blok reflektuje otazky institucionalniho
vladnuti a legitimity zastupitelské demokracie v EU, ekonomickou nakladovost
volebnich procesii, dopady celni politiky USA a protekcionismu na podnikatelské
prostiedi a komparaci modell transformace municipdlnich struktur i meziobecni
spoluprice v Evropé. Tieti oddil je vénovdan prostorové analyze
socioekonomickych disparit v regionech zemi Visegradské skupiny, finanénimu
zdravi a sektorovym specifikim mikropodnikli ve strukturdlné¢ znevyhodnénych
regionech a vyuZiti ndstroji udrZitelného marketingu a ESG ukazatelll k
vyrovnavani finan¢nich nerovnovéh s diirazem na eliminaci greenwashingu.
ZavéreCnad Cast zkoumd fenomén digitalniho rozpojeni (digital decoupling) v
globalni ekonomice a aplikaci umélé inteligence v projektovém fizeni v souladu
s mezindrodnimi standardy informacni bezpecCnosti. Kniha je uréena akademické
obci, tvircim vefejnych politik, predstavitelim tuzemni samospravy i

odbornikiim z praxe podnikového a bezpecnostniho managementu.
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struktury, regiondlni disparity, uméla inteligence, udrzitelny marketing, vetfejna
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ANNOTATION

The presented scientific monograph delivers a comprehensive and
interdisciplinary analysis of the key transformational challenges fundamentally
shaping the security, institutional stability, and socio-economic development of
the contemporary European space. The publication is structured into four
interconnected thematic sections. The first part examines geopolitical shifts
resulting from the ongoing conflict in Ukraine, development scenarios for
European energy security up to 2035, and specific asymmetric CBRN threats
combined with disinformation campaigns. The second block reflects on
institutional governance and the legitimacy of representative democracy in the
EU, the economic efficiency and costs of electoral processes, the impacts of US
tariff policy and renewed protectionism on the business environment, and
comparative models of municipal restructuring and inter-municipal cooperation
across Europe. The third section is devoted to spatial analyses of socio-economic
disparities across Visegrad Group regions, the financial resilience and sectoral
specifics of microenterprises in disadvantaged districts, and the application of
sustainable marketing tools and ESG indicators to level financial imbalances
while preventing greenwashing. The final section explores the phenomenon of
digital decoupling in the global economy and the deployment of artificial
intelligence in project management in strict compliance with international
information security standards. The monograph is intended for academics, public

administration officials, regional policy makers, and corporate managers.

Keywords:

artificial intelligence, CBRN threats, customs policy, digital decoupling,
disinformation, electoral processes, energy security, ESG, geopolitics,
microenterprises, municipal structures, public administration, regional disparities,

security architecture, sustainable marketing, Visegrad Group.
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system together with other actors not friendly to the EU (China, Iran, or the
BRICS group in general), which would have far-reaching (negative) impacts for

the EU.

1.2 UKRAJINA VE STRUKTURE EVROPSKE ENERGETICKE
BEZPECNOSTI V KONTEXTU RUSKE AGRESE (UKRAINE IN THE
STRUCTURE OF EUROPEAN ENERGY SECURITY IN THE CONTEXT
OF RUSSIAN AGGRESSION)

The ongoing Russian aggression against Ukraine, which began in 2014 and
escalated into a full-scale war in 2022, has become a catalyst for profound
transformations in the European energy security system. Large-scale destruction
of infrastructure, disruptions in energy supplies, and sanctions policies have led
to a rethinking of the structure of energy dependence, an acceleration of the
transition to renewable energy sources, and the formation of the concept of energy
autonomy.

The European Union, which until 2022 was almost half dependent on
Russian energy imports, was forced to reorient its policy towards diversification
of sources, expansion of infrastructure connections, and technological
modernization. In this process, Ukraine has acquired a new strategic role — not
only as a transit country, but also as a potential partner in the formation of a
common energy space capable of ensuring the flexibility and stability of regional
systems.

The scientific problem is the need to systematically assess how the war
changed the parameters of energy security in Europe, determine the potential of
Ukraine in its new architecture, and develop development scenarios until 2035.
The study is based on a combination of economic, technological, and geopolitical

factors that shape the modern model of energy sustainability.
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Research Objective

The purpose of the research is a comprehensive analysis of the
transformation of European energy security in the context of Russian aggression
against Ukraine, identification of key challenges and opportunities for Ukraine as
a participant in the European energy space, as well as modeling scenarios for the
development of the energy system of Europe and Ukraine for 2025-2035, taking

into account geopolitical, economic and technological factors.

Research methods

The study uses an integrated interdisciplinary approach that combines:
content analysis of official documents, analytical reports, research; system
analysis to identify key components of energy security (infrastructure, supply,
prices, technologies, regulatory framework); comparative analysis of EU and

Ukrainian practices and policies; scenario method to develop future scenarios.

The State of Ukraine’s Energy Security

As a result of the full-scale Russian aggression against Ukraine, the
country’s energy system has suffered unprecedented destruction. Damage to
critical infrastructure facilities — power plants, substations, transmission
networks, and oil pipelines — has significantly weakened national energy security
(Lisovyi, Andrukh, 2025). In 2022-2025, Russian missile strikes on energy
facilities caused the loss of over 50% of peak generation capacity, leading to
massive outages, a lack of electricity reserves, and a decrease in the stability of
the energy system (Regional Centre for Energy Policy Research, 2024, Yarovyi,
2025).

The gas sector remains a key element of Ukraine’s energy security, but at
the same time one of the most vulnerable. Before the war, Ukraine produced about
65-70% of its natural gas needs. However, due to hostilities, mining of deposits,

and loss of control over some territories, domestic production decreased by almost
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a third. According to the Energy Information Administration (EIA), gas
consumption in 2023 was about 696 billion cubic feet, which is 3% more than a
year earlier, but with a clear trend towards a decrease in industrial consumption.
After the cessation of Russian gas transit through Ukraine from January 1, 2025,
the structure of flows changed dramatically: the share of the Ukrainian route in
European imports decreased from 11% in 2021 to less than 5% in 2024
(Yafimava, 2024). To minimize risks, Ukraine has intensified its diversification
policy: agreements have been concluded to import liquefied natural gas (LNG)
through Polish terminals in Swinoujscie, and joint projects have been launched
with gas transmission system operators in Slovakia, the Czech Republic, and
Romania (Kolisnyk, 2024). In parallel, energy efficiency programs for households
and industry are being developed, which makes it possible to reduce dependence
on external suppliers.

Ukraine’s oil infrastructure has also suffered critical damage, primarily the
Kremenchuk Refinery, which was the country’s main refining enterprise. The loss
of this facility, as well as the destruction of transport corridors and oil depots, led
to a sharp decline in domestic production. While in 2021 Ukraine produced 61.5
thousand barrels of oil per day, in 2023 this figure fell to 7.1 thousand barrels.
However, for example, in 2024 Ukrnafta increased oil and gas production by 0.6%
and 6.5%, respectively, compared to 2023 (PAT “Ukrnafta®, 2024). New import
channels contributed to market stabilization. The main suppliers of petroleum
products were EU countries — Poland, Lithuania, Greece, and Turkey. Their share
in the structure of energy imports exceeded 75%, which indicates high external
dependence, but at the same time, effective integration of Ukraine into the
European energy space (DiXi Group, 2025).

State policy is currently focused on diversifying supply sources and
modernizing backup systems. Projects for the development of biofuels, increasing
strategic reserves of petroleum products, and exploring the prospects for the

production of “green” hydrogen and synthetic fuels in cooperation with foreign

30



countries and independently (Doniec, 2024; Patryliak, 2025). These measures are
consistent with the decarbonization course set out in the National Energy Strategy
until 2050.

The power sector has suffered the most systematic attacks. The destruction
of the thermal Zmiivska and Trypilska TPPs and hydroelectric power plants, the
undermining of the Kakhovka HPP, and missile attacks on high-voltage
infrastructure facilities led to significant losses of generation capacity. Ukraine
lost more than 9 GW of generation capacity, which required an urgent
restructuring of the supply system (Yalova et al., 2025). The situation has not
improved since then.

One of the most significant steps was the connection of the Ukrainian power
grid to the European ENTSO-E system, which allowed for bilateral electricity
exchange with EU countries and to stabilize the balance of power in crisis
situations. This integration solution is considered not only as a technical but also
as a geopolitical step towards energy independence (Zvarych, Kharkovskyi,
2025).

The role of renewable energy is growing. Ukraine is actively developing
decentralized generation systems - solar panels, wind turbines, biogas plants.
According to estimates by the German Energy Agency (dena) analytical center,
the potential of rooftop solar power plants in Ukraine exceeds 238 GW, which
can provide up to 290 TWh of electricity annually. At the same time, the network
of energy storage systems is expanding and autonomous microgrids are being
created in communities, which increases resistance to attacks and man-made risks.

Thus, Ukraine’s energy security is undergoing a profound transformation,
combining a crisis dimension with a process of modernization. The war catalyzed
the transition from a centralized, fossil-fuel model to a decentralized,
technologically innovative system focused on energy efficiency, EU integration,
and the development of renewable energy. While challenges remain significant —

especially in the gas and oil sectors — Ukraine’s ability to adapt, shape a flexible
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security policy, and ensure the stability of energy supplies even in times of war is

growing.

Challenges to Energy Security in Europe (2022-2025)

Before the start of Russia’s full-scale war against Ukraine, the European
Union remained largely dependent on Russian energy imports, particularly natural
gas, which accounted for around 40-45% of total imports (Prasad, 2025). The
full-scale aggression of 2022 caused unprecedented disruptions in energy
supplies, sanctions pressure and geopolitical tensions, resulting in an acute energy
crisis marked by a sharp increase in gas and electricity prices, a decline in
industrial competitiveness and increased socio-economic tensions. In fact, the
attitude towards Russian energy imports has changed as a result of Russia’s
aggressive actions. These aggressive actions are constantly expanding and already
go beyond Russia’s war against Ukraine. Thus, Russia has provoked energy
instability in Europe and the need to diversify energy supply sources and abandon
energy sources from Russia. To some extent, this crisis has negatively affected
the Russian economy.

The EU has responded by rapidly diversifying its energy sources,
increasing imports of liquefied natural gas (LNG) from the United States, Qatar,
Norway and other suppliers. In parallel, a large-scale investment program in
renewable energy sources and energy efficiency measures is being implemented.
In particular, European companies plan to invest approximately $600 billion in
strategic sectors of the United States by 2028, and total purchases of American
energy carriers (liquefied gas, oil, nuclear fuel) are expected to cost about $750
billion (Delivorias, 2025). At the same time, a large-scale investment program in
renewable energy sources (RES) and energy efficiency was launched, which
exceeded $580 billion in 2022-2025. As a result of these actions, dependence on
Russian gas has decreased to a level below 15% by 2025 (Bohorodytska, 2025).

Despite these efforts, European economies have faced inflationary pressures,
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rising production costs and growing risks to competitiveness due to high energy
costs and unstable supply (Fabbrini, 2024). The crisis has also exposed structural
weaknesses in EU infrastructure — particularly in terms of networks, capacity,
reserves and adaptability — which has drawn policy attention to its modernisation

and transition to green technologies.

Regional characteristics of energy adaptation are presented for a few selected
countries.

Germany, as one of the leading economies in Europe, plays a key role in
shaping the EU’s energy adaptation. In response to the energy shock, it
accelerated the transition to a green energy policy, in particular through a large-
scale expansion of renewables, grid development, energy storage and the
integration of interregional interconnectors (McDaniel & Bailey, 2024). Germany
has become a symbol of a structural shift in EU energy policy. The phasing out of
Russian gas in 2022 was accompanied by the launch of new LNG terminals, the
acceleration of hydrogen development and the Energiewende 2.0 program.
Scenario models predict that Germany could achieve a 100% renewable and
sector-integrated energy system by 2050 (Maruf, 2021).

France, with one of the most developed nuclear infrastructures in the world,
has focused on increasing the efficiency of nuclear power and developing wind
power in coastal regions. Its strategy is based on combining energy sovereignty
with decarbonization and regional integration. France is feeling the impact of
rising gas prices through imported energy components and grid integration with
other countries. Causal modeling studies show that even with the low role of gas
in the French energy balance, its price and restrictions on nuclear power have had
a significant impact on the cost of electricity, especially due to the dependence on
imported flows (Desvallées, 2025).

Hungary is demonstrating a more cautious dynamic, combining pragmatic

preservation of imports from Russia with gradual diversification of sources
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through participation in the southern gas corridors. This approach provides
temporary stability, but reduces the country’s strategic autonomy in the long term.
Hungary’s energy policy demonstrates an interesting balance between
pragmatism and political constraints. In 2025, Hungary signed a LNG import
agreement with the French company Engie, which is expected to provide around
400 million m3 of gas annually — around 5% of the country’s consumption — as
part of a diversification of supplies (Xinhua, 2025). Hungary continues to
maintain energy ties with Russia, including gas supplies via the TurkStream
pipeline. The Hungarian government has often opposed tougher EU energy
sanctions, arguing that its “energy security is a sovereign right.” Despite
geopolitical pressure, Budapest is trying to maintain maneuverability in energy
policy.

Slovakia remains in a difficult position in terms of energy security.
Although the country is making efforts to diversify its supplies, it is still heavily
dependent on Russian gas, in particular through the TurkStream route. The
government has previously stated that it is ready to veto EU sanctions if gas
supply guarantees are not met. In addition, in 2025, Slovakia received permission
from the EU as an exception to stop importing Russian gas until 2028 (Reuters,
2025). Slovakia is also actively improving its energy efficiency and developing
alternative energy sources: in its national plans, it pays attention to the
modernization of networks, interstate interconnections and increasing the share of
renewables. At the same time, from an economic point of view, the country faces
a dilemma: on the one hand, the need to guarantee cheap and stable energy, and
on the other, political pressure to reduce dependence on Russia.

The Czech Republic has taken a decisive step towards reducing its
dependence on Russian oil. In the first months of 2025, the government officially
announced the end of Russian oil imports, providing for a replacement through
the Italian TAL pipeline, which connects via Germany. This strategy

demonstrates how the country can use infrastructure solutions to ensure energy
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security. In addition, the Czech Republic is also investing in renewable energy,
flexible grids and interconnectors with neighboring states to reduce the risks of
disruptions and maintain system reliability. Scientific publications analyzing
energy transitions in Central Europe emphasize that the Czech Republic is on a
path of sustainable transformation, but is under pressure from rising gas prices in
the short term (Tkach, 2025).

Central and Western European countries are responding to the energy
challenges of Russia’s war against Ukraine with different strategies that reflect
their energy systems, political priorities, and resources. Slovakia and Hungary are
trying to balance dependence on Russia with new alternatives, the Czech Republic
has already made significant progress in abandoning Russian oil, Germany is
transforming its industrial energy sector, and France is adapting its nuclear-based
system to new conditions.

These examples can serve as lessons for a pan-European security
architecture: diversification of routes, investments in network flexibility,
interstate interconnections, price stabilization mechanisms, and legal guarantees
— all of these elements should be taken into account in new pan-European energy

security strategies.

Possible scenarios for the development of energy in the European Union and
the role of Ukraine in these scenarios

Despite the overall progress, the energy crisis has exposed deep structural
vulnerabilities of the European Union’s infrastructure — insufficient network
capacity, regional imbalances in access to renewable energy sources (RES), and
the urgent need to increase the resilience of supply systems to external shocks
(Fondazione CSF, 2024). These challenges have contributed to a policy
reorientation towards energy autonomy, the application of innovations in energy
storage technologies, the development of hydrogen and “smart” grids, which are

becoming fundamental components of the new energy security architecture
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(Durakovic et al., 2024). Some researchers indicate that Europe is gradually
moving away from the model of energy interdependence towards the concepts of
“energy sovereignty” and “energy solidarity” (LaBelle, 2024). Thus, the period
2022-2025 has become a stage of systemic restructuring of the European energy
sector — from strong import pressure to a model of strategic flexibility and
autonomy, laying the foundation for the creation of a European Energy
Community less vulnerable to external control. However, the direction of this
transformation will be largely determined by the geopolitical trajectory of Russia's
war against Ukraine. Five potential development scenarios can be identified, each
of which imposes its own requirements on Ukraine's role in European energy

security.

Scenario 1: Russia’s war against Ukraine continues

In a protracted war scenario, Europe will be in a state of “energy
mobilization” by the end of the 2030s. Constant tension will force countries to
reserve resources for defense, which will limit large-scale investments in the
“green transition”. Instead of a strategic “green leap”, the EU can focus on
maintaining energy security, stability and protecting industrial sectors through
energy subsidies. The role of the USA, Norway and Qatar as LNG suppliers is
expected to grow further. Some models show that in such a context, the share of
renewables in the EU may reach only 52-55% by 2035 (Maruf et al., 2021).

The geopolitical fragmentation of the energy space may increase: Central
European countries (Slovakia, Hungary) will likely retain partial dependence on
Russian energy resources, while Western Europe (Germany, France) will
accelerate the implementation of innovative RES solutions and hydrogen energy.
Russia’s invasion of Ukraine has significantly increased energy costs in Europe
and forced the acceleration of the energy transformation (Hillebrand, 2023). In
such a scenario, Ukraine will be in a state of continuous adaptation: on the one

hand, supporting the energy supply of its own territories through strategic reserves
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and international assistance; on the other, actively increasing decentralized
generation and cooperating with the EU to integrate into energy markets. The
Ukrainian energy sector will remain extremely vulnerable to shocks, but at the
same time, strengthening cooperation with neighbors and investing in energy

modernization can create an “energy pillar” at the heart of the conflict.

Scenario 2: Ending the war with a peace agreement while preserving Russia’s
aggressive plans

In this scenario, the war formally ends, but Russia maintains a high level of
geopolitical tension and uses energy as a means of pressure — through cyber
attacks, price manipulation, and gas blackmail. According to researcher Xiaotong
Jing, the conflict between Ukraine and Russia in 2022 exacerbated the global
energy crisis and forced European players to combine short- and long-term
strategies for energy independence (Jing, 2023).

In response, the EU could form a common energy defense system — an
integrated LNG market, strategic gas reserves, coordinated hydrogen and
electricity exchange systems. According to estimates by Fabbrini, S. (2024), such
an approach could reduce vulnerability to external shocks by 40-50%. In this
scenario, the share of renewables in the EU energy balance could reach 65-70%
by 2035, but the intensive digitalization of networks increases the risks of cyber
threats.

A peace agreement will create a basis for Ukraine to gradually renew
energy assets, attract investments, and restore renewable capacities. Ukraine can
become a participant in joint European energy platforms - an importer and
exporter of "green" electricity, with the ability to sell surpluses in the EU network.
At the same time, the risk of Russian pressure through energy channels will
remain, which will require international support and guarantees. Ukrainian
legislative mechanisms and international treaties should provide protection

against energy manipulation within the framework of such a peace.
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Scenario 3: The disintegration of the Russian Federation into regions and the end
of the war

If Russia experiences deep internal destabilization and disintegration into
regional units, Europe will receive a unique opportunity to reset energy
cooperation. The threat of energy blackmail will decrease - and the prospect of
cooperation with de facto new actors in energy trade will arise. Some experts
suggest that in such a context, the EU can approve a model of energy sovereignty,
avoiding dependence on autocratic suppliers (LaBelle, 2024).

According to the assumptions of Zaghariy V. K., Kovalchuk, T. G. (2021),
the share of renewables in the EU may exceed 80% by 2035, and energy costs
will gradually stabilize (Zaharii, Kovalchuk, 2021). In this case, a more integrated
energy space will occur, in particular in the field of hydrogen, microgrids and
flexible storage technologies.

In this scenario, Ukraine could become a central link in a new European
energy network: exporting electricity, producing “green hydrogen”, building
resilient infrastructure with the ability to connect to various regional systems. The
country would also have a chance to receive significant financing and
technological contributions from the EU to restore the energy system. Success
would depend on Ukraine’s ability to act as a reliable energy partner and provide

legally binding guarantees for investors.

Scenario 4: Escalation of the conflict: Russian attack on NATO countries (Baltic
States, Poland)

In this dramatic scenario, Russia launches an offensive on the territory of
NATO member states, which will lead to a direct confrontation between the
Alliance and Moscow. Europe’s energy sector will instantly switch to a war
economy mode: centralized management, priority of defense needs and rapid
response to attacks on energy infrastructure. In the regions of Eastern Europe,

networks and supply lines become strategic targets. In response, the EU and the
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US can implement a program of rapid decarbonization through the mass
introduction of small modular nuclear reactors (SMRs), microgrids, autonomous
storage, hydrogen systems with autonomous control. As researchers note, the
cyber threat, combined with physical attacks, becomes the main front of the
energy war (Aljohani, 2022). The US can strengthen its support by deploying an
“Atlantic energy bridge” with a network of LNG hubs and strategic fuel reserves.

In this case, Ukraine could become a key bridgehead for supporting allies:
its energy infrastructure would be strategically important for supplying resources
to NATO countries. The need to protect networks, counter cyberattacks, and
provide backup generation would increase exponentially. Ukrainian renewable
energy and autonomous networks could become a lifeline during attacks. At the
same time, the risks of destruction and humanitarian losses are extremely high,

which would require large-scale international support and protection.

Scenario 5: The most likely scenario (combined)

According to experts, the most likely scenario is when the war continues in
a moderate form with occasional attempts to achieve a truce, but without a final
peace. In such a context, Europe will persistently strengthen energy independence,
accelerate the “green transition” and the integration of energy markets, while
maintaining a high level of defense readiness.

This combination allows the EU to become an energy-sovereign bloc by
2035 with 70-75% of consumption satisfied through domestic or “reliable”
sources (USA, Norway, Canada). Ukraine in this context will play the role of a
balance between the conflict zone and the zone of European stability: it will be
able to serve as a bridge for energy transmission, as a “red line” of stability and
at the same time guard its own interests.

Ukrainian renewable energy sources, hydrogen initiatives, and green
energy financing programs can become key tools for integration into the European

energy sector. In this scenario, Ukraine is not just a consumer, but an active
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participant in the EU energy market, maintaining strategic autonomy and ensuring

regional balance.

Conclusion

The modern system of energy security in Europe has undergone a radical
transformation under the influence of Russian aggression against Ukraine. The
war not only exposed the dependence of European states on fossil fuel imports,
but also accelerated the transition to a new model — sustainable, decentralized and
technologically autonomous. Ukraine, despite the large-scale destruction of
energy infrastructure, became a catalyst for this process, proving its ability to
ensure the stability of supplies, adapt networks to European standards and
integrate into the ENTSO-E energy system. The key trend of the coming decade
will be the strengthening of the strategic partnership between Ukraine and the EU
in the energy sector. The European market will increasingly need Ukrainian
resources — transit capacities, electricity exports, green hydrogen, as well as
technological synergies in the field of cyber defense and smart grids. In this
context, Ukraine is transforming from an energy security buffer to an active
subject in the formation of European energy policy. Joint investment programs,
mutual standardization of markets, and development of energy storage
infrastructure will strengthen Europe's energy shield.

The forecast for 2025-2035 shows that Ukraine, together with the European
Union, can achieve a new level of energy independence — up to 75-80% of its
own energy consumption coverage from domestic or "reliable" partner sources.
The growth of the share of renewable energy, the development of small modular
reactors, hydrogen infrastructure and digital energy management systems will
ensure not only resilience to crises, but also the formation of a united European-
Ukrainian energy zone capable of guaranteeing security, stability and

technological leadership in the world.
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