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B.J1. Bypsiuok,

OOKTOP TEeXHIYHUX Hayk, npodecop,

KuniBcbknin yHiBepcuTeT imeHi Bopuca ['piHyeHka, M. Kuis,
C.0.CnaciteneBa,

KaHOMOaT isnko-mMaTeMaTeynHUX HayK, OOLEHT,
KuiBcbknin yHiBepcuTeT imeHi Bopuca ['piHyeHka, M. Kuis,
N.M. CknapaHHui

KuniBcbkuin yHiBepcuTeT iMeHi bopuca [piHyeHka, M. Kuis

OPTAHI3ANIA PO3POBKU BE3IIEYHUX .NET
IMNPURJAAHUX ITPOI'PAM ¥V 3ARJIAJAX BHUIIOI OCBITHU

IIpoananizosano cman po3pobieHns npozpamnozo 3abesneuenns 6 Yxpaini ma y
ceimi 3azanom. Posensinymo ocnosni memoou ma 3acobu cmeopenis 6e3neunozo Kooy na
8Cix cmadisix uuKIy po3pooKu 6e3neunozo npozpamnozo 3abesnedenis, a maKoiCc npouec
cmeopenns besneunux dodamxie niampopmu NET 3 euxopucmannam mexnonozii cma-
MUUHOZ0 U1l OUHAMIUHOZ0 AHATISY KOOY 0N NOWYKY MA YCYHEHHS BPASIUBOCMEl KOOy HA
cmadii peanisauii I13. Axuenmosano yeazy na 6UCOKI 6apmocmi GUNPABLIECHHS
NPOZPAMHUX NOMULOK. 3ANPONOHOBAHO 3ACMOCYBANHHS 0€3NeUH020 UUKLY CMBOPEHHS.
npoepamuux npooyxmis Security Development Lifecycle (SDL) ma nosux mexnonozii
NOWYKY YHIBEPCAILHUX O3HAK ZPYN 8PA3NUBOCMEL 3 MEMOIO0 iX eqheKmueHozo 8UsI8IeHHS
Ha 8CIX CMAJISAX HCUMMEBOZO UUKILY NPOZPAMHO20 3a0e3neuetis. 3anponoHosano wWasxu
n00AILIULOZ0 PO3BUMKY CUCMEMH020 NI0X00Y 00 HABUANHHS CYUACHUX DaXiBUis, 30AmHUX
8IICE HA emani HaANUCAHHS NPOZPAM BUSABIIMU Tl YCYBamu 3HAUOeHT 8 HUX 8PA3IUBOCTII.
3anpononosano npaxmuune 3acmocy8ants POZLIHYMUX Memooie ma KOMNJIEKCY iHem-
PYMeHmanvHux 3acobis pospobaenns 6esneurnozo kody, maxux sx IDE MS Visual Studio
ma IBM Security AppScan sacob6ie y nasuaivhomy npoyeci nidzomoexu cneyiaricmie 3
inpopmayiinoi ma xibepnemuunoi 6esnexu. 3anponoHOBano BUKOPUCAHHS KOMNIEKCY
CYUACHUX THCMPYMEHMATLHUX 3aC0018 PO3POOKU Oesneunozo K00y 6 pamkax GUGHEHHS
OUCUUNTIHU 3 OCHOB NPOZPAMYBAHHSI.

Kmouoei croea: ingopmauiiina 6esnexa, besneune npozpamme sabesneuenist, 6pas-
JUGICMb NPOZPAMHOZ0 KOOY, CIAMUMHUIL AHALI3 KOOY, OUHAMIMHUTL AHATI3 KOOY, JHCUM-
mesutl uuxa po3pooxu besneunozo I13.

IIpoananusuposano cocmosinie paspadomxu npozpammiozo obecneuenus 6 Yxpaune
u 6 mupe 8 ueaom. Paccmompenwvi ocrosnvie memoowvt u cpedcmsa cosoanus 6e30nacrozo
KoOa Ha 6cex cMaousix yUKIa paspadomxu 6e30nachozo npozpammnozo 0becneuenus, a
maxaice npouecc cosdanus 6esonacnvix npuaoxceruti niamgopmot NET ¢ ucnonvsosanuem
MEXHON0ZUL CINAMUYECK020 U OUHAMUYECKO20 AHAIU3A KOO OJisk NOUCKA U YCMPAHEHUS.
yassumocmeil kooa na cmaouu peamdavuu I10. Axuenmuposano enumanie na 6vlcoKoi
CTOUMOCTIU UCNPABTEHUS NPOZPAMMHBIX 0wUO0K. [Ipednoiceno npumenenue 6e30nactozo
UUKIA co30anust npozpammuvlx npooyxmoe Security Development Lifecycle (SDL) u
HOBLIX MEXHOI0ZUL NOUCKA YHUBEPCATDHBIX NPUSHAKOS ZPYNN YA3GUMOCMEI C UEIbIO UX
appexmuenozo oOHapyIceHUs HA 6CeX CMAOUSAX HCUSHEHHO20 UUKILA NPOZPAMMHOZO

© Bypsuox B.JL, CnaciteneBa C.O., Cxaapannuii I1.M., 2018
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obecneuenus. Ilpednoxcenvt nymu oanvheliuezo Pa3GUmUs CUCMEMHO20 n00xX00a K 00y-
UCHUIO CNEYUATIUCNOB, CNOCOOHBIX Yice HA IMAane HANUCAHUS NPOZPAMM BbIAGISAMb U
ycmpansmo naiidennvle 6 Hux ysseumocmu. Ilpednoiceno npaxmuueckoe npumenene
PACCMOMPEHHBIX MEMOO08 U KOMNIEKCA UHCMPYMEHMALLHBIX CPeOcms paspabomru
besonacnozo xoda, maxux xax IDE MS Visual Studio u IBM Security AppScan cpedcme
8 YueOHOM npovecce NOO2OMOBKU CREUUATUCINOE 1O UHPOPMAUUOHHOT U KUOEPHEMUUECKOLL
besonacrnocmu. IIpeonoxceno Ucnoib308anue KOMNIEKCA COBPEMEHHBIX UHCTPYMEHMANb-
HLLX cpedcms paspadbomii 6e30nacH0z0 Kooa 8 Pamkax UsyueHus: OUCUUNIUHBL O OCHOBAM
nPOZPAMMUPOBAHUL.

Kmouesvte caosa: ungopmavuonnas besonacnocmn, 6e30nacroe npozpammmoe
obecneuenue, YA36UMOCIb NPOZPAMMHOZO KOO, CIAMUUECKULL AHAIUS KOOd, OUHAMU-
UECKUIL AHAU3 KOOa, HCUSHEHHbLI UuKL paspabomku 6esonactozo T10.

The state of software development in Ukraine and in the whole world is analyzed.
The main methods and means of creating secure code at all stages of the safe software
development cycle are discussed, as well as the process of creating .NET secure applications
using static and dynamic code analysis techniques for searching and eliminating code
vulnerabilities at the software implementation stage. Attention is focused on the high cost
of correcting program errors. The application of the secure development cycle of the
Security Development Lifecycle (SDL) software and new technologies for searching for
universal attributes of vulnerability groups with the purpose of their effective detection at
all stages of the software life cycle is proposed. The ways of the further development of
the system approach to the training of specialists able at the stage of writing programs to
identify and eliminate vulnerabilities found in them are suggested. The practical application
of the methods and a set of tools for developing secure code such as IDE MS Visual
Studio and IBM Security AppScan in the training process of training specialists in
information and cyber security is offered. The use of a complex of modern tools for the
development of secure code within the framework of studying the discipline on the basics
of programming is proposed.

Keywords: information security, safe software, software code vulnerability, static
code analysis, code analysis, life cycle development of secure software.

CyuacHuil CBIiT HEMOKJIUBO ysBUTH 0e3 mporpamuoro 3abesmeuents (I13).
Pospobka 13 meperBopuiiacst Ha OKpeMy Taysb, 10 MOCiIa€ BaroMe Miclie y CBiTOBii
eKoHOMilli, y Tomy uuciai B Ykpaini. ¥ 2016 pori cBitoBi Butpatu Ha IT-mocayru
ckaamu 1229 muipa non. CHIA, i s ramysp 3pocTae MOPOKY, Y TOMY YHCJHi CHoOCTe-
piraerbest spocrannsg Ha 3,2 % y 2017 poui [1]. 3a ocranni micTh pokiB 06csArn pos-
pobku I13 B Ykpaiui Bupocan maiizke Brpuui [1]. YKpaina HUHI — TPOBIIHUI 1IEHTP
i3 po3pobKu Tporpamuoro 3abesnedenns y Cxinniit Ta [lenrpanphiit €Bpori it mocizae
yeTBepTe Micile 3a ekcrioptoM [T-mrpoaykTiB i mocayr y cBiti. [Ipu 1ibomy i3 po3BUTKOM
TEXHOJIOTiH, 3 HOBOIO TEXHOJIOTIYHOIO PeBOJIOI€0, 1TU(pPOBi3alli€l0 CBITY 3HAYEHHS
PO3POOKHU TPOTPAMHOTO TPOAYKTY JIMIIE 3pocTaTuMe. Y 3B'SI3KYy i3 3a3HaUCHUM IIep-
IIOYEProBUM 3aBJaHHAM iHxycTpii po3pobku I13 crae Gesmexa.

Bucoka ckjiagHiCTh Cy4acHOTO IIPOrpaMHOro 3abe3ledyeHHs, sKa 3yMOBJIEHA
BEJIUKUM OOCITOM BUXiJIHOTO KOJy, iHTerpyBaHHAM METO/IB 06(pyc1<aui'1', HasIBHICTIO
nedekTiB (Bpa3aMBOCTEl i HEKPUTHYHUX TIOMIJIOK), € (DYHIAMEHTATBLHOIO TIPOOJIEMOIO
CYy4YaCHOTO eTaly Po3BUTKY iH(MOpMaIiifHUX TeXHOJIOTiil. AHAJi3 3aXUIIEHOCTI Pi3HUX
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rpyn 113, sgkuii TPOBOAMTHCS €KCHepTaMu AOCITIIHUIIBKUX JTabopaTtopiil y BChbOMY
CBiTi, MOpoKy 3HaxoanTh B [13 Minbitonu BpaziamBocTell. Benmka iX yacTuHa BUSIB-
JIIETHCST PO3POOHUKAMM IIIe Ha PaHHIX cTajisgx po3poOku 113 3a K0moOMOro aHamisy
apxitektypu [13, cTtatmuHoro anamisy BUXiZIHUX TEKCTiB, TeCTyBaHHSI 3 TOYKHU 30Dy
peamisariii 3arpos Oesmemni [2]. BrmpoBamkeHHs MOAIOHUX MPOIEAYP B IPAKTUKY
BITYUMBHSIHUX PO3POOHMKIB IIPOrPaMHOTO 3a0e31eUeHHST i ABUIIUTD PiBEHb 3aXUIIEHOCTI
ctBopioBaHoro I3 i, gk HacJiI0K, 3HAYHO 3MEHIINUTD KiJIbKiCTh iHITUAEHTIB iHdopMa-
iltHOT Ge3mexu.

[Tomyk i ycyHennst nedekriB y 13 BuMarae sHauHUX BUTPAT, IPH IIbOMY Oarato
3 HUX MOXKYTb 3aJIMIIATACS HEBUSBJIECHUMU. 3a JaHUMU JOCIi/KeHHS, ITPOBEJEHOI0
Ha 3amoBieHHs1 HarionambHoro inctutyty crangaprtiB i Texnosoriii CIIIA, moxkHa
KOHCTaTyBaTH, 1110 30MTKH, SIKi BUHUKAIOTh Yepe3 HeJJOCTAaTHHO PO3BUHEHY iH(pacTpyK-
Typy IpOllecy YCYHEHHS Bpas/MBOCTEH i HEKPUTMYHUX NOMWJIOK B [13, ckiamaioTsh
HuHi Bix 22 1o 60 minbsapaiB monapiB Ha pik [3]. Bapricts ycynenus gedekty, mpo-
IyIIEHOr0 Ha eTamax po3poOKM i TecTyBaHHsS, MOJKE 3POCTH Ha eTali eKCILIyaTarlil
nporpamu Bin 2 no 100 pasiB [4]. 3a orinkoro nocainuukiB [apBapacbkoro yHisep-
CUTETY, BUIIPABJICHHA IIOMUJIKY, BUABJICHOI Ha eTalll TeCTyBaHH:A, B CEPEIHbOMY KOIITYE
960 $, a momuaKK, BUSBIEHOI Ha eTami ekciuryaTarii, 7600 $.

OxHuM 3 BapiaHTiB BUpIillIeHHs 3a3HadeHuX TpobaeM Gesneku I13 Moske cratu
3aCTOCYBaHHsT OGE3MEeYHOTO IUKJIY CTBOPEHHSI MporpamMHux mpoayktiB (Security De-
velopment Lifecycle — SDL), sikuii po3moYrMHATHMETHCS TIIE /10 TOYATKY iX PO3POOKL.
Y pamkax SDL HeoOXinHO TIaHyBaTH, MPOEKTYBATH, PeATi30BYBATH, TECTYBATU
migcucTeMu Ge3MeKy Ha KOKHOMY €Talli JKUTTEBOTO IUKJIY Mporpam, TOOTO 3aiiMaTHCsI
GEe3MeKOI0 TPUKJIAIHOI porpamMu MmocTiitHo. Takuil MmiaXia T03BOJUTH OTPUMATH Ha
BUXOJIi TIPOTPAMHUIT TIPOAYKT 3 MPOLYMAHOI CUCTEMOI0 Oe3leKu, IKUil He ToTpedy-
BaTUMe B MepCreKTHBi GaraTopa3oBoi mepepoOKu depe3 icHyiodi BpasimBocTi. [liist
MPAKTUYHOI peasizallii Takoro MpUHIMITY BeJauki (Gipmu 3 po3pobku I13 pamsats y
KOKHOMY ITPOTPAMHOMY TIPOEKTI MaT Xo4a O OZHOTO creriasicta 3 Gesneku [3].

¥Yce Bukmanene Buiie (hakTUYHO A€ MOXKIUBICTb CTBEP/KYBATH, 1110 B KOHTEKCTi
HOBHX 3arpo3 Ta TeH/EHIN PO3BUTKY iH(OpMAIiiiHOI Oe3leKn Ta y 3B’3Ky 3i 3po-
craHHsAM 00cary po3pobroBanoi 113 mpobiemy cTBOpeHHs Ge3IeYHOr0 KOLY CTaloTh
0COOJIMBO akTyanbHUMU. Jac, SIKuii 3a3BMYail MUHAE Mik MOMEHTOM BUSIBJIEHHST Bpa3-
JIMBOCTI IIPOTPAMHOTO KOJY I MOMEHTOM II YCYHEHH:, MOKe CTAaHOBUTU [0 IIiBPOKY,
TOMY 3aBIaHHSI HAIMCaHHS KOy, MO30aBJIE€HOTO TEBHUX BPa3JUBOCTEH 3aBISAKH X
BUABJICHHIO Ha II0YaTKOBUX CTa/iAX IPOEKTYBAHHA Ta peasisallii, [yxe aKTyasbHe.

Besneka monmatka MmMae 3akJjazaThcd Ha eTali HAlNMCaHHS BUXiJHOTO KO.NY.
g 1poro HeoOXiHa IIirOTOBKA CyYacHUX cIeliasictiB y ramysi indopmaitiiinoi
Gesnekn Ta iH(MOPMAIINHUX TEXHOJOTIH, sKi MalTh HE TUIBKA HABUYKUA IPO-
rpaMyBaHHs, a U J00pe O3HallOMJIeHi 3 TNUTaHHIMHU PO3POOKHM  3aXHIEHOTO
nporpamMuoro 3abesmederns. CbOTOHI CTa€ KOHYE HEOOXiAHUM IIIBUIIEHHS SKOCTi
HiATOTOBKU CIIeliaJicTiB 3 Ki6ep6e3HeKI/I, OJITHUM i3 ILJIIXiB SIKOIO € BBEJ€HHS B
6a30Bi HOpPMATHMBHI KypcW JIHIHKM iHCTpyMEHTaJbHUX 3aco0iB  Oesleku, sKi
IIPOITOHYIOTHCS TIPOBiIHUMU (PipMaMu.

BpaxoBytoun 1€, METOIO CTATTi € MOMIYK Ta OOIPYHTYBAHHS MUISXIB TTiIBUIICHHST
3aXUIIEHOCTI IIPOrpaMHUX J0/IaTKiB, OCHOBHUMU Cepell AKUX, SAK Ha Halll PO3CY, €:
3aCTOCYBAHHS HOBUX TEXHOJIOTIH BUABJIEHHS YHIBEPCAJbHUX O3HAK I'PYIl BPA3JIMBOCTEN
Ha BCiX CTafisx KUTTEBOTO MUKIY 113 Ta momasbuinii po3BUTOK CUCTEMHOTO TIiIXOLY

CHICTEMM TA METOJV OBPOBKI IH®OPMAIIII

15



ISSN 2411-3816. Cy4acHa cnenianbHa TextHika. 2018. N2 1(52)

CHUCTEMMN TA METOIV OBPOBKIM IHOOPMAIIIL

710 HaBYaHHS cyyacHUX (axiBIliB, 3/[aTHUX BKe Ha eTalli HallMCaHHs IIPOrpaM BUSIBJIATH
11 ycyBaTu 3HaliieHi B HUX Bpa3anBocTi. CaMe MOETHAHHIO ITUX HATIPSIMKIB TTPUCBSIYEHA
CTaTTH.

Cporo/iHi BUKOPUCTAHHS aHaJi3aToOpiB Komy /i ineHTUdikalii BpasanBocTeit
cra€ 00'€KTUBHOIO MOTPeOOTo /IUIst 3a0e3MeueHHsT 3aXUIEHOCTI CyJacHUX MPOTPAMHIX
CHCTEM 3 BUCOKUM PiBHEM JIOBipU. Y Be/leHHsI HOBUX CTaHIAPTiB PO3POOKH OE31eYHOr0
[13 miaTBepmkye HeoOXimHICTh e(eKTUBHUX iHCTPYMEHTIB, IO MiATPUMYIOTH SIKICTH
IIPOrPaMHOTO KOAy [4]. AKTyasbHa 3araabHONPUHATA Kaacudikailis nedekTis (Bpas-
JIMBOCTEN i IOMUJIOK) 3a TUIaMH TipesicTaBieHa B 6azi Common Weakness Enumeration
[5], cimcok 3apeectpoBanHux BpasauBocteii — y 6asi Common Vulnerabilities and
Exposures opranizaiiii MITRE [6]. Anaznisz mporpaMHOro Koy Ha HasiBHICTb ypasJiu-
BOCTEH 3a3HAYEHUX y IUX JOKYMEHTaX Ha PaHHIX CTafistX PO3pOOIEHHS MOKE 3HAUHO
MBUIUTY 3axuilieHicTb goxatkiB. Ha erari mpoekTyBaHHs Ta PO3pOOJEHHST MOKHA
e(eKTUBHO BUSIBJISATH Ta YCyBaTH TaKi BPA3MBOCTI, SIK TIOPYIIEHHsT O€3MEKU TOCTYITY
110 mam’saTi (epenoBHeHHs Oydepa, BUCSYl BKa3iBHUKM ), IOMUJIKY TIEPEBIPKU BBEEHUX
naHux (momuJsiku opMatyBaHHs psijika, iH'ekiiss kony, SQL iH’ekiig, mixkcalToBUi
CKPUTITHHT y BeO-10/[aTKax ), TIOMUJIKN B TLUIyTAaHWHI Ta MEPEBUIIEHHs TIPUBIJIEIB, MO-
MUWJIKM CHHXPOHi3allii (B3aeMHe OJIOKYBaHHS), BUTOKHM TaM'siTi Ta iHIINX PeCypciB
CHCTEMU, HEKOPEeKTHa poboTa 3 TUMYacoBUMM (dailiaMu i iHmmMmu iHTepdeiicamu
OC, ypasnuBocrti 6esnexn (ciaabke mmmdpyBaHHs, 30epiraHHs MAapoJisi B SIBHOMY BHU-
TS,

Memoou ananizy xody. TexHosorii MONUIYKYy BpasJnUBOCTEH i 3aXUCTy Bifi HUX
PO3POOJIIOTHCS 32 TPhOMA OCHOBHUMHK HarpsiMamu [4].

[To-miepriie, BUKOPUCTOBYIOTHCS CUCTEMH aBTOMATUYHOTO TIONIYKY BPa3JMBOCTEN
(anr. Static Application Security Testing — SAST) 3a 1omomMoro cTaTHYHOTO aHAJI3Y
BUXITHOTO KOy ITPOTPaM, sSIKi MOKHA 3aCTOCOBYBATH HA CAMUX PAHHIX eTarax po3poOKM
13, mo pobuTh BUIpaBIeHHS Ae(hEKTIB MAKCUMAIBHO JEMEBUM. MeTOI CTaTHYHOTO
aHaJIi3y € BUSBJECHHS Ta YCYHEHHS MOTEHIIHO yPas3MBUX KOHCTPYKILi y BUXiTHOMY
KOJIi TIporpamu, a Takok (hOpMyBaHHSI BUXi/HUX /IaHUX /IJIsT BUKOHAHHS 3aB/laHb J[MHA-
MIiYHOTO aHaJi3y 1 TeCTyBaHHS Ha TPOHUKHEHHS B paMKax Iporiecy KBamiikaiiitHoro
TeCTyBaHHS.

CucTeMu CTaTUCTHYHOTO aHaTi3y 0OPOGJISIFOTH MPUKJIAIHI TPOTPAMU B MiJTbHOHM
PSIZIKIB KOy, ZI03BOJISIIOTH BUIITUTH MOKJIMBI yPa3anuBoCTi B “craTnyHOMy” (HEBUKOHY -
BaHOMY) BUXiZHOMY Koji. BoHM MaioTh TpUIHATHUN piBeHb XuOHUX peakiiii (false
positive), 3a sikoro 30—70 % 3HaiijileHUX MOMUJIOK BUSIBJISIIOTHCS iCTUHHUMU, a TAKOX
aHaJII3yIOThb yCI MOJKJIMBI BapiaHTU BUKOHAHHA IPOrpaMu OJHOYACHO.

BaskmBOIO CKJIaZoBOIO GE3IMEKN KOAY € 3aCTOCYBaHHS IepeBipeHUX CTOPOHHIX
KOMIIOHEHTIB — 6i6s1ioTex ab0 rOTOBHMX MPOTPaM 3 BiIKPUTHM BUXIJIHUM KOIOM, TOMY
CTaTUYHUU aHaJi3 BUXIJIHOIO KOAY IIPOTpaMu HeoOXi/THO IIPOBOJIUTU TAKOXK JJI4 ic-
HYIOUUX KOMITOHEHTIB Ta 6i0ioTeurnx (GyHKIA. 3BaKaioun Ha TaKe HaiOiIbIIe MoIm-
peHHA Ha6yJII/I HUHI caMe METO/IY CTaTUYHOTO aHasli3y BuxigHOTO Koy 113, sKi mepenba-
YaIOTh JIOCTYII He TUIBKY 10 3aBAaHTaKYBATbHUX i 00'€EKTHUX MOJIYJIIB, ajie i /10 BUXiAHUX
TEKCTiB TTPOTPAMHOI CUCTEMH, a TaKoXK M0 iHdopmariii, mos’sa3anoi i3 cepenoBuiiieM
KOMITiJIALT Ta BUKOHAHHSAM ITPOrPAaMHUX KOMIIOHEHTiB. [Ipu 1iboMy cTaTuuHuii aHasi3
KO/[y BUKOHYETBCS 3a3BUYAll SIK YacTHHA eTary iHcnekii koxy (code review), To6To
JOCJIKEHHsT TIporpamMu MeTogoM “Oistoro simuka” (white box) i Bukonyerbest Ha
erami peasizamii Security Development Lifecycle. 3amexxHo Biz BHKOpHCTaHOTO
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iHCTpyMeHTY, rInOMHA aHAJTi3y MOJKe 3MiHIOBATHCS Bijl BUSHAUEHHSI ITOBEIIHKN OKPEMUX
omeparopiB 0 TI0OANBHINIOr0 aHami3y, M0 BKJIOYAE BeCh HASBHUN BUXIIHUN KOI.

Cratuunuii anamiz BuxigHux TekctiB 113 TicHO TOB’d3aHuii i3 NMPUHITUIIAMU
poboTtu KoMIIiIsITOpiB. Barato miaxoiB Takoro aHasidy 6a3yeThCs Ha JIESIKAX eJIeMEHTax
KOMITIAL], MPOMIKHE IIPEACTABJICHHA BUXIJHUX TEKCTIB y CTaTUYHUX aHai3aTopax
€BOJIIOIIOHYE Pa3oM 3 PO3BUTKOM Teopii komminsgaTopiB. CydyacHi MeTomm aHami3y 3
MeTOo10 yHidikallii aqropuTMiB BUKOPUCTOBYIOTh Pi3Hi MOjiesi Tpe/cTaBIeHHsT KOy,
HANPUKJIaJ, JEeKCUUHWT po30ip, cMHTaKCcUYHe JepeBo, aepeBo Kantoposuua, rpadu
MOTOKY JAHUX i yIPaBJIiHHS TOIO. MOKJIMBE TaKOK 3aCTOCOBYBAHHS OiJBIT TOUHIX
MeTO/IiB aHaJi3y, MeTO/iB Bepudikallii mporpaM IJjsi HaWBaKJIUBIMIUX iJISHOK
[IPOTPaMU JIJis 3MEHIIEHHST 00CATY aHaTi30BaHOTO KOZLY.

I[To-zpyre, 3aCTOCOBYIOThCS CUCTEMU JAMHAMIYHOIO aHaIi3y OiHAPHOIO KOXLY IIPO-
rpaM, II0 J03BOJISIOTH 0araropasoBO 3allyCKaTH 3aJaHy IIPOrpaMy Ha aBTOMATHYHO
reHepoBaHOMY HabOPi BXiHUX JAHKX i BiICTEKYBAaTH CUTYaIlii BUHUKHEHHS [e(eKTiB.
CucreMu AWHAMIYHOTO aHAJI3y TEPerysaoTh JIUIIE YaCTUHY MOKJIUBUX HaOOPiB
BXI/IHUX JaHUX, ajie [IPY 3HAXO/KEHHI ITIOMUJIKU BiJIpa3y J03BOJIAIOTH OTPUMATH JIaHi,
Ha SKUX I TOMUJIKA TIPOSIBIISIEThCS (TOOTO HEe MAfOTh TMOMHIJIKOBHUX CIIPAI[bOBYBaHb ).
3acTocyBaHHsI ITUX CUCTEM OOMEKEHE BUCOKUMI BUMOTAMHE JI0 PECYPCIB i 0OMEKEHHSIMI
Ha MaKCUMaJbHUI po3Mip aHasizoBaHOi mporpamu (3a3BUyail JeCATKU TUCSY PAKiB
KOJY).

JlmHaMiuHII aHaJIi3 SBJIsI€ COO0I0 CYKYIHICTh BCIX METO/IB aHAJIi3y TPOrPaMHOrO
3a0e31eueHHs, 1[0 PeaylisyloThCs 3a JOIMOMOTOI0 IMPOTpaM Ha peajibHOMY abo Bip-
TyaJibHOMY Iipolnecopi. Taki criocobu niefalti yacriiie BUKOPHUCTOBYIOTBHCA IIPU JOCJII/I-
’KeHHi mporpaM MetogoMm “goproro simuka” (black box), komm € moctym swmie 1o
30BHIIHIX iHTepdeiiciB mporpaMHoro 3abesredeHHss 6e3 ypaxyBaHHsSI iX CTPYKTYPH,
BHYTpIlTHiX iHTepdeliciB i cTany. /[0 OCHOBHUX 3aB/iaHb, sIKi BUPINTYIOTbCS TPU JAMHA-
MIYHOMY aHaJi3i, HAIEKUTh 3a/a4a reHepartii Ha6opiB BXIZIHUX JMaHUX [UIA ITOKPUTTH
BU3HAUEHUX IIAXiB BUKOHAHHS Tporpamu-“dassinr” (fuzzing), samyck i TpaHC/IsIis
Iporpamu, BificTeskeHHs 3HalileHuX BpazauBocTeil. Cirifl 3ayBaskuTH, 1110 3aCTOCYBaHHS
Tpaauiiiinol Metomuku fuzz-tecTyBaHHS € MasoeEKTHBHUM INPH BUSBJICHHI
BPA3JIMBOCTEN, MOB’SI3aHUX 3 PIAKICHUMU TOEAHAHHSMY BXiTHUX JTaHUX, HAIPUKJIAT,
nporpaMHuX 3akaanok. Cripoba 3reHepyBaTH BCi MOKJINBI TIOETHAHHS BXiHUX JaHUX
IPU3BOINTD 10 €KCIIOHEHIIIAIbHOTO 3POCTAHHS X 06CATY i € IPaKTUYHO HEMOIKIMBOIO
JUIA BEJIUKUX ITPOEKTIB.

TakuM YMHOM, HUHI PO3POOHMKAMMU TIPOIIOHYETHCS 0 BUOOPY BeJMKa KiJIbKiCTh
IHCTpYMEHTAJIbHUX 3aCc00iB CTAaTUYHOIO Ta JWHAMiIYHOTO aHaJIi3y g Pi3HUX CUCTEM
nporpamyBanns [7]. ToyHe cymkeHHS TPO apXiTEeKTypy Ta aJTOPUTMU aHAJi3y, TO-
KJIa/leHi B OCHOBY IIUX CUCTEM, YCKJIQJIHIOETbCS Yepe3 X 3aKpUTiCTh, ajle MOsKHA 3HAUTH
GaraTo MaTepiasy 3 MOPIBHSHHIM Pe3yJbTaTiB ix podoTu. [lesiki iHCTpyMeHTH aHati3y
KOy TTOYMHAIOTD TIEPEXOIUTH JI0 IHTETPOBAHMX cepenoBuIl po3pobku mporpam (Integra-
ted Development Environment — IDE) [8]. Takoxk po3po0jieHO BeJMKY KiJbKiCTh
rOTOBUX IHCTPYMEHTAJIbHMX 3aC0O0iB, Y SKUX 3aCTOCOBYETHCS SIK CTATUYHMIT aHAJIi3,
TaK i IMHAMiIYHUI aHaJi3, 110 JA03BOJISIE BUKOHYBATU HAJIArO/IKEHHS TTPOTpaMu B TIPO-
TiJIbKM KOMILJIEKCHE 1X 3aCTOCYBaHHSI MaTUMe MaKCUMaJbHUU edheKT.

Haperirri, mo-Tpete, po3pobIsioThCs TEXHOJIOTIT 3aXMCTy MPOrpaMu i il OTOYEeHHST
Bijl eKcIuTyaraliii HassBHUX B Hill Bpa3inBoCTed 1iji 9ac poboTu nporpamu. [leit Harpsim

CHICTEMM TA METOJV OBPOBKI IH®OPMAIIII
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€ aKTyaJIbHUM uepe3 Te, 110 TaKUM MiJXil [103BOJISE iCTOTHO YCKJIAIHUTHU 3JI0BMUC-
HUKOBi MOKJIMBICTD €KCILTyaTallii Bpa3JnuBoOCTi Ta (hOPMyBaHHS YHiBEPCATBHOTO METOY
371aMy KOHKPETHOI IpOrpamu.

TakyM 4YMHOM, MOXKHA 3POOWTH BUCHOBOK, 1[0 Ha eTali po3poOKU Oe3leyHux
NIPUKJIQJIHUX TIPOTrpaM CJIiJl 3aCTOCYBAaTU TaKi METONIU:

1) cratuyHOrO aHaAMi3y MTPOrPaMHOTO KOAY 3 METOIO BUHATKY ITPOCTUX BPa3JIMBO-
CTel, TMOB’sI3aHNX 3 TOMUJIKAMU M HeoJIiKaM# B KOJIi TTporpaMu. Takuii aHasiz MOKHA
saiiicaioBaTi 3acobamu IDE. /It oTpuMaHHS KpaluX pe3yJ/IbTaTiB J0JaTKOBO MOMKHA
3aCTOCYBATU CIIeliayli30BaHi IporpaMHi KOMIUJIEKCU CTAaTUCTUYHOIO aHAII3y KO.LY;

2) nuHaMiYHUI aHaJli3 BUXiJHOTO KOy NPU BUKOHAHHI mporpamu. [Ipm mpomy
MO’KHAa BUKOPHCTOBYBATH 3aCOOM IHTETPOBAHOIO CEPELOBHINA PO3POOKH Ta CIeliai-
30BaHi iHCTpyMeHTaJIbHI 3ac00w;

3) TectyBaHHs ((DYHKIIOHAJTIbHE, HABaHTAKyBaJIbHE, HA TIPOHUKHEHHS ) TIPOTPaM-
HOTO KOy 3aco0aMu cepefoBHila po3poOku mporpam [13].

I1i meTomu MaiOTh GYyTH OMAHOBAHI CTYAEHTAMU CIEIliaabHOCTI KibepOesneka B
nporieci HaBYaHHS Ta CTBOPEHHSI BJACHUX IMPUKJIAIHUX MPOrpaM. 3aJUIIAEThCS TH-
tanHs mig6opy IDE Tta iHcTpyMeHTaIbHUX 3ac06iB aHAMI3y KOMY, SIKi MOKYTh BHUKO-
PHCTOBYBATHUCS B TIPOIECi PO3POOKU TPUKJIAIHUX MTPOTPaM, a TaKOK JJIs ayAUTy To-
TOBMX IIPOrpaM 3a BUMOraMu iHdOpMaiiiiHoi Oe3neKu.

[HCTpyMeHTaIbHI 3ac00M aHaTi3y KOy, PO3TJISAAINCS 32 TAKUMH BUMOTAMU:

HasiBHIiCTB mporpamu crisnpaiti 3 3BO Ykpainu 3 HagaHHs G€3KOIITOBHOTO J10-
CTYIly JIO IIPOJYKTiB;

SIKICHI TEXHOJIOTii Ta aJTOPUTMU JIJIsT TJIMOOKOTO aHasi3y KOAY Ta BUSIBJIEHHS
BCiX BpasJIMBOCTEl;

peryJisipHO OOHOBJIIOBaHA 6a3a MPABHUJI 3 MOMKJIMBOCTSIMEU THYYKOTO HAJIAIITOBY-
BaHHS I PO3IIUPEHHS;

HaJ[aHHSI BUYEPITHUX OOIPYHTYBaHb HASIBHOCTI yPasJMBOCTI i MOKJIQIHUX PEKO-
MeH/allin i3 i ycyHeHHs;

3icTaByIeHHA PE3yJIbTaTiB aHAI3y IIPU IIOBTOPHOMY CKaHYBaHHI Bi/[pe/laroBaHOro
KO/LY;

[MATPUMKA BEJIMKOI KiJIbKOCTI MOB IPOTrpaMyBaHHH,

iHTerpaIlis i3 cepemoBUIIAMU PO3POOKM, CUCTEMAMU KOHTPOJIO BEpCiil i cucre-
MaMU CTeKeHHS 3a jedeKTaMu;

MiHiMaJIbHa KiJIbKICTh HOMWJIKOBUX CIIPallbOBYBaHb,

NpEe/ICTABJIEHHS Pe3yJbTaTiB aHaJi3y B 3PYYHOMY /I CHPUUHATTS BUTJISAI.
HagpricTh 3ac00iB aBTOMAaTUYHOTO CKJIAJaHHs 3BIiTiB.

Jliniiika pirrens Big kommanii IBM Application Security Solutions, mpusnaueHux
JULA TIepeBIpKU J0/aTKIiB Ha 3aXUIIEHICTh Ta JUIA YIIPABJIHHA IIPOLECOM BUABJICHHA
BPAa3JIMBOCTE MPOTSATOM BCHOTO KUTTEBOTO IUKJY, BiJINIOBiZIa€ BUKJIAJEHUM BUMOTaM
i Mmoxxe BuKopucroByBatucs pazom 3 IDE MS Visual Studio.

Incmpymenmanvui 3acobu ananisy xody.

Sk cepemoBuie po3poOKHU B JOCiKEHHI 00paHo ciMeiicTBO iHCcTpyMeHTiB Mic-
rosoft Visual Studio, sike MmicTuTh iHTErpoBaHe cepenoBuUIlle PO3POOKU, CEpBic s
oprasizarii criJibHOT POOOTH, KOMILIEKCHE PIillleHHs st peaisarii MOBHOI[IHHOTO
UKy po3pobku MobinmbHuX mogaTkis — Visual Studio Mobile Center, 6araToriar-
dopmoswmit pegakrop koay Visual Studio Code, mo pobuth ioro ogauMm i3 Jigepis
PO3pPOOKHU pisHOMaHITHOrO HporpamMHoro 3abesmedenns. Visual Studio 2017 moxna
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BUKOPHUCTOBYBATH JIJIsi po3po0sieHHsT mpukaagaux mporpam mias Android, i0S, Win-
dows, Linux, BeO-m101aTKiB, MOOIJTbHUX Ta XMapHUX JI0/IATKiB, CUCTEM 0a3 JaHuX. [Ipu
oMy IDE mictuth Habip MOMATKOBUX iHCTPYMEHTIB, sIKi JIO3BOJISITH PO3POOHUKAM
I13 crBOproBaty HafiiiHWil Ta 3axuiieHnid Koi. J[ist pobieM Ge3rnexu, siKi MOXKYTh
OyTH BUSIBJIEH] 1 yac (a3 po3poOKU IPOrpaMHOTo 3abe3edeHHsl, 1€ TysKe BaKINBO,
OCKiJIbKM 3a0€311e4y€EThCsT HerallH1ii 3BOPOTHIN 3B’130K i3 po3pobHuKoMm. Ileil HeraiiHwit
3BOPOTHMII 3B’130K JIysKe€ KOPHCHUI, 0OCOOJUBO SIKIIO TOPiBHIOBATH 3 BPa3IMBOCTSIMHU,
3HAlJIeCHUMU 3HAYHO Mi3Hillle Ha CTaJ[igX TeCTYBaHHS Ta eKCILIyaTarlii.

Y nporeci 3actocyBantsi IDE MS Visual Studio st peanizamnii ogHOTHITHUX
NPUKJIQIHAX TIPOrpaM 3 BUKOPHCTAaHHSAM 0a3 JaHWX cepell CTYAEHTIB 2 Kypcy cIie-
miagbHOCTI KibepOe3neka MPOBOAMINCS TOCIKEHHsT 3 MOPIBHSHHS Ta aHAJi3y
HAIKCAHOTO Pi3HUMU CTyAEHTaMU MporpamHoro kopy. IIpu 1pomy TijibkKM YacTuHa
CTY/IEHTiB BUKOPHUCTOBYBaJa 3aCO0M CTaTUYHOTO aHasi3y Koay. OTpuMaHi pe3y/ibTaTi
[OKa3aln, 10 Y MPOeKTaX i3 3aCTOCOBYBAaHHSAM BOYHIOBaHMX 3ac00iB aHAi3y KOIY
JIM3aliH CUCTEMU SIKICTb KOJY B I[IJIOMY € 3HAUHO KPall[M.

3acobu cTaTUYHOTO aHaJi3y KoLy MOBHicTIO iHTerpoBaHi B iHTepdeiic IDE Visual
Studio [8]. ITix yac moOGymOBY BCi MOMEPEIKEHHS, 1[0 BUPOOISIOTHCS /IS BUXiTHOTO
KOy, BiIoOPaKatoThCst y CIUCKY MOMUJIOK. IIp 1IbOMY MOJKHA TIEPENTH 10 BUXiZIHOTO
KOy, SIKMII CTBOPUB IOIEPEe/KEeHHS, i MepPeryissHyTU J0/JaTKOBi BiJloMOCTel TIPO puU-
YMHKA 1 MOXKJIMBI CIOCOOM YCYHEHHsS MmpoOjemMu. AHaIi3 KOy Ipalioe B I0AaTKax
NET Framework i momatkax 6a3 manux. Taki MOXKJIMBOCTI, SIK HaBiraiist 1Mo KOZLY,
pedaxropuHr, real-time GyHKIIifi MOZYIBHOTO TECTYBAaHHS Ta MEPEBIPKH 3aI€KHOCTEN,
BUIIPABJICHHSI ¥ HAJAroJKEHHs /ISl BCiX HiAITPUMYBaHUX MOB CEPElOBMIINA TAKOXK
3HAYHO TOKPAIYIOTh SIKiCTh, OGE3MEeYHICTh KOAY Ta MPOAYKTHBHICTH PO3POOKH.
BukopucroByoun MokauBOCTI MeHI0 Analize MoskHa BUKOHYBaTH IMPOdiTIOBaHHSI
[pOrpaMu, CTATUYHUN aHaJIi3 KOy pireHHst abo 06paHOTO TPOEKTY, 3MiHIOBATH yCTa-
HOBKM aHaJIi3y KOy ISt BChOTO pillieHHs1 abo MPOeKTy, POOMTH PO3PaxyHOK HabOpy
MeTpUK (IMKJIOMaTUYHNI HOMeP rpada yIpaBaiHHS TporpaMamMu, KiJibKiCTh OTiepaTopiB
Ta OMWCIB y MpOrpaMi, CTYIiHb 3JIUTTS KJIAciB Ta METOJIB KJacy /s pimenss) [9].
AHaJi3 3a3HaYeHUX MapaMeTPiB € BAXKJIMBUM JIJISI OIIHKU SKOCTi KOy i Horo HaiiiHOCTi

(puc. 1).

Analyze  Window  Help

@ Performance Profiler... Alt+F2
Run Code Analysis L4
Run Code Analysis and Suppress Active [ssues k
Configure Code Analysis r
Calculate Code Metrics L4
Windows k

Puc. 1. Menio Analyze IDE MS Visual Studio

CHICTEMM TA METOJV OBPOBKI IH®OPMAIIII

Y BikHi pe3ysbTaTiB aHaJi3y BUBOAUTHCS CIMCOK MOTEPE/KEeHb, 0OPaBIIIK SKi MOKHA
3HAITH Miclle PO3TallyBaHHs 11i/103pisioro Koy y (aiiyiax MpoeKTy Ta yCYyHYTH BilIIOBiAHMI

nedekr (puc. 2).
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[MopiBusiHHS crerianizoBanux Ta BOyaoBaHoro B IDE Visual Studio crarmummx
aHaIi3aToOpiB KOLY CBIAYMTH PO IepeBary creliaaizoBanux 3acobiB [10]. Pisauns B
KiJIBKOCTi 3HAMIEHNX IIOMIJIOK CIIEIiaTi30BaHIMM 3aCO00M Ta CTATHUYHUM aHAJIi3aTOPOM
koxy BOymoBanuMm B IDE moske mocsiratn takux mudp: 72 % ta 12 % [8]

Error List - Current Project (WinFormsDataGndDB_S5tud)

Current Project - ||€¥ OErrors | | 4 4Warnings | | 0 Messages Build + IntelliSense - Search Error List P~
Code | Description Project = File Line  SuppressionSt.. ¥
+ CA2240 Add an impl ion of GetObjectData to type Wir™ T TR I Active
‘DataSet1.Student1DataTable', Show Columns ’
1, CA2240 Add an implementation of GetObjectData to type  Wir Show Error Help s 5 Active
'DataSet1'. a9 G —
+
i, CA2240 Add an implementation of GetObjectData totype Wir 0 ~°PY ! taSetDe25  Active
»

‘StudentDataSet'. Paste Special

1 CAZ2240 Add an implementation of GetObjectData to type Wi
‘StudentDataSet.Student1DataTable',

r Next Error Cirl+Shift+F12  ptaSetDe280  Active

Previous Error

Suppress ’ In Suppression File

Code Metrics Results | Error List | Qutput
Puc. 2. Pegysbrat cTaTMUHOTO aHAJi3y KOLY MPOEKTY

Jlinitika pimens Big kommnanii IBM ams ananizy [13 Ha BianoBigHicTh BUMOram
iH(opMaIliitHoi Oe3IeKN CKIaIaEThCs 3 TAKUX IPOAYKTiB: Security AppScan Standard,
Security AppScan Source, Security AppScan Enterprise [11]. Security AppScan
Standard — iHCTpyMeHT [i7isT aBTOMATUYHOTO AWHAMIYHOTO aHamidy Komy (“dopHuit
siuK”) Ta cTaTUYHOro aHayizy (“Oimuil sumk”). 3aCTOCOBYEThCS Ha OCTAHHIX eTarax
PO3pOOKM Ta Ha erari ekcruryaralii mporpaMu. BilHOCHO HECKJIaIHO PO3TOPTAETHCS
Ta HAJIANITOBYEThCA. /[03BOJISI€ BiATIPABIIATH TIOBi/IOMJIEHHS 1IPO 3HA/IeH] BPa3JInBOCTi
0 cucteMu crexeHHs 3a nedextamu komy. IBM Security AppScan Source —
IHCTPYMEHT /Il CTAaTUYHOTO aHasidy Komy (“Oimwmit siuk”). BiHn mpusHaueHuit s
daxisiiB 3 indopmariiiinoi 6esmnexku, GOpPMy€e MOBHY KapTHHY BpPa3JHUBOCTEH 3
MPUB’S3KOI0 710 BUXiZHOTO KOy. AppScan Source MicTuTh 3aco6u iHTerpaitii 3 6ararbma
cepeIoBHIIIaMU PO3POOKH, IO J03BOJISIE BiICTEKYBATH YPasIMBOCTI Ha PaHHIX CTaisIX.
Crarnunuii anani3 niarpumye 21 moBy nporpamysanss. IBM Security AppScan
Enterprise — iHCTpyMeHT /1 11eHTPaJi30BAHOTO JMHAMIYHOTO TeCTYBaHHS JIOJIaTKiB,
00J1iKy Ta HAaOYHOTO TIOJIaHHSI CTYIIEHSI PU3WKY, SSKOMY BOHMU TiaioThest. /lo3Bosisie
00uMCIJIIOBaTH MEeTPUKM 1 3/iliICHIOBAaTH NIBUJ/IKE CKAHYBaHH, CKJAJATU HAOYHi 3BiTH
3a pe3yJbTaTaMW CKaHyBaHHS. 3a HasgBHOCTI AppScan Source moske mpoBOAUTH
TeCTyBaHHsSI 3a MeTozioM “mipo3oporo simuka” (Glass Box), sictaBistioun pesy/ibTaTti
JAMHAMIYHOTO i cTaTmyHOro aHamisiB. AppScan Enterprise mictuth 3acobu iHTerpartii
i3 cucremoro MoHiTOpuHry 6esmexkn QRadar.

[Tpornionyersest BukopuctoByBat IDE MS Visual Studio pasom i3 Security
AppScan Source y Kypci mATOTOBKY clieniamicTiB 3 Kibepuernunoi Ge3nexn. B HacTy-
HUX Kypcax MOKHA TPOJIOBKYBaTH BUBYEHHs BCi€i JiHiiiku 3acob6iB IBM Security.

Ilo cxmamy Security AppScan Source BXOAsTb iHCTPYMEHTH TOIIYKY M aHaJi3y
BpasauBocTeil y BuximHoMmy koxi (Source for Analysis), aBromarusarii mpoiecy
po3pob6ku (Source for Automation) Ta iHTerpartii 3 cepegoBUILAMI PO3POOKH, TAKUMUI
stk MS Visual Studio i Eclipse (Source for Development). Takox 10 makety BXOANUTH
6a3a 3HaHD TIPO YPas3JuBOCTi i criocobu ix ycynennst (Source Security Knowledgebase)
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i 3aci6 /s meHTpasizoBaHoro ooMiHy iHpopMaiiieo po ypasausictb (Source Enter-
prise Server). Security AppScan anmamizdye Bci BpasnuBocTi 3i crmmcky OWASP Top
10 [12].

BusiBsieri ypasauBocTi MOXKYTh OyTH Kaacu(ikoBaHi 3a TaKMMU O3HAKaMU:

piBeHb PU3WKY (BUCOKHUH, cepeHiil ab0 HU3bKHUIL);

TUI BPasJuBOCTI (HampuK/aja, BIpoBajukeHHsT SQL-komy abo mepernoBHEHHs
Oydepa);

(aiin, me ypasnusicTb Oyjia BUSIBIIEHA,

intepdetic mporpamu (BUmiIAEThCS ino3pinuii Bukiank API-bynkiii i mepemani
il aprymMeHTn);

meroy (pyHKIs abo MeTo, 3BiaKku OyB 3p00JIeHUI Mif03PIINI BUKJINK);

po3TanryBaHHs (HOMep psi/ika i cToBmuMKa B (ailsii 3 BUXiZIHUM KOJOM, Jie Mic-
TUTHCS Ti/IO3PIJINI BUKJIUK);

kiacudikailis (BpasauBicTh ab0 BUKIIOYEHHST).

He Bci pesysbraTu momnryky € BpasiauBocTsiMu. Knacudikaiiis nedexTiB komy
Security AppScan mpexacrabieHa B Tabsmii 1.

Tabnuys 1

Kiaacudikanis gedexrie kogy IBM Security AppScan

Tun
Onuc
nedexTy
Bpassi JinsHKa BUXiJHOTO KOIY, [0 MiCTHTh MIOMHJIKH, SIKi IaI0Th MOIHUBICTh 3JI0BM HICHUKOB13MYCHUTH

JIOJIAaTOK 3/IIHCHIO BATH HE3aIUIAHOBAaHI i, 0 MPHU3BOIUTH JI0 HECAHKI[IOHOBAHOTO IOCTYITYy IO
JIAH MX, TIOIIKOI>KEHHSI CHC TEMH TOIIIO.

BICTH

[Mimo3pina AiisHKa BUXITHOTO KOy, IIBUJIIE 3a BCE, € BPA3JIMBICTIO, IPU IILOMY JIJIS BiTHE CCHHS

Bukirouen- | i 1o uporo kiacy He Buctavae indopmaii. Hanpukias, MOXJMBICTh MPOBEICHHS aTaKd MOJXE
H Ty [ | 3amexaru Bif mapamMeTpiB BUKOPUCTaHHS JUHAMIYHUX €IEMEHTIB ab0 BUKIMKY O0i0JiOTeYHHX

GbyHKIIH, BiOMOCTe i o siKi Opakye.

Buwtiouen- | [lizo3pina AiIsHKA BHXiAHOTO KOy, JUIS SIKOT HEMOXJIMBO OIIHHTH HMOBIPHICTH TPOBENCHHS
Hatuny Il | arakn

3 Meroio 3abesredyeHHs MMOBHOI OE3IEeKH IIPOrpaMK HOTPIOHO MPOBOAUTU JO-
JATKOBI OC/IKEHHS I BifiHeceHHsT 1edeKTiB 10 BpasIrBoOCTel abo 10 IOMILIKOBUX
cripaiboByBatb. MoskKHa 3pOOUTH BUCHOBOK, II0 MOEAHAHHS BCix MoskjmBocreir IDE
MS Visual Studio i3 mpoBenennst ananisy BpasiuBocteir 13 Ha craii po3poOku i3
3aCTOCYBaHHSIM CIeltiasizoBannx 3aco0iB anamisy IBM Security AppScan Source Ta
Standart Ha KiHIeBiil crazmii po3poOKK O3BOJUTH 3HAYHO INABUIIMTH €(EKTUBHICTD,
HIBUJIKICTh Ta SKiCTh PO3POOKU IIPOTPAM.

¥ crarTti mpoanasizoBaHo Ta cHOpPMYJIBOBAHO BUMOTH /IO iHCTPYMEHTATHHUX
3aco0iB aHaJIi3y KOLy Ha HasiBHICTH BpasinBocTei. [IpecTaBieHo mpakTUyHe 3acToCy-
BaHHS METOJIIB Ta KOMILJIEKCY iHCTPYMEHTaIbHHUX 3aC00iB PO3POOKH OGE3IEUHOTO KOJIY,
takux gk IDE MS Visual Studio Ta IBM Security AppScan, y Kypci I roToBKU cIie-
niasicTiB 3 KiGepHernunoi Gesnexu. Ile 103BOJNTH PO3BUBATU CUCTEMHUN MiAXiJ 10
HaBYaHHA HOBUX CIICIaJIICTIB, 3[aTHUX ITIABUIIATU AKICTb KOy Ta CKOPOTUTHU KIJIbKICTh
MIOMIJIOK i BPa3JIMBOCTEN Iile Ha eTarli MPOEKTYBaHHS Ta PO3POOKH, iCTOTHO CKOPOTUTH
BUTpPATH Ha TepeBipKy Koay Hpu pos3podii mporpam. IIpu takomy miaxopi cucrema
HiZITOTOBKY cHeliamicTiB 3 KibepHeTnuHOoi Oe3nekn Mae 3abe3MeYnuTH YMOBH LISt

CHICTEMM TA METOJV OBPOBKI IH®OPMAIIII
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OTPUMAHHS IPAKTUYHUX HABUYOK 3 BUKOPUCTAHHS Cy4YaCHUX TEXHOJIOTIM rasiysi Ta
dbopmyBaHHS MaiOyTHIX CreIfiamicTiB, SKi MOXYTh afalTyBaTHCS A0 CTPIMKUX 3MiH
TEXHOJIOTIN Ta 3aTpeOyBaHi Ha PUHKY Mpalii.

OCHOBHUM BHUCHOBKOM, cHOPMYJIbOBAHUM 3a pe3yJibTaTaMU IPOBEIEHOTO
JOCIZKEHHSI, € HeOOXiAHICTh BIIPOBAKEHHS MPAKTUK PO3POOKU OE3IEYHOro IIpo-
rpaMHOro 3a0e3NeyeHHsT B MPOIECH KUTTEBOTO IUKJIY PO3POOKH. 3aBIaHHS ITiBU-
LIEeHHA 3aXUIIEHOCTI J0/aTKiB MOYKHA BUPILIYBATH 3a [[OIIOMOIOIO Oe31eYHUX KOMITi-
JIAITOPIB Ta 3aCO6IB CTATUYHOTO Ta [MHAMIYHOTO aHAJi3y KOy, SIKi B aBTOMAaTHIHOMY
PEKUMI JIOIIOMAraroTh BUABJATUA BPA3JIMBOCTI I 3MEHIIUTU PU3UK IX BUHUKHEHHH,
HaIPUKJIAJI, 32 paXyHOK 3MiHU HeOesneunnx (yHKI[# Ha ix Oe3mneuni aHamoru. ITpo-
BeJICHUI aHaJIi3 TEXHOJIOTIN CTBOPeHHsI Oe3MeYHUX J0AATKiB MOKa3aB, 10 HEOOXiIHO
CTBOPHTH JI00pe HAJIATO/KEHNI aBTOMATH30BAHUH ITPOIEC aHAITI3Y KOy i Ha MTPAKTHUIIL
Gisbilie yBaru MpUALIsATH Oesrelli 3 60Ky po3pobHukiB I13.
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P.B. Npuwyyk, 0OKTOP TEXHIYHMX HAYK, CTAPLUMIA HAYKOBMIA CNiBPOOITHUK,
HayasibHMK HayKOBO-OOCNIAHOrO BigAiny HayKOBOrO LEHTPY

KnTOMMPCBKOro BiNCbKOBOro iHCTUTYTY iMeHi C.I1. Koponbosa, M. Xnutomup,
O.B. JlarogHuin, af'lOHKT HAyKOBO-OPraHi3aLiiHOro BiAAiNeHHs
KNUTOMMPCBKOro BiiCbKOBOrO iHCTUTYTY iMeHi C.IM. Koponbosa, M. XXutomup

DOOPMAJIISOBAHA IIOCTAHOBKRA HAYKOBOI'O 3ABJAHHA
JJIA IMIIBNIIEHHA EOEKTUBHOCTI BUABJIEHHA 3ATPO3
3A JAHUMU 3 MEPESKRI IHTEPHET

Y cmammi poskpumo ocobausocmi eedenms inpopmauiinozo npomubopcmsea 6
ymosax 2ibpudnol eilinu 3 sukopucmanusm mepexci Inmepuem, sxa 6uKopucmosyemvcsi
SK 3aCi0 015t PO3NOBCIOONCEHMSL 342PO3 NCUXOLOZIUHO20 BNIUBY BUSHAUEHIT UiIb0GI ayou-
mopii. O6rpynmosano i 006edeno HeobXioHicmb YOOCKOHALCHHS MAMEMAMUUH020 3abe3ne-
uennst OioUUX Ma NEPCNeKMuUsHUX 3PA3Kie 030POEHHS Ma GIlICLKOBOT MEXHIKU, AKi 6UKO-
PUCTNOBYIOMBCsL 0L BUPiULeHHs 3a80aHb TH(OPMAYTlH020 NPomubopcmea.

Kmouoei cnosa: sazposa, Inmeprem, mamemamuune 3a0e3neuertst, NCUXOI0UHULL BIIUS.

B cmamuwe npusedenvl ocobenrnocmiu 6edenus UHpOPMAuUoHH020 NPOmuso60pcmea
8 YCA0BUAX 2UOPUOHOTL BOUHLL C UCNOAL306aNUem cemu Humepnem xax cpedcmea Onst
Pacnpocmpanenus yzpo3 NCUX0I0ZUYEcK020 B030CUCMBUSL HA UELeBYI0 ayoUmopuio.
Ob6ocrosana u doxasana HeobX00UMOCMb COBEPULEHCMBOBANUS MAMEMATNULECK0Z0 00eC-
neueHust COBPEMEHHbIX 00PASUOE BOOPYNCCHUSL U BOCHHOU MEXHUKIU OIS 6bINOJIHEHUS 30~
oau undopmanyuonnoi 6opvobL.

Kmouesvte cnosa: yzposa, Humepnem, mamemamuueckoe obecneuenie, ncuxouo-
euveckoe gozoeticmeue.

Paper reveals the peculiarities of the conduction of information confrontation in a
hybrid war with the use of the Internet, which is used as means to spread the threats of
psychological impact on a specific audience. It is substantiated and proved the necessity
of an improvement of the mathematical support of active and perspective models of
weapons and military equipment used for solving information confrontation problems.

Keywords: threat, Internet, mathematical support, psychological influence.

[Hdopmartiitie TPOTHOOPCTBO € HEBiJ'€MHOIO CKJIag0BO0 iH(dOpMaIiiiHOi
60pOTI)6I/I 3a HaIliOHAJIBHI iHTepecu. 3 METOI0 Be/leHHS TICUXOJIOTIYHUX OIepartii iy
Jac iHhopMartiitHoro mpoTrOOPCTBA JIeali aKTUBHIIIE i MacIITabHille 3aCTOCOBYIOTHCS
eJIeKTPOHHI 3acobu MacoBoi iHdopmarii 1 0co6auBO pecypcu Mepeski IHTepHer.
[liarazon BuKopucTanHs Mepeki [HTepHeT 1ocTaTHbO MIMPOKUIA, 1110 HAIA€E MOXKJIUBOCTI
JJIs1 3[IIHCHEHHS] BIVIMBY Ha (DOPMYyBaHHS CYCIIJIBHOI 1YMKH, IPUHHATTS HOJITHYHUX,
€KOHOMIYHUX i BilICbKOBHUX pillleHb, BIIUBY Ha iH(OpMaIliiiHi pecypcu MPOTUBHUKA
Ta PO3MOBCIO/IKEHHS CIeIliabHO TifiroToBseHoi iHdopmarttii (mesindopmariii) Torro
[1]. Tomy dopmyBaHHS OOIPYHTOBAHWX MPOMO3UINH i3 TPOTHAI TICUXOJOTTYHOMY
BIunBY (I1cB) mMoxkiuBe 3a yMOBU epeKTMBHOTO BUSIBJIEHHSI O3HAK 3arp03, OlliHIOBAaHHS
iX piBHA Ta IPOTHO3YBAHHSA JAMHAMIKM iX I[TOJAJIBIIOTO IOIIUPEHHH.

BukonanHst 3a3HadeHuX 3aBiaHb y 30poitux cwiax (3C) mpoBigHUX Aep:KaB
MOKJIQZIAETHCS HA MHPO3/IIA CUJI CIeNiaIbHUX omepailiil. 3JoKpema, 0 CbOTO/HI Ti
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