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Abstract

Although there is an understanding in the computer community of the need to improve the
cyber protection of the information sector of critical infrastructure and the awareness of the
urgent need to implement the best practical and theoretical developments in this area is growing
rapidly, the total number of incidents in cyberspace is not significantly decreasing, and the
urgency of the search for new technological solutions is only increasing. Without exaggeration,
it can be stated that a critically important component of the information protection system is its
component—the system of delimiting the access of subjects to the objects of the computer
system. In many cases, modern demarcation subsystems are built based on a centralized
approach to information security management. This article proposes and justifies a partially
decentralized approach to building an information security management system and delimiting
access in computer systems so that future security measures can rest on a reliable foundation.
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1. Introduction

First, it seems appropriate to pay attention to the fact that the object of the research is a network of
situational centers, which combines several structures—mainly equal partners, the purpose of which
cooperation in the information field is the formation of balanced management decisions regarding the
adoption of adequate measures in specific crises [1]. At the same time, system users, in contrast to the
methods of ensuring integrity or availability, may have their unique requirements for ensuring the
confidentiality of the information resources created by them due to the specifics of the methods of
obtaining preliminary information and/or methods of their further processing, their own “know-how”
and/or copyright for some products, etc. [2—4].

Many scientific studies have been devoted to the problems of building access demarcation systems
(ADS). In particular, [5—7] provides a systematic review and analysis of the construction of existing and
prospective models. However, their effectiveness in ensuring the confidentiality of information
resources is not defined.

In [8], partial indicators of effectiveness are proposed to implement the procedure for evaluating the
effectiveness of the system of information protection and cyber security of objects of critical information
infrastructure.

In [9], the expansion of access control mechanisms in a specific class of sensitive information
systems is investigated.
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It should be noted that these studies are mainly based on the centralized principle of information
security management, when the owner of the system or its manager, by the requirements of regulatory
acts and standards [10-12], the procedure for accessing information and the requirements for the
architecture of the ADS.

In contrast to the mentioned approach to the construction of a centralized access management system
(CAMS), another approach is developing—decentralized [13, 14], which provides the opportunity to
delegate part of the powers from the central level of security management to other components of the
security system. Namely, in these works, the issue of building a system of access demarcation and a
new approach to their architecture will be considered.

This approach consists of placing the element responsible for making decisions about allowing or
denying subjects access to objects outside the workstation at which access is restricted. This item resides
on another workstation and can be used to restrict access across multiple machines. This approach is
called “decentralization of the access delimitation system,” considering that the system is divided into
several components installed on different workstations.

The proposed article provides a concrete solution to the partial decentralization of the access
demarcation system based on an evidence-based approach to information security guarantees [15, 16].

2. Problems of CAMS and the Way of Their Solution

As mentioned above, the cyber protection complexes of modern information systems (IS) are mainly
built according to the principle of centralized security management, which provides for the presence of
single management in the system, directed by the owner or manager of the information system. In the
future, referring to the system's owner, we will understand that the relevant provisions also apply to its
administrator. The corresponding security model is shown in Fig. 1.

Forms and implements

Interacts
with the information system

Customizes

Access sharing system

Identification and authentication

Checking permissions

Granting or blocking access

_ Mandatory
for solving problems

Figure 1: Ontological model of the centralized security system in protected IS
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This model includes a conditionally single administrator A, who forms and implements the
information security policy (ISP), which is approved by the management of the organization - the owner
of the system, and also configures the components of the cyber protection system and monitors the
implementation of measures that are provided by the ISP and regulatory documents [10] . Information
system users Uy, U,, ... , Uy following the rules defined by the ISP, interact with IS to gain access to
information resources IRy, IR,, ..., IRy, that are necessary for solving certain problems. As a rule, users
do not participate in forming ISP and configuring security measures, including the access control
system.

The advantages of this approach to building an information security management system are:

e Unification of protection requirements for all system components.

¢ Reducing the risk of formation of relatively weak links or vulnerabilities.

e A single vertical of management and control of delimitation of access to information system
resources.

At the same time, this approach is not free from some disadvantages, namely:

e Potentially, a security system administrator, thanks to too much authority, can personally gain
access to the contents of confidential information resources or, without sufficient grounds, grant
access to a particular user of the system.

¢ In the case of overcoming protective barriers, for example, in case of abnormal functioning of the
protection system, the attacking party may attempt unauthorized access to an insufficiently
protected resource.

e There is a potential danger of copying and unauthorized distribution by insiders of open resources
that were created at the expense of the owner and users of the system or are subject to copyright.

It should also be noted that in information systems that combine several different corporate
subsystems, in general, a user can act in one or two guises: as the owner of an information resource and
as a consumer of the resource (client/utilizer).

At the same time, taking into account the potentially sensitive nature of the method or method of
obtaining or collecting (receiving) the original information that forms the information resource, its
owner may have legal grounds for approval or restriction of access to consumers (clients) to it, and can
also provide suggestions regarding ISP to the system as a whole and perform security administration of
its segment and control its status.

A similar situation, in particular, can be observed in the network of situational centers of state bodies.

The model of a partially decentralized security system in a protected IS, which considers the
corresponding shortcomings of a centralized system, is shown in Fig. 2.
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Figure 2: Ontological model of partially decentralized security systems in protected IS

In this model, the management of the central segment of the network still plays a crucial role in
organizing and ensuring security. However, unlike in the previous case, the owner U; set of information
resources (); = {I Ri1, 1IR3, ..., 1 Rl-p} acquire the authority to coordinate access to them by other users of
the information system and to provide proposals for the formation of ISP.

Obviously, we have

UQ; = {IR,,IR,, ...,IRy}, where Q; NQ; =@ pnai+#j. (1)

Let us call a two-row table the descriptor of data belonging to their owners, the upper row of which

is the user number of the IS, and the lower row is the set of information resources corresponding to it
b (1 2 - N ,
s = (Ql Q, .. QN>' @

Based on the ownership descriptor, security management should form access matrices and markers
of the owners of folders and data files for the combined matrix—mandate access demarcation system—
MADS. MADS must contain the Resource’s Owner Unique Number (RWUN) and the resource's
confidentiality code—CC. For example, CC = 0 may indicate that the resource can be available to any
identified and authenticated user of the system, CC = 1 may indicate certain restrictions on the use of
the resource, etc.

Building a mechanism for delimiting access is based on applying cryptographic transformations of
information. For this purpose, each file transferred to the single database of the information system is
encrypted using an approved block cryptographic algorithm Ej (M) in ECB (Electronic Codebook)
mode [17] using a key file generated by the owner k.

The secret distribution procedure [17, 18] between interested parties of the information system is
used to decrypt files. The file owner securely stores the key and never circulates it publicly on the
network. Next, we will consider the mathematical foundations of the proposed secret distribution
mechanism.
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3. Mathematical Principles of Secret Distribution Procedure

Let us formulate some necessary mathematical propositions to substantiate the proposed remote
distribution procedure.
Statement 1. Let the system of linear equations be given
pr=kDa
......... , 3)

where are binary vectorsai, @;, i, kK € V3', i = 1,5, V" is vector space of dimension n over a
field of two elements. Here and further, the operation @ means coordinate-by-coordinate addition of
vectors modulo 2 (exclusive OR). If there is equality

C_{l @ @ C_ZS - 6, (4)
where 0 is a vector, all coordinates of which are equal to zero, and the condition is fulfilled

7.0, +0 (5)
where m <'s and the elements of the index set {i1, ..., iy} pairwise do not coincide, then in the case
of an odd s vector k is uniquely calculated by expression

k=50..08.. ©)

In the case of a doubles, the result of the addition in (4) is equal to 0.
The conclusion of the statement is easy to prove by adding equations in the system (3).
Vectors from the set {@;, @5, ..., @} will be called masks of the secret parameter (key) k.

Statement 2. If in the system of equations (3), the components of vectors @; = (@;1, ..., Ain), i =
1, s have a random uniform distribution, i.e.
P(a;; =1)=P(a;=0)=05forvij (7)
and do not depend on k, then the components of the vectors ; = (Bi1, .-, Bin), i = 1,5 also have a
random uniform distribution

Indeed, the probability that some component ;; = 1 is equal to
P(a;; =0)-P(kj = 1)+ P(a;; =1) - P(k; = 0) = 9
05-P(k; = 1)+ 05 P(k; = 0) = 0.5 (P(k; = 1) + P(k; = 0)) = 0,

Statement 3. If, under the conditions of statements 1 and 2, binary vectors {&;, @, ..., @, } are chosen
with equal probability at random from the vector space V', i.e.
Pla;=y)=2""forvVyeV] i=1,s, (10)
then each equation
Bi=k®a;,for Vi=1,s (11)
specifies a perfect cipher, and (3) determines the distribution of the secret key k < {El, B, ... ,8_5} among
the community of s users, and (6) establishes the secret key recovery rule.
Recall that according to [16] , when random variables 4, K, B take the value from V', and the
reflection E(K,A) = B: V' X V3 = V! is bijective for any fixed value A4, then it E(K, A) is called a
perfect cipher if the equality holds:

P(k) =P(K/g) nnavk. (12)
This means that guessing the value of the secret K does not depend on whether we know the

corresponding value of B or not.
Note that according to the definition of conditional probability [19] holds
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P(k,B) = P(K)-P(B/,) =P(B)-P(K/p). (13)
Proceeding from (11) and (13) based on the approach [20], we have

P(K,B) = P(K) - P(B/,) = P(K) - P(B®K) = P(K) - P(A) = P(K) - 27" (14)

From the last expression and based on (13)

P )= PO 2.

Bayes’ theorem [19] we have

.p(B .p(B _
P(K/) - P(K)-P(°/k) _ P®) P(B/y) _ P2
P(B) ZP(E)P(B/E) Z—n.Zp(k)
In the last expression, the sum is calculated over all possible values of the secret parameter k.
Thus, regardless of the probability distribution of the random variable K, Shannon’s condition [16]
for a perfect cipher holds.
At the same time, it should be noted that condition (4) contradicts the requirement of independent
selection of mask values from the general population, since
2, ®.Oa,_, = a,. (17)
But this situation should be compensated by reliable and safe storage of a full set of masks
(@, Ty, ..., As}.
In addition, condition (5) slightly narrows the set of different admissible sets of masks
{@,, @,, ..., &}, which is of minor importance from the point of view of security in the case of
sufficiently large n. It is easy to see that the number of checks N, condition (5) is evaluated as

=P(K). (16)

s—1 S
Np=ZC;H=Zc;n—c§’—cg—cg=25—s—2. s
m=2 m=0

In particular, Table 1 shows the calculated values N,, for really applicable values.
Table 1
Number of checks N, conditions (5)

Method s=3 s=5 s=7 s=9 s=11
N, 3 25 119 501 2035
Identlf'lcatlon 3 10 91 36 55
sessions

In particular, in the case of length n = 128 binary key k their total number is 2128 ~ 1037, at the
same time s =11 is the number N,, = 2035 < 10*.

Also, condition (5) can be somewhat simplified by applying the condition @; # 0, for Vi = 1, s.

Note that in the event of an increase in the number of parties to the distribution of the secret s the
number of party identification sessions is rapidly increasing, which increases the total time of the
consumer’s access to the necessary information resource, and this can significantly affect the
responsiveness of the information system as a whole to emergencies.

4. Construction Mechanism of Access Distribution based on Secret Distribution

Taking into account the fact that the number of secret sharing participants s must be an odd number,
considering the complexity of communications in overloaded systems, and based on the roles of
participants in information exchange, it is suggested to choose the value of s = 3.

Namely, it is advisable to define the following roles: the security administrator of the central network
segment A4, the owner of the information resource B, and the consumer of resource C (Fig. 3).
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If necessary, for some systems, the number of different roles can be increased to s = 5, in the case
of connecting additional categories of control in state systems.

A separate file encryption key and a corresponding set of key masks {&A j» B j,&cj} that meet
conditions (4), (5), (7), and (10) are generated randomly [21] for each confidentiality code CC;.

Formed parts of the secret Ej - {EA s Bx s Bec j} using standard cryptographic protocols are sent by
the owner to the administrator and the consumer. In Fig. 3, this transmission is shown by dashed lines.
Solid lines show requests - responses sent by the participants of the information exchange to each other,
in particular, within the framework of identification and authentication protocols.

After the distribution of parts of the secret, the need for their complete set {EA jr B »r Be j} is lost. In

order to ensure the security of the proposed scheme, this set must be destroyed. In case of accidental
loss of a single part or suspicion of its compromise, a new set of parts must be generated and distributed.

Figure 3: Interaction graph “administrator—owner—consumer”

Table 2 shows the main steps of the access delimitation procedure based on secret distribution. As a
result of the procedure, the consumer gets an opportunity to recover the key {,B_A jr Br jr Bec j} - Ej and
decrypt the desired resource corresponding to the privacy code CC = j.

As a result of the relevant procedures, each user forms his access matrix || Bi ] ||, the size of which is
determined by the number of users in the information system and the number of different privacy codes.
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Table 2
Step-by-step procedure for delimiting access

Administrator

Role
Owner

Consumer

e Participates in identification
and authentication
procedures

e Defines the unique number of

each data owner

e Forms a Ds descriptor based
on file registers

e Forms an access matrix

e Receives parts of the secret
using a secure protocol

e Makes adjustments to the
access matrix

e Receives reports on the
destruction of part of the
secret

e Participates in
identification and
authentication procedures

e Creates a file registry and
provides it to the
administrator

e Defines the privacy code
for the files being created

e Creates a token of the
owner of folders and data
files

e Matches requests and
handle

e Generates keys in some
different CC codes

e Encrypts and transfers files
to IS

e Forms masks and secret
parts

e Sends parts of the secret
to other roles

e Receives reports on the
destruction of part of the
secret

¢ Safely stores keys and
secret parts

Participates in
identification and
authentication
procedures

Forms a request for
access to a specific
category of files of the
owner

Receives parts of the
secret using a secure
protocol

Gets access to the
content of the encrypted
resource thanks to the
provided parts of the
secret

Destroys the decrypted
file, key, and parts of the
secret received from the
administrator and owner
of the resource

e Informs about the
execution of destruction

A prerequisite for the security of the proposed decryption procedure is the destruction of the
corresponding decryption key Ej and decrypted files from the consumer immediately after the end of
the processing session. In this sense, the security of the procedure is facilitated by the use of hardware
and software cryptographic modules, which exclude the possibility of unauthorized access to the
downloaded parts of the secret and keys [22].

Note that, according to the procedure, the security administrator never receives part of the user’s f¢ j
secret, which according to (5), excludes his ability to decrypt the corresponding files and gain access to
their contents. Since only the content part of the files is subjected to this encryption, and its attributes
are not changed, it does not affect their overwriting or archiving procedures.

The specified feature of the proposed mechanism of access delimitation also solves the problem of
information systems inspection for state control over the state of information protection since the
persons who carry out the inspection (audit) of the system do not get access to the content of information
resources.
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5. Conclusions and Prospects for Further Research

As part of the study of the project of building a network of situational centers as a block algorithm
for data encryption in the access demarcation system, the use of reliable cryptographic algorithms
defined by the national standard D STU 7624:2014 [23] and the international standard AES [24] in the
software implementation of cryptographic modules was tested key lengths of 256 bits. Both
implementations had sufficient speed. Further research is planned to be directed to develop methods for
reducing data processing delay time associated with the implementation of key and key mask generation
procedures, as well as data encryption.
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