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Design of Learning Outcomes

Central Level National Qualifications Framework

Area Industry Qualifications Framework

b Specialty Higher Education Standards

Educational Program Curriculum and Curriculum Programs

b“Security of Information and Communication Systems”

125.00.018First (bachelor) level

125.00.028Second (master)level
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International Experience

in Active Learning

e Conceiving

e Designing
. [HILTATHUBA CDIO
e Implementing -
e Operating
Translation into Ukrainian*: -,

ég <\ Borys Grinchenko ' Cd'lo

IHiyiaTnea CDIO / nepekn. B. 10. Cokosiop, | ~® KyivUniversity

pea. B. Jl. bypsivok. — Bepcis 2.1. —
K. : KYbl, 2018. — 34 c.

* Original see http://www.cdio.org/content/cdio-standard-21
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Main Approaches

to Active Learning

Individuality of the task:
e Due to a different set of skills and competencies
of applicants

e Characterized by the need to select a topic according
to the student’s prior knowledge, skills and abilities

Focus on the result:
e Due to student interest in master’s work
e Characterized by the need to develop experimental
layouts, stands and systems
e The need to ensure transparency of the results
of master’s work
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Master Skills and Curriculum

Formation Scheme

Employer

‘ Technical Tasks = Hard Skills Syllabus and Courses
| s+ Employment

’ Staff Requirements Soft Skills % Competencies and Skills

Number of Specialists
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Block Diagram of the Master’s

Program in "Cybersecurity’
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Preknowledge

= Basic wireless technologies

= Principles of channel formation & encoding
* Protocols

= Principles of access organization

= 05l protocol stack

= Principles of network construction
= Basics of cryptography

= Concept of building cloud systems

= Architecture of web resources

= Programming languages, protocols, & techs
(PHP, 5QL, HTML, HTTP, IP, TCF, UDP,
IP, Java, JavaScript, REST, etc.)

= Architecture of operating systems
= Programming languages
(assembler, C/C++, Java)

Additional courses =

Internship =

Scientific Research Internship

Industrial (Technological) Internship
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Knowledge

* Vulnerabilities in wire less & mobile networks
= Threats of penetration

= Specialized network equipment

= Design of protected wire less networks

* Vulnerabilities of telecommunication techs
= Specialized equipment for secure networks
= Design of protected wired M5

* Methods of secure data transfer

* Vulnerabilities of web resources
(SQL injection, brutfors, XS5, etc.)
= Development & process of exploitation
= Design patterns of secure web development

= Methods for testing network resources
* Ways to eliminate vulnerabilities

= Semantic analysis of malware & files
= Recovery of damaged information

+ Simulation of vulnerabilities

= Design patterns to protect software

* Methods of deve loping and testing software
= Detection and elimination
of activity threatening system security
(antivirus, firewalls, sniffer, port scanners)

Organization of incident investigation processes
in accordance with NIST SP 800-61, 150 20000,
IS0 27001, 150 27031 27035, 150 27037,
ISO/IEC TR 18044, C /SE2004-TR-015

Master’s diploma

Construction and Analysis of Cryptosystems

Mathematical Methods of Cryptography




Continuity of Competencies

for "Wireless and Mobile Security”

Bachelor Courses

Circles and Signals

| P2 LO,2

Basics
of Physical Security

Security
in Telecommunications

PGS

P
Wireless, Mobile
and Cloud-Based Security PCnl LOx2
l PG 11 LO:4 PCwd LO,3
LOL6 L0, 7
LO.9
>

Protection of Information
and Communication Systems

PCp1 ‘ » L2 | LOp11
PG5 LOy3 l LOp12

‘ LO,7 ‘ PC — Professional Competencies
: LO — Learning Outcomes
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Active Learning in Wireless
and Mobile Security Course

Research of load DoS attacks
of a wireless network on the Wi-Fi network
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Active Learning in Wireless
and Mobile Security Course

fritzing

Radio frequency resource 125 kHz RFID sniffing
Wi-Fi 2.4-2.5 GHz
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Wireless and Mobile Security

Laboratory Workshop

SO ko / oV, V. Wire / ess an d Ministry of Education and Science of Ukraine
Mobile Security : Laboratory
Workshop / V. Sokolov,

Bonooumup Cokonog

M. Taj Dini, V. Buryachok. — Volodymyr Sokoloy
K., 2017. — 124 p. BE3IIEKA BE3IIPOBOJIOBUX
WIRELESS & MOBILE I MOBIJIBHHX MEPEX
SECURITY JIabopaTopHuit MPaKTHKYM

Laboratory Workshop
CokosioB, B. IO. be3neka

6e3ripoBogOBUX | MOBIJIbBHUX

mepex : JlabopatopHum

npaktmkym / B. 0. CokoJ10B,

M. Taax-/lixi, O. 1. Pautep. —

K., 2018. — 122 c. Koo — 2018

BTH, Karlskrona, Sweden
2017
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