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Design of Learning Outcomes

Central Level National Qualifications Framework

Area Industry Qualifications Framework

b Specialty Higher Education Standards

Educational Program Curriculum and Curriculum Programs

b“Security of Information and Communication Systems”

125.00.018First (bachelor) level

125.00.028Second (master)level
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International Experience

in Active Learning

e Conceiving

e Designing
. [HILTATHUBA CDIO
e Implementing -
e Operating
Translation into Ukrainian*: -,

ég <\ Borys Grinchenko ' Cd'lo

IHiyiaTnea CDIO / nepekn. B. 10. Cokosiop, | ~® KyivUniversity

pea. B. Jl. bypsivok. — Bepcis 2.1. —
K. : KYbl, 2018. — 34 c.

* Original see http://www.cdio.org/content/cdio-standard-21
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Main Approaches

to Active Learning

Individuality of the task:
e Due to a different set of skills and competencies
of applicants

e Characterized by the need to select a topic according
to the student’s prior knowledge, skills and abilities

Focus on the result:
e Due to student interest in master’s work
e Characterized by the need to develop experimental
layouts, stands and systems
e The need to ensure transparency of the results
of master’s work
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Master Skills and Curriculum

Formation Scheme

Employer

‘ Technical Tasks = Hard Skills Syllabus and Courses
| s+ Employment

’ Staff Requirements Soft Skills % Competencies and Skills

Number of Specialists
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Block Diagram of the Master’s

Program in "Cybersecurity’
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Preknowledge

= Basic wireless technologies

= Principles of channel formation & encoding
* Protocols

= Principles of access organization

= 05l protocol stack

= Principles of network construction
= Basics of cryptography

= Concept of building cloud systems

= Architecture of web resources

= Programming languages, protocols, & techs
(PHP, 5QL, HTML, HTTP, IP, TCF, UDP,
IP, Java, JavaScript, REST, etc.)

= Architecture of operating systems
= Programming languages
(assembler, C/C++, Java)

Additional courses =

Internship =

Scientific Research Internship

Industrial (Technological) Internship

[ 4

Knowledge

* Vulnerabilities in wire less & mobile networks
= Threats of penetration

= Specialized network equipment

= Design of protected wire less networks

* Vulnerabilities of telecommunication techs
= Specialized equipment for secure networks
= Design of protected wired M5

* Methods of secure data transfer

* Vulnerabilities of web resources
(SQL injection, brutfors, XS5, etc.)
= Development & process of exploitation
= Design patterns of secure web development

= Methods for testing network resources
* Ways to eliminate vulnerabilities

= Semantic analysis of malware & files
= Recovery of damaged information

+ Simulation of vulnerabilities

= Design patterns to protect software

* Methods of deve loping and testing software
= Detection and elimination
of activity threatening system security
(antivirus, firewalls, sniffer, port scanners)

Organization of incident investigation processes
in accordance with NIST SP 800-61, 150 20000,
IS0 27001, 150 27031 27035, 150 27037,
ISO/IEC TR 18044, C /SE2004-TR-015

Master’s diploma

Construction and Analysis of Cryptosystems

Mathematical Methods of Cryptography




Continuity of Competencies

for "Wireless and Mobile Security”

Bachelor Courses

Circles and Signals

| P2 LO,2

Basics
of Physical Security

Security
in Telecommunications

PGS

P
Wireless, Mobile
and Cloud-Based Security PCnl LOx2
l PG 11 LO:4 PCwd LO,3
LOL6 L0, 7
LO.9
>

Protection of Information
and Communication Systems

PCp1 ‘ » L2 | LOp11
PG5 LOy3 l LOp12

‘ LO,7 ‘ PC — Professional Competencies
: LO — Learning Outcomes
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Active Learning in Wireless
and Mobile Security Course

Research of load DoS attacks
of a wireless network on the Wi-Fi network
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Active Learning in Wireless
and Mobile Security Course

fritzing

Radio frequency resource 125 kHz RFID sniffing
Wi-Fi 2.4-2.5 GHz
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Wireless and Mobile Security

Laboratory Workshop

SO ko / oV, V. Wire / ess an d Ministry of Education and Science of Ukraine
Mobile Security : Laboratory
Workshop / V. Sokolov,

Bonooumup Cokonog

M. Taj Dini, V. Buryachok. — Volodymyr Sokoloy
K., 2017. — 124 p. BE3IIEKA BE3IIPOBOJIOBUX
WIRELESS & MOBILE I MOBIJIBHHX MEPEX
SECURITY JIabopaTopHuit MPaKTHKYM

Laboratory Workshop
CokosioB, B. IO. be3neka

6e3ripoBogOBUX | MOBIJIbBHUX

mepex : JlabopatopHum

npaktmkym / B. 0. CokoJ10B,

M. Taax-/lixi, O. 1. Pautep. —

K., 2018. — 122 c. Koo — 2018

BTH, Karlskrona, Sweden
2017

gz ICCSEEA2019 clc

andCeangatiza
PRED



Blekinge Institute of Technology (Sweden)
Wroclaw University of Science and Technology (P&
Training and Research Center of the Federal Cri
Bonch-Bruevich Saint-Petersburg State Universi
Kharkiv National University of Radioelectronics
Lviv Polytechnic National University
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Experimental Research

of the Program Implementation

Number of students, % 1 BefO re

50

s 1 implementation —
" 2 the Laplace

35

30 distribution.

25

& 2. After — the x2-
) distribution with
: 4 freedom degrees.

0
F E D C B A Marks

The average score increased by 4 points
(from 76.3 to 79.3).
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Examples of Master’s Work

1. Hardware implementation

e Analysis of integrity of data transmission in 2.4-2.5 GHz wireless
communication channels using the hardware spectrum analyzer

e Investigating wireless botnets and making recommendations on their
use for implementing denial-of-service attacks

2. Software implementation

e Software complex for comparative analysis of integrity of data
transmission in 2.4-2.5 GHz wireless channels

e Methodology of counteraction to social engineering at objects
of information activity

3. Hardware and software implementation

e Research on the security of low-power wireless technologies

e Investigation of ways and recommendations on safety of monitoring
systems of wireless ad hock networks in conditions of third-party
influence

gz ICCSEEA2019 clc
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Analysis of Integrity of Data Transmission
in 2.4-2.5 GHz Wireless Communication Channels

using the Hardware Spectrum Analyzer

Student
Rossykhin Oleksandr Volodymyrovych

Results of Work:

e Detailed design process

e Production of printed circuit boards
e Collection of devices

e Testing and making improvements

Scientific Publication

Sokolov VY (2018) Comparison of possible approaches for the development
of low-budget spectrum analyzers for sensory networks in the range of 2.4-
2.5 GHz. Cybersecur: Educ, Sci, Technol 2 (in press) [publication in Ukrainian]
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Investigating Wireless Botnets and Making Recommen-

dations on Their Use for Implementing DoS Attacks

lafone UA & 12:66 @ 70 7%
192.168.4.1 v}
Student ==

choose network to attack

Braslavskiy Mykyta Serhiyovych

OF8:DI:11:CE:A4:40 132
OC0:4A:00:F0:3F:66 TP-LINK_F03F66
(OFC:F5:28:48:8C:2C ZyXEL_KEENETIC_LITE_48
©60:E3:27:26:DE:60 134
(©50:46:5D:92:A3:D8 LEXX
OC4:6E:1F:61:CA:AE TP-LINK_133
(O84:16:F9:C8:6E:D8 Dom Nash
(©90:F6:52:B3:CD:08 139
(O98:DE:D0:60:C3:92 TP-LINK_C392
O00:F7:6F:CC:1F:A6 airport
OF0:7D:68:98:03:92 HOUSE

(O 10:FE:ED:C0:9E:5E ovechkin

Results of Work:

e Design process
e Manufacturing of wireless bots [ —————, )
e Conduct an experiment -
e Testing and making improvements

o
Scientific Publication

Buryachok VL, Sokolov VY (2018) Using 2.4 GHz wireless botnets
to implement denial-of-service attacks. Web of Sch 24:14-21.
DOI: 10.31435/rsglobal_wos/12062018/5734
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Software Complex for Comparative Analysis

of Integrity of Data Transmission in 2.4-2.5 GHz
Wireless Channels

X w [ORSEO)

MetaGeek WiSpy 24x2 on 0001:000f:00
v| max median mode ¥/ current

Student
Grebenyuk Oleksandr Volodymyrovych

Show debug info

Results of Work:
e Overview of technical characteristics - F Lw“
e Development of protocols Itk b
e Unification of work with modules ~ o
e Software implementation of interfaces

Geek Wi-Spy Gen 1 on 0001:0006:00

Scientific Publication o e 850

Buryachok V, Sokolov V (2015) Miniaturization of wireless monitoring systems
2.4-2.5 GHz band. In: 2nd International Scientific-Technical Conference
on Actual Problems of Science and Technology (APST), SUT, Kyiv, pp 41-43
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Methodology of Counteraction to Social Engineering

at Objects of Information Activity

KuiBcbkui
YHiBepcuTeT iMeHi

Stu d e nt Bopuca NpiHueHka

Kurbanmuradov Davyd Mykolayovych

Results of Work:

e Development of a fake access point
e Fishing page design

e Collecting statistics

e Implementation of the stand

Scientific Publication

Kurbanmuradov DM, Sokolov VY (2018) Methodology of counteraction
to social engineering at objects of information activity. Cybersecur: Educ, Sci,
Technol 1:6-25 [publication in Ukrainian]
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Research on the Security

of Low-Power Wireless Technologies

Student

Taj Dini Makhiar Madzhyd
Results of Work:

e Type of human attack in the middle

e Collection of IEEE 802.15.4/802.16 data
e Analysis of received packages
e Implementation of the stand

Scientific Publication

TajDini M, Sokolov VY (2017) b -
Internet of things security problems. .
Mod Inf Prot 1:120-127. DOI: 10.5281/zenodo.2528814

TajDini M, Sokolov VY (2018) Penetration tests for Bluetooth low energy

and Zigbee using the software-defined radio. Mod Inf Prot 1:82-89.
DOI: 10.5281/zenodo.2528810
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Investigation of Ways and Recommendations on Safety

of Monitoring Systems of Wireless Ad Hock Networks
in Conditions of Third-Party Influence

Student
Bogachuk Ivan Artemovych

Results of Work:

e Review of technical characteristics
e Spectrum research

e Programming services

e Implementation of the interface

Scientific Publication

Bogachuk I, Sokolov V, Buriachok V (2018) Monitoring subsystem for wireless
systems based on miniature spectrum analyzers. In: 5th International
Scientific and Practical Conference Problems of Infocommunications. Science

and Technology (PICST), IEEE, Kharkiv, pp 581-585
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Evaluation at 2018

November 15
Sokolov VY, Implementation of the world-wide methods of active training in the Master’s program in
specialty 125 “Cybersecurity”
Round Table “"Cybersecurity: Educational Aspect”
Kiev Boris Grinchenko University, Kyiv

November 29
Buryachok VL, Introduction of Active Learning Technologies into the Educational Process in Borys
Grinchenko Kyiv University
Cybersecurity & Intelligent Manufacturing Conference — 2018
Changsha, China

December 1
Babich AN, Active learning: implementation and popularization
Competition for projects among Student Action participants: Leadership competency development program
for students
The British Council, Ramada Encore Kiev

December 8
Buryachok VL, Introduction of technologies of practice-oriented training in specialty 125 “"Cybersecurity”
V Annual International Forum of Information Security Experts "Information Security: Trends - 2018"
Kiev Boris Grinchenko University, Kyiv
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Future Work

According to the results of this international project
and educational programs, it is planned to create

a project of the national master’s standard

for the training of specialists in the field

of cybersecurity.
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Conclusions

The usage of active learning will allow:

e To harmonize international standards
of the cybersecurity educational programs

e To prepare the translation of the current
version of the CDIO standard (2.1)

e To improve the student’s level in cybersecurity

e To increase the competence of specialists
in cybersecurity and information security
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Implementation of Active Learning
in the Master’s Program on Cybersecurity
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