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Introduction

The Ukrainian National Standard for Digital Signature DSTU 4145-2002 has been in use about
17 years.

During this time, significant changes have occurred in the field of information technology:

- new, more powerful cryptanalysis techniques have emerged and with the growing computing
capabilities, are forcing the world to look for ways to increase the resilience of existing
cryptosystems;

- in the last few years, practically all cryptographic algorithms used at this level are analyzed
and evaluated in terms of their security with respect to the modern and perspective post-quantum
methods of cryptanalysis, which leads to revision of these algorithms (usually, with increasing size
of the parameters of such algorithms);

- DSTU 4145-2002 standard uses and refers to outdated Soviet and Russian block encryption
and hash functions standards, while Ukraine's 2014 adopted DSTU 7564 and DSTU 7624 National
Standards, which have significantly higher performance and cryptographic security;

- new algebraic objects have appeared the use of which has many advantages (both in
performance and cryptographic security) in building different cryptosystems;

- a new cryptographic algorithms, including auxiliary ones, were offered which have numerous
advantages over older ones and are gradually displace them from use.

In addition, a significant drawback of DSTU 4145-2002 is that it (the only one all over the
world) recommends the use of only elliptic curves over the finite field of characteristic 2, which
makes the signature of this standard more than 20% slower than any other states, including Russia
and Belarus.

All these changes directly affect the implementation of the current National Standard for
Digital Signature DSTU 4145-2002 and indicate the need for its modernization.

An important task in choosing asymmetric crypto-algorithms is selection of parameters size
and its justification. Today an international organizations, such as NIST, ETSI, and ENISA, have
raised appropriate parameter requirements that can be used in the transitional to post-quantum and
post-quantum period. [1], [2].

Due to the need to revise and update national digital signature standard DSTU 4145-2002 [3],
the authors considered several digital signature constructions. Among the requirements to modern
public-key signatures it is worth to highlight at least 128-bit security, fast signing and fast signature
verification, fast keys generation, foolproof session keys, collision resistance, secure software im-
plementation, etc. There are a lot of obvious variants in classic and elliptic signature systems,
ElGamal, Schnorr’s, ECDSA, etc, which can be used in transitional to post quantum period.

This paper introduces one of possible modifications for signature schemes based on The Ed-
wards-curve Digital Signature Algorithm (EdDSA) proposed in [4] and specified in IETF RFC
8032 [5], which is a variant of Schnorr’s signature system with (possibly twisted) Edwards curves.
The main advantages of the modification proposed in this work are:

1) secure even in case of generator faults [6];

2) signature performance doesn’t depend on message length;

3) security against related-key attacks.
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Related work

The equation of the elliptic curve in the form, which later took the name “Edwards form”, was
suggested in paper [11].The isomorphism (under certain conditions) between the curves in the
Weierstrass form and in the Edwards form was proved. Howewer the curves, proposed in [11] were
weak from the cryptographic point of view. And paper [11] was quickly followed by paper [12],
where the Edwards curves were modified by the introduction of the certain parameter.

Hereafter, for simplification, we will consider curve E, assigned over finite field F Do for an

odd prime number p and a,deF; a#d,d#1:

E:ax’ +y? =1+dx?y?, (1)

The main differences (almost all of which are advantages) of the Edwards curve compared with
the Weierstrass curves are the following.

1. Universality of the addition law. Indeed, the operations of different points addition and
doubling a point are assigned by he same formulas:

X1Y2 + X1 X1Y2 —axp )
x , +(x R = H 2
( 1 yl) ( 2 J’2) (1+dx1Xzy1y2 l—dxlsz/IJ/ZJ ¥

2. The absence of “the point on infinity”. Thus, the neutral element is a usual point of the
Edwards curve with coordinates O =(0,1), which obviously fulfill equation (1).

. d .
3. Group E, of points of elliptic curve (1) with Legendre symbol (a—jz—l is always cy-
P
clic.

4. The order of the group E,, is always divided by 4. The property of the Edwards curve can

be considered an insignificant disadvantage due to the fact that its subgroup of the large prime or-
der, on the basis of which cryptosystems are constructed, has at least 4 times less points than £, in

other words at least three-quarters of the points of the group are “extra”.

5. The high performance of points addition. This property is one of the most important ad-
vantages of the Edwads curve. Thus, approximately 1.5 bit operations less required for two (differ-
ent) points addition of the Edwads curve than for the same operation for the Weierstrass curve.
Meanwhile for the doubling of the points the bit operation number is even less.

6. Uniformity of the addition law. The formulas for the addition and doubling of points are
the same for the Edwards curve. This increases security of cryptosystems on the Edwards curves to
timing and capacitive attacks, aimed to determine the number of such operations.

In this part we briefly specify EADSA signature system according to [4], [5], but in more for-
mal way. As the authors of algorithm pointed, the advantages with EADSA are as follows:

e EdDSA provides high performance on a variety of platforms and the use of a unique random
number for each signature is not required;

e specified in RFC 8032 EADSA uses relatively small (in comparison with postquantum algo-
rithms) public keys (32 or 57 bytes) and signatures (64 or 114 bytes) for Ed25519, providing ap-
proximately 128 bits of security (uses Edwards version of Curve25519) and Ed448, which provides
approximately 224 bits of security, respectively;

e the formulas are "complete", i.e., they are valid for all points on the curve, with no excep-
tions. This obviates the need for EADSA to perform expensive point validation on untrusted public
values;

e EdDSA provides collision resilience, meaning that hash-function collisions do not break this
system (only holds for PureEdADSA) and it is more resilient to side-channel attacks.
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EdDSA needs to be instantiated with certain parameters. The scheme has next parameters:
¢ an odd prime number p;

an integer b with PLELEN P,
a (b - 1) -bit encoding of elements of finite field F/,,

a cryptographic hash function H producing 25 -bit output;
e anon-square element d of F » and a non-zero square element a of F,, (the usual recom-

mendation for best performance is

—1,if p=1mod4,
={ 3)

L if p=3mod4;
e aprime n between 2674 and 2073 under special condition and the point P # ((),1).
Note, that the set (1) defines complete Edwards curve (according to classification [7]), because
ae(,, according to (3), where Q ) is the set of quadratic residues modulo p . Due to the condi-

tion d ¢ {O,—l} and d ¢ Q p the set (3) forms a group of points with affine coordinates with neutral
element O =(0,1) under the addition law (2) [7], [8].
There is also extra constraint for the base point P of elliptic curve E, with order n of the

point P, ie. nP =0, where n is a large prime. So the number of points on the curve is |E| =2%n

and a cofactor is 2¢ with integer ¢, ce {2,3} (according to choice of elliptic curve).
An EdDSA secret key is a b -bit string k . The hash H (k) = (h, k..., hpp—1 ) determines an in-
teger e = 20724 ZZi h; . The knowledge of e is sufficient for producing valid signatures,
cLi<(b-c)
which justifies considering e as the signing key. The public key O = eP 1is a point on the curve (1).
An element (x,y)e E is encoded as a b -bit string (x, y), namely y is encoded by (bh—1)-bit

string and concatenated with one bit that is 1 if x is negative and 0 if x is not negative [4].
Note that the encoding of elements of the finite field F' p is defined specifically as, x is “nega-

tive” if the (b-1)-bit encoding of x is lexicographically larger than the (b-1)-bit encoding of —x (in
little-endian form).
The signature of a message M under this secret key £ is defined as follows.

Signature algorithm:

1) compute r = H(hb,...,hzb_l,M) € {0,...,22b_1} ;
2) compute R=rP;

3) compute s =H E,@,M ) and convert it into integer;
4) compute s = (r + eh)modn .

The signature of M is DS = (E,S)

Verification algorithm:
1) compute h'=H (R, o.M ) and convert into integer;
2) check sP =R+ h'Q.

The verifier rejects the alleged signature if the parsing fails or if the group equation does not
hold.
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EdDSA is based on digital signature scheme that was first designed by Schnorr [9]. A main
demand when using this kind of signatures is that » has to be chosen unpredictably [4]. Indeed, if
can be guessed correctly for an existing signature, then the signing key a; can be simply computed
as e=(s— r)h_l modn using the extended Euclidean algorithm.

Legitimate users choose O = eP, where e is a random secret; the derivation of e from H (k)

ensures adequate randomness. These users have negligible chance of generating any particular mul-
tiple of P targeted by the attacker. The chance of the attacker randomly guessing e is much small-
er than the chance of the attacker computing e by known discrete-logarithm algorithms; standard
elliptic-curve security criteria are designed so that the latter algorithms have negligible chance of
succeeding in any reasonable amount of time.

Furthermore, if the same nonce value k (with unknown hash H(k) = (hg,,....h0p_1)) has

been used for generating signatures of different messages M;, M,, and h =H (E,@,M 1 ),
hy =H (E,Q,M 2) the signing key e can be tried to recover by eavesdropper as

e=((sy=52)=(ry =)y —hp )" modn,
where 7 =H(hb,...,h2b_1,M1) and r =H(hb,...,h2b_1,M2). But values r; and ) are still dif-

ferent and unknown. So the secret key cannot be found even in case of generator's faults, when it
produces the same nonce & for two different messages. That is one of the essential differences of
EdDSA from ECDSA [10].

Modification of EADSA

This work considers signature construction, with longtime signature key. In our notation pri-
vate key is e € F,, e # =1 and public key O =eP is a point on the elliptic curve E' over F),. Note

that not only the curve (1), but any suitable Edwards elliptic curve with |E| =2%n and small cofac-
tor 2¢ can be used in this construction, i.e.
E:{(x,y)erpr:x2+ay2:1+dx2y2}, 4)

Under the condition (ad) O}, the set (4) forms a group of points with affine coordinates with

neutral element O = (1,0) according the addition law [7]:

X|Xp —aypy1 X1ya + X2
X , +(x , = > i 5
( 1 yl) ( 2 y2) (l_dxlxzylyz 1+dx1x2y1y2J ( )

The modified scheme of EDADSA make use of next parameters:
e an odd prime number p, defining the underlying field;

e aninteger b with PRI p and a (b —1) -bit encoding of elements of finite field F,,

e a cryptographic hash function H producing bit strings of the length not less than b .
The signature and verification algorithm for a message M under this secret key e defined as
follows.

Signature algorithm:
1) generate random k: 1<k <n;

2) compute r = H(k || H(M));
3) compute point R =rP;
4) encode R,Q and compute h=H (R, O,HM ));
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5) compute s = (r +ek)modn .

The signature of Mis DS = (E,S).

Verification algorithm:

1) compute h'= H (ﬁ, @, HM )) and convert into integer;

2) check sP=R+h'Q.

Correctness of proposed signature can be proved with next equality

R+H(R.Q.HM))0=rP+H(R,0,H(M))aP = (r+ dH(R.0. H(M)))P = sP .

Reducing the secret key search to solution of DLP for Modification of EdDSA

In this section, we show that the task of the secret key recovery in the proposed digital
signature algorithm is polynomially reduced to the DLP problem./

Theorem: the problem of obtaining secret key from given pair message M and its signature
DS in Modification of EADSA is not easier (not more efficient) than solution of discrete logarithm
problem.

Proof: let we have an Oracle O, which for given message M and its signature DS = (E,S) re-

turns secret key e. Let we have some point R =rP for some unknown r for elliptic curve base
point P, with ordP =n,i.e. nP =0. Then we can construct the next algorithm, which finds 7 in
polynomial time, using an Oracle O.

Algorithm input: P, R.

Algorithm output: » (where R =rP).

Algorithm.

1) generate random s:1<s<n and h:l<h<n;

2) compute h ! mod n ;

3) compute Q = hlsp— h_lP;

4) query the oracle O and gets its answer O(P, R,s,h, Q) =ay;

5) compute r=s—a;h.

It should be marked, that according to the Algorithm it follows that Q =a;, P, where

s=r+eh.Then sP =rP—-hQ and th_l(s—r)P.<
Conclusion

The signature algorithm, considered in this work, is promising and provable secure against
leakage of secret key. The main advantage over the original signature EADSA is to reduce the time
of its work, as well as that the time of work does not depend on the length of the message.

Besides it is still secure even in case of PRNG faults. In further analysis, it is desirable to show
that the algorithm is resistant to a keyless subscription.
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