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“HARD” AND “SOFT” DIGITAL INFRASTRUCTURE

Technological changes that are characteristic of XXI century in terms of “merging”
of telecommunications, ICT and innovations, led to the introduction into scientific
circulation of the concepts of “digital technology”, “digital infrastructure”, “digital
business ecosystem”, “digital entreprencurship”, “digital economy”. The latter is a type of
economy characterized by the active introduction and use digital storage technologies,
processing and transmission of information in all spheres of human activity.

“Digital vortex” [1] created by digital technologies opens up unique opportunities
for the development of all national economies and the improvement of people’s quality of
life. The rapid and profound consequences of the transition to “digital” will be possible
only when digital transformation becomes the basis of society, business and government
agencies, will be commonplace and every day, intertwined with our genetic code, will be
“a key agenda on the path to prosperity and foundation welfare” [2, p. 3] and the formation
of Society 5.0.

Infrastructure has always been particularly important for poverty reduction: access
to minimum infrastructure services is one of the important criteria for determining the well-
being of the population. There is a large proportion of the world’s population living below
the poverty line, without access to clean water and living in unsanitary conditions, with
extremely limited levels of mobility and communications [3].

Digital infrastructures are complexes of technologies, products and processes that
provide computing, telecommunications and network capabilities of electronic interaction,
data exchange, signals, etc. and work on a digital (rather than analog) basis [4]. Today,
there are two types of digital infrastructures, namely: basic (“hard”) and service (“soft”)
(Figure 1, Figure 2).

Fixed infrastructure of broadband Mobile infrastructure of Radio infrastructure
Internet access: backbone, communication and (LoRaWan, etc.) for Internet
distribution and local networks, broadband access (3G, 4G, of Things projects (sensors,
traffic exchange points, etc. 5G) sensors, etc.)

T

Supporting (“hard”) infrastructures

Satellite communication Computing infrastructure (so-called cloud Cybersecurity
infrastructure or virtualized infrastructure) infrastructure

Figure 1. Base (“hard”) digital infrastructure
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Digital infrastructure is a system of digitized equipment and technologies, electronic
communications, digital services, which provides innovative and digital activities in
society. Digital technologies are changing the nature of economic relations, forms of
relations between different institutions, areas of digital enterprises. Thanks to modern
digital technologies, new opportunities for relationships in the business environment.

Digital infrastructure of Industry 4.0 is primarily an infrastructure access to the latest
generation backbone and mobile networks, along with a service infrastructure. Digital
infrastructure is a platform for the development of all spheres of society in the country [5,
p. 28].

Identification and trust infrastructure Life support infrastructure (digital medical, educational,
(citizen 1D, Bank ID, mobile 1D) transport, logistics and other systems, public safety
systems)

E-commerce and Service (“soft”) Interoperability infrastructure
e-business infrastructure infrastructure (API, European ISA
(e-contract, e-invoicing, e- standards)
logistics)

Blockchain infrastructure Open data infrastructure

Industrial digital infrastructures (Industry
4.0)

Public service infrastructure (e-
government)

Geoinformation infrastructure (binding of
digital data to spatial objects)

Transaction processing infrastructure (online
payments, cashless tools, fintech services)

Figure 2. Supporting (“soft”) digital infrastructure

The “hard” and “soft” digital infrastructure of Industry 4.0 together are special
industrial areas with prepared engineering and transport infrastructure, Universities 5.0, a
set of necessary services, simplified regulatory procedures and a package of investment
incentives, institutional rules and regulations for production, scientific-research and digital
enterprises [5, p. 42].

People with such living conditions have more problems with health, education (lack
thereof) and fewer employment opportunities. Such settlements are located mainly outside
the cities in developing countries and the least developed countries, do not have sufficient
and proper infrastructure [6, p. 35].

For these reasons, digital technologies of the Fourth Industrial Revolution and
Internet are becoming the foundation of society and a universal synonym for digital
infrastructure. Although Internet is one of the most important advances worldwide, digital
infrastructure is a more complex concept because it also includes cellular infrastructure
and satellite networks. Combined with other digital technologies, such as personal
computers and smartphones, these innovations have changed the daily life of society and
the way of doing business around the world [7; 8].
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