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Po3poOnukn:

Cknamanauii  [laBno MukosailoBu4, KaHAUAAT TEXHIYHMX HAyK, 3aBigyBad Kadenpu
iHpopmaniiiHoi Ta kibepHeTmuHoi Oesmeku iMmeHi mpodecopa Bomoaumupa Bypsuka Pakynbrery
iHOopMaIiHUX TEXHOJIOT1H Ta MaTeMaTuku KuiBchkoro yHiBepcuteTy imeHi bopuca I'pinuenka.

Bukiaaagau.

Criananauii  IlaBno MwukonaifloBUY, KaHAWAAT TEXHIYHUX HAyK, 3aBiayBad Kadeapu
iHdopmariiiHoi Ta kibepHeTH4HOi Oe3meku iMeHi mpodecopa Bomommmupa bypsiuka ®akynsrery
iHpopManiiiHuX TexHoJorii Ta Maremaruku KuiBcbkoro yHiBepcutety iMmeHi bopuca I'pindyenka.

PoGouy mnporpamy po3risiHyTO 1 3aTBEp/DKEHO Ha 3acimaHHi kKadenpu iHdopmariiiiHoi Ta
kibepHeTnuHoi 6e3nexu iMeHi npodecopa Borogumupa Bypsuka
ITporoxon Big 01.09.202%. Ne 12
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3aBimyBau kabenpu Iasno CKJIAJAHHUIA

o
(zifjmmc)

PoGouy nporpamy moropke€Ho 3 TapaHTOM OCBITHBOI IIporpamu (KepiBHUKOM OCBITHBOT IPOrpaMu
125.00.01be3meka iHpopManiiHuX i KOMYHIKAI[ITHIX CHCTEM)

_ . .202%. K
KepiBHUK 0CBITHBOI IpOrpaMu VAPTCM INIATOHEHKO

(miffiTec)
Po6ouy nporpamy nepeBipeHo
. .202%. 7
3aCTyIHUK JeKaHa /. Cerex IBAHIYEHKO
(Hfimmic)
IIposionrosano:
Ha 20 /20__H.p. ( ), « » 0 2., mporokon Ne
(i ) (IIB)
Ha 20 /20__H.p. ( ), « » 0 2., mporokon Ne
(i ) (IIB)
Ha 20 /20__H.p. ( ), « » 0 2., mporokon Ne
(i ) (I1B)
Ha 20 /20__H.p. ( ), « » 0 2., mporokon Ne
(miammc) (T11B)

OcHoBu iHdopmaniiiHoi i kibepOe3neku Ta 3aXucTy iHpopMarii,
125Ki6epbesneka



1. Onuc HaBYAIBLHOI AMCHUILTIHA

XapaxkTepucTHKa JUCIUILTIHA 3
HaiimenyBaHHSI MOKa3HUKIB dbopmMamMu HaBUAHHS
JeHHA \ 3a04YHa

Bun pucuurnninu 000B’ S13KOBa
MoBa BHKJIa/JaHHS, HABYAaHHSI Ta OIIHIOBAaHHS yKpaiHChKa
3arajgpbHUN 00CAT KpenuTiB / TOTUH 4/120
Kypc 1
CemecTtp 1
KisbKiCTh 3MICTOBUX MOJYJIIB 3 PO3HOJIIOM: 4
OO0csT KpeuTiB 4
OOcsr roJuH, B TOMY YHCIII: 120

AyauTopHi 56

MopaynbHU KOHTPOJIb 8

CeMecTpoBU KOHTPOJIb -

CamocriifHa poboTa 56
dopma ceMecTpOBOro KOHTPOJIIIO 3aJiK

2. MeTa Ta 3aBJaHHA HABYAJILHOI JUCIHUILIIHA

PoGoua naBuanpHa mporpama 3 Kypcy «OcHOBHU iH(pOpMaIiiHOT 1 KiOepOe3nmekn Ta 3aXHuCTy
iHpopMalii» € HopMaTUBHUM JOKyMeHTOM KuiBcbkoro yHiBepcutery iMeHi bopuca I'pinuenka, sikuit
po3pobneHo kadeaporo iHbopmarlliiiHoi Ta KibepHeTHYHOI Oe3neku iMeHi mpodecopa Bomomummpa
Bypsiuka Ha OCHOBI OCBITHBO-TIpO(ECiiiHOT mporpamMu MiArOTOBKM  37400yBadiB  MEpIIOTrO
(bakamaBpChKOT0) PpiBHS BiAMOBIAHO 0 HAaBUAIBHOTO IUIaHy cremiaabHocTi 125 KibepOesrmeka,
ocBiTHBROI porpamu 125.00.01be3neka iHpopMaLifHIX 1 KOMYHIKAIIIHHUX CUCTEM.

PoGouy HaBuanpHy mporpamy yKJIaJACHO 3TiIHO 3 BHUMOTramMu EBpOMEHCHKOT KpPeaUuTHOI
TpaHcdepHo-HakonnuyBaibHOI cuctemu (€KTC) opranizamii HaByaHHSI.

[Iporpama Bu3Hauae OOCSITM 3HAHb, SKUMH TIOBHHEH OIaHYyBaTH 3J00yBad IEPIIOTO
(baxanaBpCcHKOTo) piBHS BiIOBIAHO 0 BUMOT OCBITHHO-KBaITi(hiKAIIHHOT XapaKTEPUCTUKH, IITOPUTMY
BHBYCHHS HABYAIHHOTO MaTepiany AUCHUIUTIHU «OCHOBH 1H(GOpMAIiitHOT 1 Ki0epOe3neKkn Ta 3aXHUCTy
iHpopManii» Ta HeoOXiqHEe MEeTOANYHE 3a0e3MeUeHHS, CKIIaI0B1 1 TEXHOJIOTIIO

Hapuanpna mucoumurina «OcHoBU iHoOpMariiiiHol 1 kibepOesneku Ta 3axucTy iHQopmarii»
CKJIAJJA€ThCS 3 YOTHPHOX 3MICTOBUX MOJAYJIB: 3arajibHi HOHATTS Mpo iHpopMalito, iHdpopMaliiHuii i
kibeprpocTopu, Oe3meky, momaii Ta iHIUAeHTH Oe3meku, CTPyKTypa Ta CTHUCIUN ONHC CyYaCHHX
kibeparak. 3arajibHi MOHSATTS MPO OPTraHi3aIlilo 3aXUCTy BiA iX JAECTPYKTUBHOTO BIUIMBY, TeHACHITT
BIIPOBA/KEHHS CYYaCHUX IU(PPOBUX TEXHOJIOTIH B CHCTEMH O€3MEKH KPUTUYHO BAXKIUBUX 00’ €KTIB
iHppactpykTypu. Ilonstrs crpaterii 6esnmexku KBOI, IaTepHer peueldi — sk 00’ €KT KpUTHUYHOT
iHppacTpykTypu. TeHaeHmii po3BUTKY Ta mnepcrnekTuBu 3axucty loT-mpuctpoiB y cBiti. O6car
mucnuiutiad — 120rox. (4 kpeautn).

Memoro BUKIAQaHHS HaBYaJIbHOI AucuuIuliHd «OcHOBHM iH(OpManiiHOi 1 KibepOe3neku Ta
3axXuCTy iHDOpMAIi» €:

- BHUBYCHHS OCHOBHUX MiAXOJIB JI0 3a0e3medyeHHs iHpopMaIliiHol Oe3MeKku B opraHizamisx
pi3HOi hopMHU BIACHOCTI,

- TIPYHTOBHE O3HAaHOMJICHHS CTYJCHTIB 13 OCHOBHMMH HOPMATHBHUMH JIOKYMEHTaMH B
rarysi iHpopmarliitHoi 6e3meku Ta 0COOTUBOCTSAMH X 3aCTOCYBAaHHS Ha MPAKTHIII;

- O3HallOMJIEHHS CTY/ACHTIB i3 OCHOBHUMH THIIaMU TEXHOJIOTIYHUX DILLICHb HANPaBICHUMHU
Ha 3a0e3nedyeHHs iHpopmaniiHoi 6e3neKy;

- ¢opMyBaHHS y CTYACHTIB 3HaHb, BMiHb 1 HABUYOK II[0/I0 BITPOBA/KCHHSI Ta 3aCTOCYBAHHS
TEOPETUYHHX 3HaHb WIOAO 3a0e3neueHHs iHopmaniiHoi Oe3neku B MaWOyTHiH
npodeciiHOol AiSITBHOCTI.
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3asé0anna nonsrac y:

HaJlaHHI CTy/ICHTaM 0a30BUX TCOPETHYHMX 3HAHB Yy Tally31 iHPOpMaIiitHOT Oe3neKH;

HaJaHHI CTyJeHTaM 0a30BHUX 3HAHB MO0 MPOIIECY CTBOPECHHSI O€3MeYHUX iH(HOPMAIIIITHUX
CHCTEM Ta MPOIIECIB MATBEPKEHHS 1X BiIMOBITHOCTI,

HAOyTTI CTyAE€HTaAaMHM MpPAKTUYHUX HABUYOK 3aCTOCYBAHHS CYYaCHHUX TEXHOJIOTIH
3abe3neueHHs iH(opMaliitHoi 6e3neku;

BHBYCHHI OCHOBHHX IIPUHITUINIB 3a0e31eueHHs iHpopMaliiftHoi 0e3nexu

Ta HAOYMMA HACMYRHUX PAXOBUX KOMNEMEHMHOCMEN.

K®-1 | 3naTHiCTh 3aCTOCOBYBAaTHM 3aKOHOJABUY Ta HOPMATHBHO-TIPABOBY 0a3y, a TaKoOXK

JiepKaBHI Ta MDKHapOAHI BHUMOTH, MPAaKTUKU 1 CTaHIApTH 3 METOI0 3/A1HCHEHHS
npodeciifHoT MisIBHOCTI B Tany3i indopMariiitHoi Ta/abo KibepOe3neKu.

K®-2 | 3naTHicTh 10 BUKOpPHUCTaHHS iH(POPMaLiiHO-KOMYHIKAIIHHIX TEXHOJIOTH, CydacHUX

METOJIIB 1 MojieIelt iH(opmariliHoi Ta/abo KibepOe3mneKy.

K®-3 | 3maTHicTh 10 BUKOPUCTAHHS NPOTPAMHUX Ta IPOrPAaMHO-aapaTHUX KOMILIEKCIB

3aco0iB 3aXUCTY iH(opmarrii B 1H(popMaIIHHO-TEIEKOMYHIKAIlIHHIX
(aBTOMaTH30BaHMX) CUCTEMAX.

K®-4 | 3natHicTh 3a0e3meuyBaTH HENEPEpBHICTh Oi3HECY 3TiJHO BCTAHOBJIEHOI MOJITHUKU

iHpopMaliitHoi Ta/abo KibepOe3neKH.

3. Pe3yibTaTi HABYAHHA 32 AUCIUILIIHOIO

[Ipu BuBueHHI Kypcy «OcHoBH iH(poOpMaIiitHOI 1 KiGepOe3nmekn Ta 3axucTy iHbopmarii»
CTYJCHTH MMOBUHHI
3Hamu.
- OCHOBHI BITYM3HSHI HOPMAaTHBHI JOKYMEHTH B Taly3l 3axucTy iHdopmamii Ta MiKHApOIHI
cTaHAapTH 3 iHGOpMaIlIHHOT Oe3MeKH, TPOIIECH SKI BUCYBAIOTHCSI HUMU NP MOOYIOB1 3aXUIIEHUX
CHCTEM, OCOOIMBOCTI MIATBEPKEHHS BIAMOBITHOCTI MOOYI0BAaHOTO 3aXHUCTY;,
- TMIPUHIUIHN TOOYTO0BU CUCTEM 3a0e3nedeHHs iHdopMaIliiiHo1 Oe3MeKH;
- OCHOBHI THUIH, TNPHU3HAUCHHS Ta XapaKTEPUCTHKH TEXHOJOTIYHUX pillleHb, HAMpPaBICHUX Ha
3abe3nedeHHs iHGOopMaIliiHOT OE3MeKH.
emimu.
- BHUKOPHCTOBYBAaTH Ha TPAKTHUI[l HOPMATHBHI JTOKYMEHTH B rany3l 3axucty iHdopmarii Ta
MDKHApOJHI CTaHAapTH 3 iHQOpMamiifHOi Oe3neku, po3yMITH BiAMIHHOCTI TOOYIOBaHHUX
BIZIITOBIHO J0 iX BUMOT CHUCTEM,
- peayi3oBYBaTH OpraHi3alliifHi Ta TeXHIYHI 3aBJaHHs, SIKi BUHUKAIOTh B MPOIECi TOOYAOBU CUCTEM
iH(opMaIliifHOi Oe3MeKu.
JOCSITTU HACTYITHUX HPOPAMHUX PE3Y/IbMaAmie HAGUAHHSL.

[IP3-1 | - roryearu mpomos3miii 10 HOPMATHBHHX aKTiB i JOKYMEHTiB 3 METOI 3a0e3MeUeHHS
BCTaHOBJICHOI MOIITHKHY iH(pOpMaIiliHoi Ta/abo Kibepbe3neku;

- pO3pOo0JIATH MPOEKTHY AOKYMEHTAIlil0, LIOJ0 MPOTPaMHUX Ta MPOrpaMHO-arapaTHUX
KOMILJICKCIB 3aXUCTY 1HpopMaIiiHUX, 1H(OpMaITIHHO-TEIEKOMYHIKAI[IHHIX
(aBTOMaTHU30BaHMX) CUCTEM,;

- BUKOHYBaTH aHaji3 peamisamii mnpuitHaTol momiTukk iHdopmMariinoi  Ta/abo
Kibepbe3nekw,

I1P3-5 | -

o0MpaTy OCHOBHI METOM Ta 3acO0M 3aXUCTy 1HGOpMAIIii BIATOBITHO O BUMOT CY9acHHUX
cTaHAaptTiB 1HMopMariiiHoi 1 kibepOe3neku, Ta KpUTepiiB Oe3meku iHGopMamiitHuX
TEXHOJIOTiH, 3aCTOCOBYIOYM CHCTEMHHUN TIOXil Ta 3HAHHS OCHOB TeOpii 3axXHCTy
iHpopmarrii;

- BUpINIYBaTH 3aJadi yIpaBIiHHS TporeAaypamu iaeHTtudikarii, aBTeHTHdIKAIIT,
aBTopm3allii, KOPHCTYBadiB 1 TMpoIleciB B iHPoOpMamiMHUX Ta 1H(OpPMAIIHHO-
TEJIEKOMYHIKAIIHHUX (AaBTOMATU30BAaHUX) CUCTEMAX
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- TPOEKTYBATH Ta peali3yBaTH KOMIUJIEKCHI CUCTEMU 3axucTy iHpopmarii B AC opranizartii
(migmpuemMcTBa) BIAMOBIAHO 10 BUMOI HOPMATHBHHX JOKYMEHTIB CHCTEMH TEXHIYHOTO
3axucTy iHdopMarii;

- BUpINIYBaTH 3aJa4yi 3aXWCTy IIOTOKIB JaHUX B 1H(GOPMAIINHUX,
TEJEKOMYHIKAIIHHUX (ABTOMAaTH30BaHMX) CUCTEMAaX;

- BHU3HAYATH PIBEHb 3aXUIICHOCTI 1HGOPMAIIHUX pecypciB B iHPOpMAIIHUX Ta
iHpOpMaIifHO-TEIEKOMYHIKAIIHHIX (aBTOMAaTH30BaHKX) CUCTEMAX;

- BUKOPUCTOBYBATH IHCTPYMEHTaJbHI 3acO0M OIIHIOBaHHA MOJJIMBOCTI peaji3arii
MOTEHIIHHUX ~ 3arpo3  iHQopmarmii, mo  oOpobnseTbcs B iH(OpMaIliiHO-
TEJICKOMYHIKAIIHHUX (ABTOMAaTH30BaHMX) CUCTEMaX.

iHpopmariiHo-

4. CTpyKTypa HaBYAJIbHOI AUCHUILTIHA

Temarnunuii nian a5 AeHHOT GOPMHU HAaBYAHHS

Posnonin rogua Mix BUgaMu pooiT
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3micToBuii Moy b 1.3arajbHi noHATTA Npo indopmauiro, ingopmaniiinuii i kiGepnpocropu,
0e3meKy, moii Ta iHIUIEHTH 0e3NeKH

Tema 1.3aranpHi TOHATTS TIPO iH(GOPMAILLiTO,
iHdopmartiiamii 1 KibeprnpocTopH, 6e31eKy, moaii Ta 22 8 4 10
IHIIMACHTH Oe3MeKn
MopaynbHU KOHTPOJIb 2
Pazom | 24 8 | | | 4] 10

3micToBuii MoayJib 2. CTPYKTYpa Ta CTHCJIMI ONMKMC CyYacHUX KidepaTak. 3arajibHi NOHATTS
NP0 OpPraHi3alilo 3aXUCTY Bij iX 1eCTPYKTHBHOI0 BIUIUBY

Tema 2. CTpykTypa Ta CTHCIUIA ONUC Cy4aCHUX
kiOepaTak. 3aranbHi MOHATTS PO OPraHizalliio 22 8 4 10
3aXHCTY BiJl IX IECTPYKTUBHOTO BIUIMBY
MonyJIbHUH KOHTPOJIb 2
Pazom | 24 8 | \ | 4| 10

3micToBuii MoayJib 3. TenaeHuii BnpoBa:KeHHsI Cy4acHUX HHU(PPOBUX TEXHOJIOTIH B CHCTEMH
0e3neKn KPUTHYHO BasKJIMBHUX 00 €kTiB iHppacTpykTypu. IlonsitTs crparerii 0e3neku KBOI

Tema 3. TenaeH11ii BOPOBAKEHHS CYIaCHUX
U (POBHUX TEXHOJIOTIH B CUCTEMH O€3MEKU KPUTUIHO

. 22 8 4 10
BOKIUBUX 00’ €KTiB iHGpacTpykTypH. [loHITTS
ctparerii 6esnexun KBOI
MopaynbHU KOHTPOJTb 2
Pazom | 24 8 | | | 4] 10

3micToBuii MoayJib 4. IHTEepHET pedeil — AK 00’ €EKT KPUT
Ty loT-npucTpoiB y cBiTi

PO3BHTKY TAa NEPCNCKTHUBU 3aXUC

u4HoI iHppacTpykTypu. Tenaenuii

Tema 4. InTepHeT peueit — ik 00’ €KT KPUTHYHOT

iHppacTpykTypu. TenaeHuii po3BUTKY Ta 20 6 4 10
MepCHeKTHBH 3axucTy loT-nmpuctpois y cBiTi

Tema 5. Ykpaina B yMoBax cyyacHHX Kibep3arpos: 26 6 4 16
KOHIIENTYaJIbHUHN T1AX11 10 (OPMYBaHHS CHCTEM

OcHoBu iHdopmaniiiHoi i kibepOe3neku Ta 3aXucTy iHpopMarii,
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Posmonin rogua Mix BUgaMu pooiT
AynuropHa:
<
© =
. . 5 = = z | E
HasBa 3MiCcTOBUX MOZYIIIB, TEM 2 = & g S E
> 2 = E < )
2 8| E] & &
@ = | 8 O
=
iH(popMmarIiiHoi 1 KibepOe3NneKu Ta 3aXUCTy
iHpopMmarii
MoaynbHU KOHTPOJIb 2
Pazom | 48 12 8 26
Ycboro pazom | 120 | 36 20 56

5. IIporpama HaBYAJBHOI IUCHUILIIHA

3microBuii Moayab 1. OcHoBH iH(popManiiiHOI Ta Ki0epHeTH4HOI Oe3lleKH Ta 3aXHCTY
iHgopmamii

Tema 1. 3acanvni nonammas npo ingpopmauiro, ingpopmayinnuii i Kibepnpocmopu, de3nexy,
nooii ma inyuoeHmu Oe3nexu

bazoBi momsATTA y ramys3i iHpopmamiiiHoi Oe3sneku. CkianoBi iH(popMamiiiHOT Oe3neKy.
Xapakrtepucrtrka iHdopmariii sk mpeamera 3axucty. [Hhopmarris sk 00'ekT mpasa BiaacHOCTi. CyTHICTB
Ta 11l 3axucty iHdopmarii. Hukaiuna mogens iHpopmaniiinoi 6e3nexu. [lorenmiiini 3arpo3u 6e3mnexu
iHdopmarrii Ta ix Kaacudikarisi.

3micToBuii Moay/jb 2. CTpyKTypa Ta CTHC/IHI omuC cyyacHHX Kideparak. 3araabHi
MOHSATTS PO OPraHi3alilo 3aXUCTY BiJ iX AeCTPYKTHBHOIO BILIUBY

Tema 2. Cmpykmypa ma cmuciuil Onuc cy4acHux Kivepamax. 3azanvHi NOHAMMmMA HPO
opz2anizayir 3axucmy 6id ix 0ecmpyKmueHo20 6niugy

3aragpHa XapakTEPUCTHKA 3aKOHOMABYMX akTiB B cdepi 3axucry iHpopmarii. 3axuct
iHpopMalii K 00’ €KT aIMiHICTPAaTMBHO-TIPABOBOTO perymoBaHHsA. CHcTeMa OpraHiB peryaroBaHHS
TEXHIYHOTO 3axUCTy iH(opMamii Ykpainu. B3aemosis cy0'€KTIiB CHCTEMH TEXHIYHOTO 3aXHCTY
iHpopMmarii.

3micToBuii Moayab 3. TenaeHuii BHPOBAJ:KEHHS CYYaCHHUX HH(POBUX TEXHOJOrii B
cucTeMH 0e3meky KPUTHYHO BAKJIUBHUX 00’ €kTiB iHppacTpykTypu. IloHsaTrs crparerii 0e3mexkun
KBOI

Tema 3. Tenoenuyii 6npoeadrceHHa Cy4acHUX UUPPOGUX MEXHOI02IN 6 cucmemu Oe3nexu
Kpumuuno eaxcaueux 00’ ekmie ingppacmpyxkmypu. Illonammsa cmpamecii 6e3neku KBOI

Hampsimu peamizanii nepskaBHOT mONITHKH y cdepl 3axucty iHbopmarii. JlineH3yBaHHS
rOCHOJAapChKOI MISTIBHOCTI y ramy3i 3axucty iHgopmarii. Jlo3BijabHA cuUcTeMa MPOBEIEHHS pOOIT Y
rajry3i TEXHIYHOTO 3aXUCTy iHpOpMaIIii.

3micToBuii Moayab 4. IHTepHET peyeil —sik 00’ €KT KPUTUYHOI iHppacTpykTypu. Tenaenuii
PO3BHMTKY Ta nepcnekTusu 3axucty loT-npucrpois y cBiTi

Tema 4. Inmepuem peueii — ak 06’ ekm Kpumuunoi ingppacmpykmypu. Tenoenuii pozeumky
ma nepcnexkmugu 3axucmy loT-npucmpoie y ceimi

Etanu >xutTeBOro mmkiay 3aco0iB 3axucTy iH(opMmamii Ta ixX Xxapaktepuctuka. [lutaHHsS
ceptudikamii npoaykuii B cdepi 3axucty indopmarii. [lepxkaBHa excmeptuza y cdepi 3axucry
iHpopmarrii.

Tema 5. Ykpaina ¢ ymosax cyuacnux Kioep3azpo3. KOHUenmyanbHuil nioxio 00 ¢popmyeanns
cucmem ingopmauiiinoi i Kibepoesneku ma zaxucmy ingpopmayii

OcHoBu iHdopmaniiiHoi i kibepOe3neku Ta 3aXucTy iHpopMarii,
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Knacudikamiss aBromaruzoBanux cucreM B HJI T3L. Mogeni 3axucty indopmarii B
aBTOMAaTH30BaHiil cuctemi. Moiens mopyirHuka iHpopMaiiiHoi 6e3nexu. [Topsiok 1 mpaBuiia 3aXucty
iHpopmarii B KC/AC. 3abe3neueHHs 1oCcTymHOCTI i miicHocTi iHdopmanii B AC.

[TpoBigHi CBITOBI Ta HAIlIOHAIBHI OpTaHu 31 cTaHAapTH3allii. HopMarusHe perymoBanHs y cdepi
iHpopmaniiitnoi Oesrmeku B €C. Ilinxomum xpain €C Ta HATO miomo peryiioBaHHS TNHTaHb
KiOepHETUYHOT O€3IeKH.

6. KoHTpoJ1b HABYAJBLHUX I0CATHEHD

HaBuanbHi JOCATHEHHS CTYACHTIB 3 JUCIHMIUIIHU OIIHIOIOTHCS 32 MOAYJIHHO-PEUTHHTOBOIO
CHUCTEMOIO, B OCHOBY SIKO1 MTOKJIQJICHO MPUHITUII TTOOTIEPAIIHHOI 3BITHOCT1, 000B’ A3KOBOCTI MOIYJIHHOTO
KOHTPOJIO, HAKOMMYYBAJIBHOI CUCTEMH OIIHIOBaHHS DPIiBHS 3HaHb, YMiHb Ta HABUYOK, PO3IIUPCHHS
KUTBKOCTI miacymkoBux 6amis 1o 100.

OmiHka 3a KOXXHHMM 3MICTOBHM MOJAYNb BKJIIOYae OaiaM 3a MOTOYHY poOOOTY CTyIEHTa Ha
NPaKTUYHUX Ta J1a0OpaTOPHUX 3aHATTSX, 32 BUKOHAHHS I1HAWBIMyalbHUX 3aBIaHb, 32 MOIYJIbHY
KOHTPOJIbHY po0O0Ty. BUKOHAHHS MOAYIBHUX KOHTPOJBHHUX POOIT 3/IMCHIOETHCS B €NEKTPOHHOMY
BUTJISiAl. MoOaynbHUN KOHTPOJIb 3HAHb CTYJEHTIB 3IMCHIOETHCS TIICIS 3aBEPIICHHS BUBUYCHHS
HaBYAJIBHOT'O MaTepialy 3MIiCTOBOTO MOJYJIS.

VY mportieci OliHIOBaHHSI HABYAJIbHUX JOCSITHEHb CTYACHTIB 3aCTOCOBYIOTHCS TaKl METO/H:

- Memoou ycnozo konmponio. iHIUBIAyallbHE ONIUTYBaHHS, (PPOHTAILHE ONUTYBAaHHS, CIiBOECIA,
€K3aMEH.

- Komn’ tomeproco konmpoaio. TECTOBI IPOTPaMH.

- Memoou camokoHmpoio. yMiHHS CAMOCTIHHO OIIHIOBATH CBO1 3HAHHS, CAMOAHATI3.
KinpkicTe 6aniB 3a poOOTY 3 TEOPETHUYHMM MaTepiajioM, Ha MPAKTHUYHHUX 3aHATTAX, MiJ Yac
BUKOHAHHS CAMOCTIHHOT pOOOTH 3aJICKUTh BiJ TOTPUMAaHHS TaKUX BUMOT '
- CHUCTEMAaTHYHICTh BiJ[BITyBaHHS 3aHSTh;
- CBO€YACHICTh BUKOHAHHS HAaBUAJbHUX 1 IHAUBITyaIbHUX 3aBIaHb,
- T[OBHUH 00CHT TX BUKOHAHHS,
- SKICTh BUKOHAHHS HABUAIBHHX 1 1HAUBITyaIbHUX 3aBJaHb,
-  CaMOCTINHICTh BUKOHAHHS,
- TBOpYMH MiAX1J y BAKOHAHHI 3aBJaHb;
- IHINIATUBHICTh Y HABYAIBHIN MiSTIBHOCTI;
- BHKOHAHHS TECTOBHX 3aBJIaHb.

KoHTposnb ycmimHOCTI CTYIEHTIB 3 ypaxXyBaHHSIM IMOTOYHOTO 1 MiJACYMKOBOTO OIlIHFOBaHHS
3MIMCHIOETHCS BIANOBIIHO /0 HABYAIBHO-METOIWYHOI KApPTH MUCHUIUTIHH, € 3a3HAYCHO BUIH
KOHTPOJTIO 1 KITBKICTh OaltiB 3a BuamMu. CHUCTEMY PEUTHHTOBUX OaliB JJIs PI3HUX BUAIB KOHTPOJIO Ta
HOPSIZIOK TX TepeBeieH s y HallioHabHy (4-0anbHy) Ta eBponeiickky (ECTS)mkany nomano Hmkue y
TaOJINIIAX.

OcHoBu iHdopmaniiiHoi i kibepOe3neku Ta 3aXucTy iHpopMarii,
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Po3paxyHOK peiiTHHTOBHX 0aJIiB 32 BUAAMH MOTOYHOT0 (MOIYJIHLHOI0) KOHTPOJIIO

% o Monyns 1 Monyis 2 Monyns 3 Monyns 4
(@]
=
] M M M M
o= =] < o= < o= I =
. . SE .| 28| ca| EE| 2| 55| 2a| B
Bun gisuTbHOCTI CTy/IeHTa SE°locE| 32| 88| 82| 2F S| S2E S A
S8 2¥E| 25| BE = 2 I 2 E 2 I g E
S o 2| Eg| 28| Eg g = 5.9 g = £ o
O .= =2 = L | =2 g ISR = = Q¥ = = QY
25 &o = a2 Z o = e Z © = e Z © = 2
S e =g =g =g =2
BinginyBaHHs ek 1 4 4 4 4 4 4 6 6
BinBinyBaHHS ceMiHApCHKUX 3aHATh | 1
BiaBigyBaHHS MpaKTUYHUX 3aHATH 1
BigsigyBanus 1a00paTOpHUX
FABLLY patop 11 2] 2] 2 2 2 2 4 4
3aHATh
Po6ota Ha cemMiHapChKOMY 3aHSTTI 10
Po0oTa Ha MpakKTHYHOMY 3aHSTTI 10
JIaGoparopna poOora (B TOMy 4HCIIi
paTopHa p (B ToMy 10| 2] 20| 2| 20 2 20 4 40
JIONYCK, BUKOHAHHS, 3aXUCT)
Bukonanus 3aBaadb 11
HHA SABAAHD /1 5 1] 5| 1 5 1 5 1 5
CaMOCTiiHO1 po0oTH
Bukonanus MoyapHOT pOOOTH 25 1 25 1 25 1 25 1 25
Buxonanns [H/[3 30
Pazom - 56 56 - 56 - 80

MaxkcumaisHa KibKicTh OaiB: 248

Po3paxynok koedimienTa: 248/100=2,48

CamocriiftHa poOOTa € BUJIOM 11032 ayTUTOPHOI 1HIUBIIyaIbHOI TISTTBHOCTI CTYJEHTA, Pe3yIbTaTH
SIKOi BUKOPHUCTOBYIOTBCS y IMPOLIEC] BUBUEHHS MPOrpaMOBOr0 Marepiaay HaBYaJIbHOI JUCHUILIIHHA Ta
MICTUTh PE3YyIbTaTH OCITITHHUIIBKOTO TIONIYKY, BigoOpa)kae TEBHUN pIBEHb MHOr0 HaBYAIbHOI

KOMIIETEHTHOCTI.

[Tepeik TeM Ta OIIHIOBAHHS CaMOCTIMHOT pOOOTH CTy/ICHTA

Ne 3/

Ha3zsa Temu

KinekicTs
TOJVH

bamn

3micToBuii Moy b 1.3arajbHi NoHATTA Npo indopmaniro, ingopmaniiinuii
i kKibepnpocTopu, 6e3nmeKy, Noaii Ta iHUIAEHTH 0e3NeKH

10 5

1 CxkraznoBi iHGopMarliitHoi Oe3nexn
® BUKOHAHHSA 3aBIAaHb BIJAIIOBIIHO 10 TEMHU,
® omnpaIfoBaHHs (PaxoBUX BUIAHb.

10 5

BILJIUBY

3micToBuii MoayJib 2. CTPyKTypa Ta CTHCJIMH oNKc cCy4acHUX KidepaTak.
3araJjibHi NOHATTS MPO OPraHi3amilo 3aXUCTy Bil IX 1eCTPYKTUBHOIO

10 5

peryiroBaHHs

® BHUKOHAHHS 3aBIaHb BIAMOBIIHO 10 TEMU,
(] OHpaI_IIOBaHHSI (baXOBI/IX BHUAHBb.

2 3axuct iHpopMallii sik 00’ €KT aMiHICTPaTUBHO-TIPABOBOTO

10 5

3micToBuii MmoayJb 3. TenaeHuii BIpoBaxKeHHs Cy4acHUX HU(PPOBUX
TEXHOJIOTii B cHCTeMH 0e3leKH KPUTHYHO BAKINBHX 00 €KTIB
inppacrpykrypu. llonsarrs crparerii 6e3nexkn KBOI

10 5

3 Monenp nopymHrka inpopmaniiHoi 0e3nexu
® BHUKOHAHHS 3aBIaHb BIAMOBIIHO 10 TEMU,
® ompalfoBaHHs (PaxoBUX BUJAHb.

10 5

OcHoBu iHdopmaniiiHoi i kibepOe3neku Ta 3aXucTy iHpopMarii,
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3micToBuii MoayJib 4. IHTepHeT peyeil — AK 00’ €KT KPUTHYHOL
iHppacTpykTypu. TenaeHuii po3BUTKY Ta nepcnekTusy 3axucry loT- 26 S
NMPUCTPOIB Yy CBITI

4 Kpunrocucremu ta 3arpo3u ix 0e3mneku :
® BHUKOHAHHS 3aBIaHb BIAMOBIIHO 10 TEMHU, 26 5
® onpaioBaHHs (paxoBUX BHIAHb.

Pasom 56 20

Kpurtepii oriHtoBaHHsI caMOCTIHHOT pOOOTH CTyCHTa

Ne e MaxkcuMmanbHa KiTbKIiCTh OaiiB
Kpwurepii ominroBanHsS poOOTH .
o/ 33 KO)KHUM KpHUTEPiEM
Kputnunnit anani3 cyTi Ta 3MicTy nepmopkepen. Buknan gakris,
1 i71e#, pe3yIbTaTiB Z[OCJ'I.iIDKeHI: B JIOT1YHIH ITOCIIIOBHOCTI. Agani3 2 Gam
CY4YacHOTO CTaHy JOCIIJPKEHHS IPOOIeMH, pO3TIIsi]] TeHISHITIH
MOJTAJTBIIIOTO PO3BUTKY JAHOTO MUTAHHS.
Jloka30BiCTh BUCHOBKIB, OOTPYHTOBAHICTh BIACHOI MO3MIII],
2 | mpomo3uIlii 111010 O3B’ I3aHHS MPOOIeMH, BU3HAYCHHS IICPCIICKTUB 2 banu
JIOCIT IPKEHHS
3 | HoTpuMaHHS BUMOT IIOJ0 TEXHIYHOT'O O()OPMIICHHS 16an
Pazom 5 GauiB

@opMH NMPoOBeeHHSA MOAYJIbHOI0 KOHTPOJII0 Ta KPUTepii OlliHIOBaHHSA
MonaynabHUN KOHTPOJIb 31HCHIOETHCS BIIMOBIIHO 0 HABYAJILHO-METOMYHOT KApTH TUCIHUILTIHA
Ta TepeBips€ piBEHb JOCSITHEHHS pe3yiabTaTiB HaBYaHHA cCTylaeHTiB. dopma mpoBeneHHS —
KOMIT FOTEPHHM TeCT, 110 ckianaeTbes 203anuTanb 3aKpUTOi Ta BIAKPUTOT PopM.
MonyiabpHa KOHTPOJIbHA POOOTa OIIHIOEThCS Y 25 GaniB.

®opMu NPOBECHHS CEMECTPOBOI0 KOHTPOJII0 TA KPUTEPIl OLiIHIOBAHHS
CemectpoBe (IMiACYMKOBE) OINIHIOBAHHS 3IIHCHIOETHCA Y (OpMi 3alliKy, YMOBOIO OTPHMAaHHS
SKOTO € OTpUMaHHAM cTyaeHToM 60 G6ariB (3 BpaxyBaHHSIM KOEQIIIEHTY) 3a pe3yIbTaTaMU IIOTOYHOTO
KOHTPOJTIO.
OpieHTOBHMI Nepetik NUTAHb VI cCaMOIlepeBipKH

1. Hapaiite BU3HAYCHHS HACTYITHUM IOHATTAM:. «KiOCpHETHYHUN MPOCTIp», {HTEPHET,
«BcecBiTHs MaByTHHA», «@e0-0Opay3ep».
OnuriTe OCHOBHI CKJIAJIOB1 KiOEpIIpoCTOpYy.
Buninite Tpu piBHI KIOEpHETUYHOTO IPOCTOPY.
[Ilo BUKOHYE CiTy)0a TOMEHHUX IMEH?
Ha3Bite ocHOBHI (hyHKIIiT BeO-Opay3epiB.
[TepepaxyiiTe Ta ONUIIITH OCHOBHI KOMIIOHEHTH Be0O-Opae3epa.
HasBiTh Tpu piBHI afpecallii B KOMIT IOTEPHUX MEpeKax, Ta HaBEAITh MPHUKIIATU aIpec 10
KOYKHOTO 3 PIBHIB.

8.  TloscHits, mo Take MAC-aapeca, Ta ONUILITH 11 CTPYKTYPY.

9.  Onwumitk cTpykTYypy |P-ampecu Ta mosicHITh 10 Take MacKa MiaMepesxi 1 JyIsl 90ro BOHA
BUKOPUCTOBYETHCS ?

10. Ha3zsith ocHOBHI kpuTepii BigHeceHHs [P-anpecu 10 eBHOTo Kiacy Mepexi.

11. Hasgirb Ta onumiiTh |P-aapecu cnenianbHOTO MpU3HAYCHHS.

12. TloscHith, mo Take ciyx6a DNS?

13. ToscHits, mo Take nporokoa DHCP?

14. Jlns goro mpu3HaueHa yruiiTa ipconfig?

15. Ha3BiTh OCHOBHE MPU3HAYCHHS YTHIIITH PINQTa OMUILIITH AITOPUTM il poOOTH.

16. Ilakeramu SKOro MEPEKEBOTO MPOTOKOJY € €XO-IMaKeTH KOMaHIu Ping?

17. Ha3BiTh OCHOBHY BiIMiHHICTH YTHJIIT PiNgTa traceroute.

NOoOkWN

OcHoBu iHdopmaniiiHoi i kibepOe3neku Ta 3aXucTy iHpopMarii,
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18.
19.
20.
21.

iH(pOopMaLiifiHOr0 HAaIOBHEHHS CalTy?

22.

10

[MosicHiTh, mo Take cepsic Whois?

[Ilo Take rimepTeKCT y Cy4aCHOMY PO3yMiHHI Ta Ha3BITh OCHOBHI HOTO €JIEMEHTH ?
Hanaiite BU3HaYeHHS HACTYITHUM MOHSATTSM: <CaiT» Ta «WebeTopiHka».

[Ilo Take KOMIpaWTHHT Ta SKI OCHOBHI IIUN TEPECHiayroTbcs Tpu (OpMyBaHHI

OnuuriTe CTPYKTYPY IHTEPHET-PECYPCY.
23. Ha3BiTh OCHOBHI 1a0JIOHU MOBEAIHKH KOPHCTYBaya B KibeprnpocTopi.

HIxanaa BigmoBigHoOCTi OLIHOK

N Cyma 6aJiB 3a Bci
PeiiTunrosa .. .
ominKa BH/IM HABYATLHOT 3HAaYeHHS OMIHKH
AiSLIbHOCTI
A 90-100 Bigminao — Bi,.I[MiHHI/II\/'I piBeHb 3HaHb (YMiHb) B MeRax
000B’ I3KOBOT'0 MaTepiaay 3, MOXKIUBUMH, HE3HAYHUMU HEJOTIKAMK
B 82-89 Hyxe nobpe - JIOCTATHBO BHCOKHIA piBEHb 3HaHb (YMiHb) B MEKaxX
000B’ I3KOBOT0 Marepiaiay 0e3 cyTTeBuX (rpyOux) MOMHUIIOK
C 75.81 Jlo6pe - B mimomy zxo6pm71 piBeHL 3HaHb (YMiHb) 3 HE3HAYHOIO
KUTBKICTIO TIOMHUJIOK
3a10BIIBHO - TOCEPEIHIN piBeHb 3HAHD (YMiHbB) i3 3HAYHOIO
D 69-74 KUIBKICTIO HEIOJIKIB, JOCTATHIN I HOAAJIBIIOr0 HaBYaHHS a0o0
npodeciiHOol AISUTHHOCTI
E 60-68 JlocTaTHRO - MiHIMAJIBHO MOKIIUBUI TOMYCTUMUI piBEHb 3HAHB
i (ymiHBb)
He3amoBiibHO 3 MOKITUBICTIO TOBTOPHOTO CKIIAJAHHS -
FX 35-59 HE3a/I0BUIBHHI PiBEHb 3HAHb, 3 MOXKJIMBICTIO TIOBTOPHOTO
MePeCKIIaJaHHsI 32 YMOBH HAJICKHOTO CAMOCTIIHOTO TOONPAIIOBAHHS
He3anoBisibHO 3 000B’ I3KOBUM TTOBTOPHUM BHBYCHHSIM KYpPCY -
F 1-34 JOCUTh HU3bKHI PIBEHb 3HAHb (YMiHb), 1[0 BUMAra€e moBTOPHOTO
BUBYCHHS JUCIUTUTIHU

OcHoBu iHdopmaniiiHoi i kibepOe3neku Ta 3aXucTy iHpopMarii,
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/. HaB4aJIbHO-METOAUYHA KAPTKA IUCHUILIIHA

11

Pazom: 120rox., nekuii — 36roz., 1aboparopHi pobotu — 20roa., MOZYIBHUAN KOHTPOJIb — 8T01., caMOCTiiiHa poboTa — S6r07.
Monymni . . . .
Ay 3microBuii MoayJs 1. 3micToBuii MOYJIb 2.
(Ha3Bw,

(56 6aniB)

3micToBuii MoayJb 3.

3micToBuii MOayJb 4.
6am) (56 6aniB) (56 6aaiB) (56 6aniB)
VYkpaina B
Sarasmi CprKT}’pa Ta [aTepner ,peqeﬁ yMOBax
HOHATTA PO CTHCIH OTIHC TenmeHtii — 5K 00 eKT CydacHux
iHdpopMario CYHaCHHX BUPOBA/UKEHHS CyHacHuX | KPHTHHHOI KibGep3arpos: }
. o Kibeparax. bPOBUX TEXHOIIOTIH B iHhpacTpyKTypu. | KOHLENTYaJbHHUi
Jlexii IHqJOpM?HMHHH 3aranpHi cucTeMHu Oe3IeKu Tenpenuii miaxig 1o
(Temu, Kiﬁepnplocmpn TOHSTTS [P0 KPHTHYHO BAXJIHBHX PO3BUTKY Ta bopmyBaHHst
Oanmn) Geamexy, o i opranisatito ~ of’exrip IIepCIIEKTHBH . cuerem
T, iFmAeETH 3aXHCTY Bif iX IH(l)paCprKTypI/['.“ 3aXHCTY EoT- 1g(bopMau1MH01 i
Gesnex (4 JIECTPYKTHBHOTO IMoustTs crparerii TPHUCTPOiB y KibepOesmexu Ta
Gam) BILIUBY oe3nexu KBOI (4 6ann) cBiTi  3axucty
(4 6amn) (3 6aun) indopmarii
(3 Gamn)
DiznunHa
OCHOBa
KibepHeTruHMiA Kidepnpoctopy
. — InTepher.
mpocrip Ta . OcHOBH
. Mepexesi Inrepuer- . .y OcHoBHu
JlaboparopHi ROCTYT 210 YTUIIITH Ta iX KOMEpIIis Ta ii inopmaiiin OcHoBy iH(pOpMaILiiHO- BipTyanizaii B
3aHATTAI JVI/W\%M; BHKOPHUCTAHHS BILITHB Ha nom}?lean HOLIYKOBHUX CHCTEM KOMI' FOTEPHHUX
(Temu, Ganm) IOTIOMOTOIO st cotiym cHeTeM (22 6amn) cucremMax
MOHITOPHHTY (11 6anis) . (44 6amn)
Be0-Opaysepa (11 6amnis)
(11 Garis) .
JiarHOCTHKH
Mepexi
(11 6anis)
. . . Camocriiina po6ora (5
CamocriitHa po6oTa Camocriitna po6ota (5 6asiB)

IToTo4HMI KOHTPOJIb

MonynsHa KOHTpoJIbHA poboTa 1

Cawmocriiina po6ora (5 6aiB)

OaJiB)

Cawmocriiina po6ora (5 6aiB)

(Bun, Gamn)

(25 6aniB)

MonynsHa KOHTpOJIbHA poboTa 2
(25 6auiB)

MonynbHa KOHTPOJIbHA
pobora 3 (256auniB)

MopaysbHa KOHTpONbHA poboTta 4 (25

OcHoBH iHQOpMaIiitHOi i kKibepOe3neku Ta 3aXucTy iHGopmariii,
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