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1. Onuc HaBYAIBLHOI AMCHUILTIHA

XapaKkTepucTUKa JUCITUTUTIHY 32
HaiimeHnyBaHHS OKa3HUKIB ¢dbopmMaMu HaBUAHHS
JICHHA | 3a04HAa

Bun nucriunnian 000B’ s13K0Ba
MoBa BUKIaIaHHs, HABYaHHSA Ta OLIHIOBAHHS YKpaiHChKa
3aranbHuil 00CAT KpeauTiB / TOIUH 4120
Kypc 3
Cemectp 5
KibKiCTh 3MICTOBHX MOJIYJIIB 3 PO3MOJIIJIOM: 2
OO6csr KpeauTiB 4
OO0csr roanH, B TOMY YHCIII: 120

AynuTopHi 42

MoynbHHI KOHTPOJIb 6

CemecTpoBHiI KOHTPOJIb 30

CawmocriiftHa poboTa 42
dopma ceMecTpOBOT0 KOHTPOJIIO eK3aMeH

2. MeTa Ta 3aBJaHHA HABYAJLHOI JMCIUILIIHA

PoGoua naBuanpHa mporpama 3 Kypcy «besmeka 0e3MpoBOIOBUX, MOOLIBHUX, XMapHUX Ta
SMART-texHom0OrIli» € HOpPMAaTUBHUM JOKyMeHTOM KwuiBchkoro yHiBepcuteTy iMmeHi bopuca
I'pinuenka, sikuii po3pobsieHo kadeaporo iHGopMaIliiHOi Ta KIOEpHETHYHOIT 0e3neKu iMeHi rpodecopa
Bononumupa bypsiuka Ha 0CHOBI OCBITHBO-TIPO(ECiitHOT porpaMu MiATOTOBKHU 37100yBayiB MEPIIOrO
(bakanmaBpchKOro) piBHS BIOIOBIAHO 10 HABYAIBHOTO IUIaHy crerianbHocti 125 KibepOesmeka,
ocBiTHBOI Tiporpamu 125.00.01be3neka iHpopMaiifHUX 1 KOMYHIKAI[IHHAX CUCTEM.

PoGouy HaBuanbHy mporpamy YyKIaaeHO 3TiTHO 3 BUMOTaMH €BpONEHCHKOI KpeauTHOL
TpanchepHo-HakonuuyBaabHOI cuctemu (€EKTC) opranizaiiii HaBuaHHS.

[Iporpama Bu3Hauae o0OCSATM 3HAHb, SKUMH T[IOBMHEH OMNAHyBaTh 3700yBad MEPIIOTO
(baxanaBpCcHKOTo) piBHS BiIIOBIAHO 0 BUMOT OCBITHHO-KBaITi(hiKAIIHHOT XapaKTEPUCTUKH, IITOPUTMY
BHUBUCHHSI HABYAJIHHOTO MaTepiany AUCHHILTIHU «be3neka 0e3mpoBOIOBUX, MOOITPHUX, XMAapHUX Ta
SMART-rexHomoriii» ta HeoOX1IHE METOAUYHE 3a0e3IeUeHHs, CKJIAIOBl 1 TEXHOJOIIIO OIIHIOBAHHSI
HaBYAJIbHUX JIOCATHEHb CTYICHTIB.

Hapuanpna mucrumiina «be3meka Oe3MpOBOAHMX, MOOUTBHHUX Ta XMapHUX TEXHOJOTIN»
CKJIAJJAa€THCS 3 IBOX 3MICTOBUX MOIYJIB: «3arpo3u i 0€3MpOBOIOBUX TEXHOJIOTH 11X aHAII3», «ATaKu
Ha KOMEpIiiHi 6e3mpoBo0oBi poTokonu». O0csar qucuurutiau — 120rox. (4 kpenuTH).

MeTor BUKIIaIlaHHS HaBYAIbHOI TUCIUILTIHA «be3neka 0e3mpoBoA0BHX, MOOITFHUX, XMAPHUX
ta SMART-TexHomOTIi» € (hOpMyBaHHS y CTYACHTIB YMIHHS BHUPIIIYBaTH 3a/Jadi aaMIHICTpPYBaHHS
0e31MpoBOAOBUX 1 MOOUIBHUX MEPEXK 1 CUCTEM, 3aCTOCOBYBATH HOPMATUBHO-TIPABOBI, OpraHi3aliiiHi Ta
TEXHIYHI MPOLEeaAYypH MPU poOOTi OE3MPOBOJOBUX 1 MOOLIBHUX TEXHOJIOTIH.

3aBananHs moisArae y (opMyBaHHI TEOPETHYHHMX 3HAaHb Ta MPAKTUYHUX YMIHb Yy cdepi
0e3MpOBOIOBUX 1 MOOUTHPHUX TEXHOJIOTIH, iH(pOpMariiiHoi Ta KiOepHeTH4YHOi Oe3meku Ta HaOyTTS
HACTYNHHX (PAXOBHUX KOMIIETEHTHOCTE:

K®-11 — 3p1aTHICTh BHKOHYBATH MOHITOPUHT TNpoleciB (PyHKIIOHYBaHHS iH(pOpMaLiHHUX,

iH(pOpMaIlIfHO-TEIEeKOMYHIKAIHHUX ~ (ABTOMATH30BaHMWX) CHUCTEM 3TiJHO BCTaHOBJICHOT

NOTITHKH iH(OpMaIliftHoT Ta/abo KibepOe3meKH.

3. Pe3yabTaTH HAaBYAHHSA 32 TMCUUILTIHOKO
VY pe3yibTari BUBUCHHS HABYAILHOT IUCHHUILIIHYU CTYICHT TOBUHEH
3HATH:
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* Wi-Fi nmpoTtokou Ta ix ¢1abki CTOPOHH;

* METOOM Ta IHCTPYMEHTH s aHamizy mnportokoiiB Bluetooth, ZigBeera in., a Takox
KOMITPOMETYIOUUX METO/IIB,;

* ¢yHKIIIT BOYTIOBAaHUX 1 KIOEpHETHYHHUX (DI3UYHUX CHCTEM Ta aCIeKTH OE3IeKH;

YMITH:

* po3polOIIITH 0€3MPOBOIOBI 1IHOPACTPYKTYpPH;
* BUOMpaTH 6€3MPOBOIOBY KOHQITYpaIliio;

* CTBOPIOBATH TOJIITUKU OE3MEKH;

* BCTAHOBJIIOBATH PEUTHUHTH JI03BOJIB,;

* IPOBOJIUTH AyJIUT CIY>KO0BOT MEPEXKi;

Ta JOCATTH HACTYITHUX NPOrPaAMHUX Pe3yJIbTATiB HABYAHHS:

IP3-4 — BupimryBaTu 3amadi CympoBoAy (B. T. YHCII: OIS, TECTYyBaHHS, MiJA3BITHICTH)
CHUCTEMHU YIPABIIHHSA JOCTYIIOM 3TiTHO TPHHIUIIB, KPHUTEPIiB JOCTYNMy Ta BCTAaHOBJICHOL
nojmiTMKM ~ Oesnekd B iHGopMmamiiiHMX ~— Ta  iHQOpMAaLIHHO-TENCKOMYHIKAIIHUX
(aBTOMaTH30BaHMX)  CHCTEMaX; peaji30ByBaTH  3ax0Qd 3  MPOTUAIl  OTPUMAHHIO
HECaHKI[IOHOBAHOTO JOCTYNy N0 1H(GOpMaIliiHUX pecypciB 1 mporeciB B 1HGOPMAIIHHUX Ta
iH(popMaIifHO-TEIEKOMYHIKAIHHUX ~ (ABTOMATH30BaHWX) CHCTEMax, BHpIIIyBaTH 3ajaadi
YIpaBIiHHSA JIOCTYIIOM 10 1H(QOpPMaUiHHUX pecypciB Ta NpoleciB B iH(GOpMamiiHUX Ta
1H(pOpMAaIIfHO-TEICKOMYHIKAI[IfHNX (aBTOMaTH30BaHMWX) CHUCTEMaxXx Ha OCHOBI MoJelNei
yhnpaBmiHHA g0cTyrmoM (MaHJaTHUX, JUCKPUIHHHMX, PpOJIOBHMX), BHUPIIIYBaTH 3aaadi
[EHTPATI30BaHOTO 1 JICIIEHTPATi30BaHOTO aJMIHICTPYBaHHS IOCTYNOM 10 iH(MOpMAaIliiHUX
pecypciB 1 mpomeciB B iHQopMamiiiHuX Ta  iH(pOpMAaLiHO-TEIEKOMYHIKAIlIHHIX
(aBTOMaTH30BaHMX) CHCTEMax; 3a0e3MeuyBaTH BBEICHHS MiA3BITHOCTI CUCTEMH YIPAaBIIHHS
nocTyroM iHdopmariiaux pecypcis 1 nporeciB B ITC.

I1P3-6 — BupimryBatu 3agadi ynpaBiIiHHS IpolecaMu 3a0e3MeUeHHs HeepepBHOCTI Oi3HeCy 3
BUKOPUCTAHHSAM IIPOLIEAYp pPE3epBYBaHHS MPOrpaMHOro 3ale3nedeHHs Ta Oe3mocepeaHbo
iHpopMaIIHUX pecypcCiB; BUPIIIYBATH 3a/1a4ul KOPEKIIii IiJIeH, CTpaTerii, TUTaH1B 3a0e3NeYeHHS
HEeTepepBHOCTI Oi3HeCy Imicisa 3idCHEeHHs KiOepaTak, 300iB Ta BIJIMOB pI3HUX KJIaCiB,
CTBOPIOBaTH 1 BIPOBAKyBaTH IUIAHM TIpolecy 3abe3ledeHHs HenepepBHOCTI Oi3Hecy;
BUKOHYBaTH aHaJi3 HaJalITyBaHb €JEMEHTIB 1H(OpPMAIiHUX CHUCTEM Ta KOMYHIKAliiHOTO
oOJlagHaHHS.
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4. CTpyKTypa HaBYAJIbHOI AUCHUILTIHA

TeMatuunmii TIad a1 JeHHOI popMK HaBYaAHHS

Posnonin roguH Mix BugamMu pooiT
AynuTopHa:
= <
) ) % = i '5 3 3§
HazBa 3mMicTOBHX MOJyMiB, TEM 2| ‘g = T S § 5
~| B || 5| & 5| ¢
S8 & ¢ | E 3
= = EI
3micToBmii Moayab 1. 3arpo3u aJis 6e3MpoOBOIOBUX TEXHOJIOTII i iX aHaJi3
Tewma 1. beanpoBooBi Mepeki 3arpo3u mojenent | 12 | 2 4 6
Tema 2. besnpoBomoBuii 30ip manmx ta WIiFi
) 16| 4 4 8
MAC-ananis.
Tqu 3. besmpoBoaosi 3acobu iHopmaIitHOTO 16| 4 4 8
aHawi3zy.
MonyJbHUN KOHTPOJIb 2
Pasom | 46 | 10 | | 12 | | | 22
3micToBuii MOaYJIb 2. ATaku HAa KOMepUiiiHi 6e31MPoB0OI0BI MPOTOKOIHU
Tema 4. Araku na Bluetooth, DECTi ZigBee 20 4 6 10
Tema 5. Posmmpeni metoauku artak WiFi. 20 4 6 10
MoaynbHU KOHTPOJIb 4
Pasom | 44 | 8 | | 12 | | | 2¢
HinroTOBKa Ta MPOXOIKEHHS KOHTPOJIBHUX 30
3ax0/liB
Yceworo | 120] 18 | | 24 | | | 42

5. [Iporpama HaBYAJBLHOI AUCHUILIIHI

3MicToBHA MOAYJIb 1. 3arpo3u st 0e3npPoOBOAOBHUX TEXHOJOTIHN i 1X aHaJIi3

OCHOBHI ITUTAHHA

e Po3yMiHHS HeE3aJIeXKHHUX OpraHiB cranaapriB, poib WIiFi Alliance nns TectyBanHs
cymicHocTi, MoxBocTi Ta ocoommBocti WPA ta WPA2, cranmaptu |IETF, po3yminas
nporokoniB RADIUS ta EAP.

e BusHayeHHs Ta PO3YMIHHS BIUIMBY KOPIIOPATHBHHUX CTaHAAPTIB OE3MEKH, BKIIOYAIOYH:
802.11z, 802.11ac, 802.11af.

e OtpuMaHnHs iHpOpMaIii Mpo poOOTy OpraHiB CTaHIAPTIB Ta PECYpPCiB poOOYOI rPyIIH.

e Buxopucranus 0e3MpoBOAOBOro CHI(pIHTY SIK MEXaHI3My aHaji3y, pO3yMIHHS PEXUMY
po6otn WLAN-kapTku, cHIpIHT y KEepoBaHOMY pEXHMi, CHI(DIHT B peXUMI MOHITOpA,
nepeBaru RFMON-cHidinry, peanizanis RFMON.

e Amai3 6e3mpoBoaoBoro Tpadiky 3a momomororo tcpdump, Wiresharka Kismet.

e BuiyuyenHs Oe3mpoBogoBoro 3B'si3kKy 3a gonomororo  Wireshark, BusHaueHHs
0e3mpoBooBHi Mepex 3a gomomororo Kismet, BigoOpaxkeHHs OE3MPOBOJOBHX MEpPEX 3a
noromoror gpsmap, Google Maps, Google Earth.

e [TooynoBa GPSxkapT st Touok 6e3mpoBooBoro gocrymy (airodump-ng).

e 3aranpHi MoxknuBocTi IEEE 802.11 MACpo3yMiHHS apXiTEKTYpH Ta eKCIUTyaTallii Mepex
ad hocra indpactpykrypu, eTanu aBTeHTH(IKAIIT Ta acoIfiallii CTaHIlil, pO3yMiHHS Oneparii
Ta moBeiHku aBTeHTudikaii IEEE 802.1X.

e BusHaueHHS MOXJIMBOCTEH Ta ocodnmuBocteit Tumie EAP, Bkimtouaroun PEAP, EAP/TLS,
TTLS, EAP-FAST.

e [laketHe odopmieHHs B O€3MPOBOJOBUX Mepexax, PO3yMiHHA QopMary Ta IIOJIiB
3aronoBka 802.11.
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3micToBHii MOAYJIb 2. ATaKi Ha KOMepILiliHi 0e31POBOI0BI MPOTOKOJIN

OCHOBHI MUTaHHS:
e Beenenns B ZigBee,Bunaakax Bukopuctanus ZigBeera posropraHus.
e Artaku Ha cuctemu ZigBeera iHmri 6e3npoBOIOBI MPOMHCIIOBI CUCTEMH.
e Apxirekrypa ZigBeei IEEE 802.15.4pizuunoi Ta MAC-piBHs.
e Mexanismu 3axucty ZigBeerta |IEEE 802.15.4;aprentudikaiis Ta kpunrorpadiuHuii
KOHTPOITb.
e (CnalKki CTOpPOHM y MEXaHi3MaxX HaJaHHS Ta KEpyBaHHS KIIOYOBUMH 1HCTPYMEHTAMHU
ZigBee.
® [HCTpyMEHTH JIJIs IMiJICTyXOBYBaHHS Ta KepyBaHHs Mepexxamu ZigBee.
e Bukopucranns pesepByBanus kiouiB ZigBee Over-the-Air (OTA).
e [Tomyk ZigBeefipucTpoiB 3a 10MOMOTOK0 IHCTPYMEHTIB aHaNi3y CUTHAIY.
e Beenenns Texuodorii Bluetooth,ominka crek nporokosy Bluetooth.
e Amnani3z npuctporo Bluetooth Classicporienypa npueananns Bluetoothsiikonera |,
KOMITOHEHTIB (D 13U9IHOTO PiBHSI.
e Amnani3 texuosorii Bluetooth Low Energy (4.0)pumaaku BHKOPHCTaHHS, MOJENI Ta
CTPYKTYpa pO3ropTaHHSI.
e [Ipodini Bluetooth Ta wmoxmmBocTi mnporpamm, mnapamerpu Oesneku Bluetooth,
BUKOpHCTaHHS aBTeHTH(DIKamii mocuitans Bluetoothra mudpysanms.
e Meroau aymury Ta igeHtudikamii mnpuctpoiB Bluetooth, meronu Bu3HaueHHS
MicIe3HaxX 0/ KeHHs TiepenaBadiB Bluetoothuna mnardpopmax Windowsi Android.
e Haiikparii MeTou poOOTH 3 mosiTukoro Oesneku Bluetoothra HanmamtyBaHHS IPUCTPOTO.

6. KoHTpo/1b HABYAJILHUX J0CATHEHD

HaBuanpHi MOCATHEHHS CTYACHTIB 3 IUCIUIUIIHK OIIIHIOIOTHCS 32 MOIYJbHO-PEUTHHTOBOIO
CHCTEMOIO, B OCHOBY SIKOi MOKJIaIeHO MPUHIIHII OOTEPaliifHO1 3BITHOCT1, 000B’ 13KOBOCTI MOYILHOTO
KOHTPOJTIO, HAKOITMYYBAJIBHOI CHCTEMH OIIHIOBAaHHS piBHS 3HaHb, YMiHb Ta HAaBUYOK, PO3IIMPEHHS
KUTBbKOCTI miicymkoBux OaniB 10 100.

OrmiHka 3a KOXHHUH 3MICTOBHH MOAYJIh BKJIIOYAE Oalyd 3a TMOTOYHY POOOTY CTyACHTa Ha
MPAKTUYHUX Ta JTA0OpPATOPHUX 3aHATTAX, 32 BUKOHAHHS IHAWBIAYAIbHHX 3aBIaHb, 32 MOIYIbHY
KOHTPOJIbHY po0OTYy. BHKOHaHHS MOIYJbHHX KOHTPOJBHUX POOIT 3IIHCHIOETHCS B €IEKTPOHHOMY
BUDIISII. MONIYIbHUNW KOHTPOJbh 3HaHb CTYJACHTIB 3MIMCHIOETHCS IICTS 3aBEPIICHHS BHBYCHHS
HaBYaJLHOTO MaTepiaxy 3MiCTOBOTO MOJIYJIS.

VY mpotieci OIiHIOBaHHS HaBYAJIbHUX JOCSITHEHb CTYJICHTIB 3aCTOCOBYIOThCS TaKi METO/IU:

- Memoou ycnozo konmponio: IHAUBIIyaJbHEe ONUTYBaHH:, (pPOHTAIbHE ONMUTYBAHHS, criBOeciaa,
3aJiK.

- Komn'tomepnozo konmpoa0: NpOrpaMu-eMyJISTOPH.

- Memoou camokoHmpoto. yMIHHS CAMOCTIHHO OIIHIOBATH CBOT 3HAHHS, CAMOAHATI3.
Kinpkicte 6amB 3a poOOTYy 3 TEOPETUYHHM MAaTepiajioM, Ha MPAKTUYHUX 3aHATTAX, IIJ Yac
BUKOHAHHS CAMOCTIHHOT pOOOTH 3aJICKUTD BiJ TOTPUMAaHHS TaKUX BUMOT '

- CHCTEMAaTUYHICTh BiJ[BiyBaHHS 3aHSTh;

- CBOEYACHICTh BUKOHAHHS HABUAIBHUX 1 IHAWBIAyaTbHUX 3aB/IaHb,
- IIOBHHH 00CAT TX BUKOHAHHS,

- SKICTh BUKOHAHHS HAaBYAIbHUX 1 IHIWBITyaJTbHUX 3aBIaHb;

- CaMOCTIWHICTh BUKOHAHHS,

- TBOPYHH MiAXiJl y BAKOHAHHI 3aBJaHb;

- IHIIIaTUBHICTh Y HABYAIBHIN JisSTILHOCTI,

- BHKOHAaHHS TE€CTOBHX 3aBIaHb.
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KoHTponb yCHIIIHOCTI CTYAEHTIB 3 ypaxyBaHHSAM IOTOYHOTO 1 MiJICYMKOBOTO OIIHIOBaHHS
3MIMCHIOETHCS BIAMOBIAHO JO HABYAJIBHO-METOAMYHOI KAapTH ITUCHUIUIIHHU, 1€ 3a3HAYCHO BHUIU
KOHTPOJIIO 1 KUTBKICTh 0aiiB 3a BugamMu. CucTeMy peMTHHTOBUX OaliB JUIsl pI3HUX BUJIB KOHTPOJIO Ta
MOPSAIOK iX MepeBecHHs Y HamioHanbHy (4-0anbpHy) Ta eBponeiicbky (ECTS)mkany momaHo HUKYE y
TaOJIAIIX.

Po3paxyHOK peiiTHHIOBHX 0aJiiB 32 BUIAMH MOTOYHOT0 (MOIYJIbHOT0) KOHTPOJIIO

A o Mogyns 1 Monynb 2
g
m M
< = < <
Ex| 23| 28| gg| 28
By QisnbHOCTI CTyaeHTa 5 © o g S = = S -
HEH R IR E
S5 A =1 S g 5 oz
p— . p— M .- M
= g o 2 2 g o 2 2
s s B s B
= @ ) “
BinBimyBaHHs JIeKIiit 1 5 5 4 4
BinBinyBaHHS CEeMIHAPCHKUX 3aHSATH 1
BiaBigyBaHHS MpaKTUYHUX 3aHATH 1 6 6 6 6
BinBigyBanHs 1a00paTOPHUX 3aHATh 1
Po6oTta Ha cemMiHapChKOMY 3aHSTTI 10
Po0oTa Ha MpakKTHYHOMY 3aHSTTI 10 6 60 6 60
JlabopaTopHa po6oTa (B TOMY YHCJIi JOMYCK, 10
BHUKOHAHHS, 3aXHCT)
BukonanHs 3aBaaHb 411 CaMOCTIHHOT POOOTH 5 2 10 2 10
Bukonanus MoyapHOT pOOOTH 25 1 25 1 25
Bukonanuns IH/[3 30
Pazom - 106 - 105
MaxkcuMalibHa KUIbKIiCTh Oamis: 211
Pospaxynok koeoirienra: 211/60=3,52

CamocriitHa po60Ta € BUJIOM 11032 ayJUTOPHOI 1HAMBIYaIbHOI AiSTIHOCTI CTYJICHTa, pe3yabTaTh
SIKOT BUKOPHCTOBYIOTHCSI y MIPOIIECi BUBUEHHS MTPOTPaMOBOTO MaTepialy HaBYaJIbHOI AWCIMILTIHU Ta
MICTHTb pe3yJAbTaTH JOCHIAHULBKOTO TOIIYKY, BiJOOpa)kae TMEBHUI piBeHb MHOro HaBYaJIbHOI
KOMIIETEHTHOCTI.

[Tepeik TeM Ta OIIHIOBAHHS CAaMOCTIMHOT pOOOTH CTyICHTA

Ne 3/ Kinekicts
HazBa Temu bam
TOOUH
3micToBuid MoAy b 1. 3arpo3u st 6e3MPOBOIOBUX TEXHOJIOTIH 1 iX aHaAMI3 22 10

1  |OcHoBu aHami3y 3arpo3 y 0e3MpoBOJOBHX Mepexax:
*  BHUKOHAHHS 3aBJIaHb BIAMOBIIHO /IO TEMH; 22 10
* ompaioBaHHs (DaXOBHX BHIAHb.
3MicTOBHI MOy b 2. ATaky Ha KOMEpLiiH1 0€3MpOBOIOBI MPOTOKOIH 20 10
2 [Topsimok peaxiiii Ha aTaku Ha KOMEPIIiHI 0€3MPOBOIOB] MEpEXKi:

*  BHUKOHAHHS 3aBJIAaHb BiAMOBIIHO 4O TEMHU, 20 10

® OoIrpanrOBaHHA (baXOBHX BUJAaHb.
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Kputepii oriHioBaHHS caMOCTiHOI pOOOTH CTyJeHTa

Ne .. MaxkcuMmanbHa KUTbKICTh
Kpurepii orintoBanHs podoTu : .
n/a 0asiB 3a KOKHUM KPUTEPIEM
Kputnunmii anainis cyti Ta 3MicTy nepuopkepen. Bukman
daxTiB, i7e#, pe3ynbTaTiB JOCTIKEHb B JIOT14HIMA
1 | mocmimoBHOCTI. AHaJI3 Cy9acHOTO CTaHy JOCIIIKEHHS 2 Oamu
poOIeMH, pO3TIIsiA TEHASHIIIH MOIaTBIIOr0 PO3BUTKY JAHOTO
MTUTAHHS.
J10Ka30BiCTh BUCHOBKIB, OOIPYHTOBAHICTh BIIACHOI MO3UIIIi,
2 | mpono3uii moa0 po3B’ As3aHHS MPOOIEMH, BAZHAYEHHS 2 Ganm
NEPCICKTHB TOCIIKEHHS
3 | JoTpuMaHHS BUMOT IIOJI0 TEXHIYHOTO 0(OPMIICHHS 1 6an
Pazom 5 GauiB

®opMuU NPOBeIEHHS MOYJIbHOT0 KOHTPOJIIO TA KPUTEPIii OLlIHIOBAHHS
MonynbHul KOHTPOJIb 3AIHCHIOETHCS BIAOBIIHO 10 HABYATLHO-METONYHOI KapTH JUCIUILTIHA
Ta TepeBipsie PiBEHb JOCATHEHHS PE3yJbTaTiB HaBUaHHS CTyJeHTiB. @opMa MpoBeIEeHHS — TECT, IO
CKJIQIa€ThCSl 3 KOMIUICKCHUX 3alMUTaHb.
MopynbHa KOHTPOJIbHA poOOTa OIIHIOEThCA Y 25 6altiB.

@®opMHU NPOBEIEHHS CEMECTPOBOI0 KOHTPOJIIO Ta KPUTEPil OIHIOBAHHS

CemectpoBe (IiZICYMKOBE) OLIHIOBAaHHS 3IHCHIOETHCS y (OPMi €K3aMEHY, YMOBOIO OTPHUMAaHHSI
SIKOTO € OTPUMaHHAM CTyaeHToM 35 0altiB (3 BpaxyBaHHSIM KOeQIIliEHTY) 3a pe3yabTaTaMy TOTOYHOTO
KOHTPOJIO.

dopma npoBeieHHs ek3aMeHy — komOiHoBaHa. Ex3ameH omiHtoeThes y 40 GaniB 3a po3moaiyioM:
10 GaniB — KOMIUIEKCHUI KOMIT oTepHUi TecT 3 muctuiiiad; 30 OaniB — BUKOHAHHS NPAaKTUKO-
OpIEHTOBAHOTO 3aBJaHHSI.

BukoHaHHS TpPaKTUYHOrO 3aBIaHHA Iependadae MepeBipKy piBHSA OBOJOJIHHS CTYICHTOM
TEOPETUYHUMH 3HAHHSIMH Ta MPAKTUYHUMM BMIHHSAMH 3[1HCHIOBAaTH IHTEPAaKTHMBHOI'O KOHTEHTY 3a
CHEIIAIbHICTIO.

OI1iHIOBaHHS MPAaKTUYHOTO 3aBaHHA BiOyBaeTbes B Mexax Bij O mo 30 6aniB, 3riTHO KpUTEPIiB
OLIIHIOBAaHHS, M 3/IMCHIOETBCS 3 ypaxyBaHHSIM: PiBHIB C(OPMOBAHOCTI aHATITHKO-CHHTETHYHHX,
TBOPUYUX Ta METOJUYHHUX YMiHb.

banu 3a BUKOHaHHA TecTy Ta Oalu 3a BHUKOHAHHS TPAKTUYHOTO 3aBJAaHHS J[OAIOTHCS.
O1iHIOBaHHS pe3y/bTaTiB 3aCBOEHHS TCOPETUIHUX 3HAHB Ta OIIHIOBAHHS C(POPMOBAHOCTI MTPAKTUUYHUX
HAaBUYOK BOJIOMIHHS IH(PPOBUMU TEXHOJOTISIMU CTYICHTaMH, IPOJEMOHCTPOBaHI Ha eK3aMeHi,
MpEeACTABJICHE Y TAOJIHIII.

[TincymkoBa KiIbKICTh Omuinka 3a 4-0aJbpHO0
oanis (max — 40) HIKAJIOI0
1-23 ®E3a10BIIILHO»
24 — 29 QaIOBUILHO»
30 - 35 @oOpe»
36 -40 ®1IMIHHO»

OpieHTOBHMI NEpeJIiK MUTAHDb 1JISl CEMECTPOBOI0 KOHTPOJII0
Crannaptu WiFi.
Crannmaptu IETF.
[Tporokonmu RADIUS ta EAP.
BuznauenHs Ta po3yMiHHS BIUITMBY KOPIOpPATUBHHUX CTaHAApTIB Oe3rneku, Bkiodaroun: 802.11z,
802.11ac, 802.11af.

Besneka 6e3npoBooBUX, MOOLTEHUX, XMapHUX Ta SMART-rexHOIOTIH,
125Ki6epbesneka
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20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.

31.

32.
33.
34.
35.
36.

37.

Otpumanns iHpopmMarii mpo poOOTy opraHiB CTaHAAPTIB Ta peCypciB poOOUOi IpyIu.
Buxopucranns 6e3mpoBo10BOTO CHI(DIHTY SIK MEXaHI3MY aHAII3y

Po3yminns pexumy podotu WLAN-kapTku.

CHidinr y kepoBanoMy pexxkumi. CHI(pIHT B pexXUMI MOHITOpA.

ITepeBaru RFMON-cHi¢inry, peanizanis RFMON.

. Anaji3 6e3mpoBogoBoro tpadiky 3a gomomororo tcpdump, Wiresharka Kismet.

. Bunydenns 6e3npoBooBoro 3B’ 3Ky 3a gonomoroto Wireshark.

. Busnauenns 6e3mpoBooBHi Mepexk 3a pomomororo Kismet.

. BimoOpaxkenHs 0e31poBOIOBUX MEpex 3a AormoMoror gpsmap, Google Maps, Google Earth.

. TTobymosa GPSxkapT st Todok 6e3mpoBooBoro gocrymy (airodump-ng).

. 3aransHi MoxxsmBocTi IEEE 802.11 MAC.

. ApxitekTypa Ta excrutyaraiiis Mmepesx ad hocra iHbpacTpyKkTypH.

. Etanu aBrenTHdikamii Ta acoriarii cTaHITiH.

. Omnepaii Ta aBrentudikamis IEEE 802.1X.

. Busznauenns MmoxxauBocTelr Ta ocobnmBocteit Tumi EAP, Bkmouatoun PEAP, EAP/TLS, TTLS,

EAP-FAST.

[TakeTHe opopmieHHs B Oe3MPOBOJOBUX Mepexkax, popmar Ta mosist 3aronoskis 802.11.
Beencuns B ZigBee,umankax Bukopuctanus ZigBeera posropraHss.

Ataku Ha cuctemu ZigBeera inmn 6e3mpoBo10Bi IPOMHUCIIOBI CHCTEMH.

Apxitekrypa ZigBeei IEEE 802.15.4biznunoi ta MAC-piBHs.

Mexani3mu 3axucty ZigBeera |IEEE 802.15.4aBrenTudikaiiis Ta KpunrorpadiaHui KOHTPOJIb.
Cabki CTOPOHH y MeXaHi3Max HaJaHHs Ta KEpyBaHHs KIIOYOBUMH iHCTpyMeHTamu ZigBee.
[HCTpyMeHTH A MiZCTYyXOBYBaHHS Ta KepyBaHHs Mepexxamu ZigBee.

Bukopucranus pesepByBanns kiouiB ZigBee Over-the-Air (OTA).

[Momyk ZigBeesipucTpois 3a AONIOMOTOI0 iHCTPYMEHTIB aHaJIi3y CHTHATY.

Beenenns texnosnorii Bluetooth,ominka crex nporokony Bluetooth.

Amnani3 npuctporo Bluetooth Classicppouenypa npuennanus Bluetoothmikonera , KOMIOHEHTIB
(bhi3UYHOTO pPiBHS.

Amnani3 texnoxorii Bluetooth Low Energy (4.0Bumnaaky BUKOPUCTaHHS, MOJIEINI Ta CTPYKTypa
pO3TOpTaHHS.

[Mpodini Bluetoothra moxxnuBoCTI Tporpamy.

[TapameTpu 6e3mexu Bluetooth.

Bukopucranns aBrenTudikanii mocuaans Bluetoothra mudpysanus.

Mertoau ayaurty Ta inentudikarii mpuctpois Bluetooth.

Metoau BHU3HAYCHHS MICIIC3HAXOKCHHsT mepenaBadi Bluetooth va miargopmax Windows i
Android.

Haiixparii Mmetoau po6otu 3 nonitukoro oesneku Bluetoothra nanamryBaHHs TPUCTPOIO.

Besneka 6e3npoBooBUX, MOOLTEHUX, XMapHUX Ta SMART-rexHOIOTIH,
125Ki6epbesneka
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HIxana BigmoBigHoOCTi OLIHOK

Cyma 6aJtiB 3a Bci

PeiiTunrosa . .
. BH/IU HABYAJIBHOI 3HaYeHHs OWIHKHU
oniHKA . .
NisILHOCTI
BiamiHHO — BigMiHHMIA piBeHb 3HaHb (YMiHB) B ME)Kax
A 90-100 000B’ I3KOBOTO MaTepiaiy 3, MOXKIUBUMH, HE3HAUHUMHU
HEIOJIIKaMU
B 82-89 JHyxe nodpe — A0CTaTHhO BUCOKHI PiBEHb 3HAHb (YMIHb) B
MesKax 000B’ I3KOBOTO Marepiany 0e3 cyTTeBux (IpyOoux) MOMIIIOK
C 75.81 Jlobpe — B 1isiomy n00pwuit piBeHb 3HaHb (YMiHb) 3 HE3HAYHOIO

KUIBKICTIO ITIOMMJIOK

3a0BUTbHO — MOCEPE/IHIN PIBEHb 3HAHb (YMiHb) 13 3HAYHOIO
D 69-74 KUJIBKICTIO HEOJIKIB, JOCTATHIN 1 HO4AJIBIIOr0 HaBUYaHHs a0o
npodeciiHOT isTLHOCTI

JlocTaTHRO — MiHIMAJIBbHO MOKJIMBUN JOMTYCTUMHMA PIBEHb 3HAHb

E 60-68 :
(ymiHB)

He3anoBinbHO 3 MOKIIUBICTIO TOBTOPHOTO CKIIATAHHS —
HE3a/I0BUTbHUM PIBEHB 3HAHb, 3 MOXKJIMBICTIO ITOBTOPHOTO
MepecKIIalaHHs 32 YMOBH HAJICKHOTO CAMOCTIHHOTO
JOOTPAIFOBAHHS

FX 35-59

He3anoBinbHO 3 000B’ I3KOBUM IMOBTOPHUM BUBUYCHHSIM KypCy —
F 1-34 JIOCHTh HU3bKHI PiBEHb 3HAHb (YMiHb), 1[0 BUMAra€e MOBTOPHOTO
BUBUYCHHS JUCIUILTIHU

Besneka 6e3npoBooBUX, MOOLTEHUX, XMapHUX Ta SMART-rexHOIOTIH,
125Ki6epbesneka




/. HaB4aJIbHO-METOAUYHA KAPTKA AUCHUILIiIHA

Pazom: 120rox., nexuii — 18rof., npakTu4Hi 3aHATTS — 2410/, MOAYIbHHUIA KOHTPOJIb — 6TO/., ceMecTpoBUid KOHTpoJb — 30roz.,

camocTiitHa po6ota — 42ro.
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Monyani . . T . 3micToBHIT MOTYJIb 2. ATaKN HA KOMepUiiiHi 6e3nMpoBoI0Bi
3micTroBuii Moayab 1. 3arpo3u 15 6e3MpoBOAOBHX TEXHOJOTII i iX aHami3
(nasBmw, (106 Ga.tis) MPOTOKOJIN
Gann) (105 6aniB)
Jlexmit . . BesnpoBomoBwmii 30ip qannx BesnpoBomoBi 3acobn . -
H BesnpoBomoBi Mepexi pOBO p @ . POBOL . Ataku Ha Bluetooth, DECTi | Posmmpeni metoauku atak WiFi
(Temn, sarposu mozieneii (1 Gan) ta WiFi MAC-anauis iH(OpMAIIIfHOTO aHAITi3Y ZigBee (26ax) (2 6an)
Gam) P A (2 Garm) (2 Garm) 9
[IpakTu4Hi, . L.
ceminapchKi Mozesi 3arpo3 ajist Opranizaiiist Ta CTaHAAPTH
0e31IPOBOOBHUX MEPEX
3aHATTS

(Temu, Gann)

CamocrTiiina
poboTta

(22 6aniB)

0e311pOBOIOBOT MEpexi
(22 6anis)

Ataku Ha WEP (226asiB)

Ekcrmyarartis Bpa3nuBocTel
ZigBee (336amn)

Bruiue DoS-arax Ha
inppactpykrypy WiFi (33 6anis)

IToTrounmii
KOHTPOJTb

Cawmocriiina po6ora (10 Gais)

Cawmocriiina po6ora (10 Gais)

(Bun, 6ann)

MMincymxoBwmii
KOHTPOJIb

MoaynsHa KOHTpoJbHa poboTa 1 (256aiiB)

MonyisHa KOHTpoJbHA poboTa 2 (256aiB)

(Bun, 6ann)

Ex3amen (40 GaiiB)

Besneka 06e3mpoBogoBHX, MOOLTEHIX, XMapHUX Ta SMART-TeXHOIOTIH,

125Ki6epbesneka
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