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Po3poOHuK:

bpxeBcbka 3opecnaBa MuxaitniBHa, noktop ¢dimocodii 3 kibepOe3meku, MONEHT Kadempu
iHpopmaniiiHoi Ta kibepHeTmuHoi Oesmeku iMmeHi mpodecopa Bomoaumupa Bypsuka Pakynbrery
iHOopMaIiHUX TEXHOJIOT1H Ta MaTeMaTuku KuiBchkoro yHiBepcuteTy imeHi bopuca I'pinuenka.

Buxkiaagau:

bpxeBcbka 3opecnaBa MuxaitniBHa, noktop ¢dimocodii 3 kibepOe3meku, MONEHT Kadenpu
iHpopmaniiiHoi Ta kibepHeTuuHoi Oesmeku iMmeHi mpodecopa Bomogumupa Bypsiuka Pakynbrery
iH(opMaIiiHUX TEXHOJOT1H Ta MaTeMaTuku KuiBchkoro yHiBepcuteTy imeHi bopuca I'pinueHka.

PoGouy mnporpamy po3risiHyTO 1 3aTBEp/PKEHO Ha 3acimaHHi kKadenpu iHdopmariiiiHoi Ta
kiOepHeTnuHOi 6e3nexu iMeHi npodecopa Borogumupa Bypsiuka
[Tporoxon Big 01.09.2022. Ne 12

”
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3aBimyBau kabeapu A Iano CKJIAJAHHUIA

(Tiin :;'I/IC)

Po6ouy nporpamy moropke€Ho 3 TapaHTOM OCBITHBOI IIporpamu (KepiBHUKOM OCBITHBOT IPOrpaMu
125.00.01be3meka iHpopManiiHuX i KOMYHIKAI[ITHUX CHCTEM)

. .202».
KepiBHUK OCBITHBOI IpOrpamMu K VAPTCM INIATOHEHKO
" (nfAtruc)
Po6ouy nporpamy nepeBipeHo
. .202%. 7
3acTynmHMK JeKaHa £ €pren IBAHIYEHKO
(ifimmmc)
IIposioHroBano:
Ha 20 /20__wm.p. ( ), « » 0 2., mporokon Ne
(i amuc) (11B)
Ha 20 /20_wm.p. ( ), « » 0 2., mporokon Ne
(i amuc) (11B)
Ha 20 /20_wm.p. ( ), « » 0 2., mporokon Ne
(i amuc) (11B)
Ha 20 /20__wm.p. ( ), « » 0 2., mporokon Ne
(mizuc) (TTIB)

TeopeTn4Hi aCeKTH 3aXUIIECHUX 1HPOPMaLiHHO-KOMYHIKalliHHIX TEXHOJIOTIH,
125Ki6epbesneka



1. Onuc HaBYAIBLHOI AMCHUILTIHA

XapakTepucTuKa JUCIUILIIHYU 32
HaiimenyBaHHS MOKa3HUKIB dbopmamMu HaBUAHHS
JICHHA | 3209HA

Bun nuctiumninm 000B’ I3KOBa
MoBa BUKIa/laHHS1, HABYaHHS Ta OLIHIOBaHHS yKpalHChKa
3aranpHUil 00CAT KpeauTiB / ToIuH 2160
Kypc 1
Cemectp 2
KinbKicTh 3MICTOBUX MOJTYIIIB 3 PO3MOILIOM: 2
OO0csr KpeauTiB 2
OOcsr roanH, B TOMY YHCIII: 60

AynuTopHi 28

MopynbHHNM KOHTPOJIb 4

CemecTpoBU KOHTPOJIb -

CamocriitHa poboTa 28
dopma ceMecTpOBOI0 KOHTPOIIO 3aITiK

2. MeTa Ta 3aBJaHHA HABYAJILHOI JUCIHUILIIHA

PoGoua nHaBwasbHa mporpama 3 Kypcy <«leopeTHdHi acleKTH 3axXWIIeHUX iHdopMaliitHo-
KOMYHIKaIlliIHUX TEXHOJIOT1i» € HOpMaTUBHUM JoKyMeHToM KuiBchkoro yHiBepcutery iMmeHi bopuca
I'pinuenka, sikuii po3poodsieHo kadeaporo iH(GopMaIliiHOI Ta KIOEpHETHYHOIT 0e3meKn iMeHi rpodecopa
Bononumupa bypsiuka Ha OCHOBI OCBITHBO-TIPO(ECiitHOT porpaMu MiATOTOBKHU 37100yBadiB MEPIIOrO
(bakamaBpChKOr0) PpiBHS BIAMOBIAHO 0 HAaBUAIBHOTO IUIaHy cremianbHocTi 125 KibepOesmeka,
ocBiTHBROI nporpamu 125.00.01be3neka iHpopMaLifHIX 1 KOMYHIKAIIIHHUX CUCTEM.

PoGouy HaBuanpHy mporpamy yKJIaJ€HO 3TiIHO 3 BHUMOTramMu EBpOMEHCHKOT KpPeaUTHOI
TpaHcdepHo-HakonuuyBaibHOI cuctemu (€KTC) opranizamii HaByaHHSI.

[Iporpama Bu3Hauae OOCSITM 3HAHb, SKUMH TIOBHHEH OIaHYyBaTH 3J00yBad MEPIIOTO
(baxanaBpCHKOTo) piBHS BiIIOBIAHO 0 BUMOT OCBITHHO-KBaITi(hiKaIIHHOT XapaKTEPUCTUKH, IITOPUTMY
BHBYCHHS HABYAJIBHOTO MaTepiany AMCHUILUTIHU «[eopeTWyHl acheKTH 3aXUIEeHUX 1H(OpMaIiiiHO-
KOMYHIKAI[IHHUX TEXHOJOTIH» Ta HEOOXigHE METOAUYHE 3a0e3MeueHHs, CKIQJ0BI 1 TEXHOJOTII0
OIIIHIOBaHHS HAaBYAIbHUX JIOCSTHEHB CTY/ICHTIB.

HaBuanbna nucnururiHa «TeOpeTHYHI acCHeKTH 3aXUIICHHX 1H()OpMamiiftHO-KOMYHIKAIIITHIX
TEXHOJIOTIN» CKIAMaeThCsd 3 2-X 3MicToBHX MonymiB: 1. OCHOBHI mapajurMyd i MOl 3axHCTy
iHdopmarii BiJ HECAHKIIOHOBAHOTO JOCTYNy B OOYHMCIIOBaNbHUX cucTemax. 2. I[lomituka
0e3I1eKu,CTaHAapTU30BaH1 MOJIE1, MPUHIIMITA MOO0YI0BY 1 HAIPSMKH PO3BUTKY CYYaCHUX TEXHOJIOTIi
CTBOPCHHs 3aXWIICHUX iH(OpMaIliiiHO-KOMYHIKamiiHuX cucteM. OOcsar auciumuiind — 60 rog. (2
KPEIUTH).

MeTo10 BUKJIaIaHHS HABYAJIbHOI TUCHMIUTIHA «€OpeTUYH1 aCeKTH 3aXUIIEeHUX iH(popMaliifHo-
KOMYHIKAI[IHHUX TEXHOJOTIH» € OTPUMaHHS KOMIICTCHTHOCTEH Ta HaBHYOK IOJAO OOTPYHTYBaHHS
3aCTOCYBaHHA MEXaHI3MIB 3aXHCTy Ta OLIHKM PiBHS 3aXUIICHOCTI iH(POpPMaLiiHO-KOMYHIKAIIHHIX
CUCTEM 1 TEXHOJIOT1H BiJ HECAHKITIOHOBAHOTO JOCTYIY /IO PECYPCIB.

3aBaaHHA.

- HaJlaHHS CTYyJICHTaM TEOPETUYHUX 3HAHb 010 TPOOJIEM, 3aBAaHb 1 0COOJIMBOCTEH TEXHOJIOTIN
3axucTy iHpopmauii Ha 00’ e€kTax iH(pOpMaIiifHOI AISUIBHOCTI BiJl HECAHKI[IOHOBAHOTO JOCTYIY J0
pecypcis;
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— (dopMmyBaHHS y CTYACHTIB KaTeropiaJilbHUX TOHATH 3 OCHOB MPOIECIB, IO MPHUTAMaHHI
¢dbyHKIIOHYBaHHIO 00’ €KTiB 1H()OPMAIIHHOT JISUTBHOCTI B yMOBaX 30BHINIHIX 1 BHYTPINTHIX HEraTUBHUX
BILIUBIB,

— (QopMyBaHHS y CTYJICHTIB 3HaHb 1 yMiHb 11010 (OPMYBaHHS MOJITUKHU Oe3MeKH iHpOpMaIliitHO-
KOMYHIKAI[IHHUX CHUCTEM,

— CTUMYJIIOBAHHS CTYJEHTIB /10 aKTHUBHOI aHATITUKO-TIOIIYKOBOi POOOTH, IO CIPSIMOBAaHA Ha
BU3HAYCHHS €(EKTUBHUX LUIAXIB PO3BUTKY Y chepi 3axucty iHpopmarii.

Y pe3yabTati BUBYEHHSI HABYAJIbHOI IMCHUILIIHN GOPMYIOTHCS
3a2anbHi KOMnemeHmHoCmi.
K3-2: 3narnicth 10 3100yBaHHS HOBUX 3HaHb, HAKOMMYCHHS HAYKOBUX Ta MEAAroriYHUX BMIHb 1
HABUYOK Ta iX 3aCTOCYBaHHS B MPAKTUYHUX CUTYaIlisIX
K3-3: 3patHicTh 10 BHSBJICHHS, TEHEpYBaHHSA, JOCHIKEHHS Ta BHUPIMICHHS MpobdieM 3a
npodeciifHUM CIpSMYBaHHSIM.
¢axosi komnemenmnocmi.

K®-1: 3natHicTh 10 3aCTOCYBaHHS Cy4acHUX iH(OpMAIiiHUX 1 6€3MEeKOBUX TEXHOJIOTIH y cdepi

3axucty iHdopmartii

K®-5: 3natHicte 10 3a0e3nedeHHs 3axucTy iH(opmarii, mo o0pobuserbes B iH(opMariiiHo-

KOMYHIKAI[IHHUX CUCTeMax, 3IMCHCHHS aJIMIHICTPYBaHHS TaKUX CHCTEM Ta MPOBEICHHS
X eKcruTyaTarii.

3. Pe3yaibTaTi HABYAHHSA 32 JUCIHUILTIHOIO

IIpu BuBYeHHI Kypcy «TeopeTHuHi acleKTH 3axuIIeHuX iHPOopMaliiHO-KOMYHIKAIIHHIX
TEXHOJIOT1H» CTYJCHTH TTOBUHHI
3Hamu.

- Tpo TpaBOBI 1 HOPMATHBHI aKTH, SKI BHU3HAYAIOTh CHUCTEMY 3aXHUCTy iHdoOpMarii Bifg
HECaHKI[IOHOBAHOTO JIOCTYITY;

- TIPO CYTHICTB Cy4acHOI Teopii 3aXUIIeHNX 1H(HOPMALIHHUX CUCTEM,;

- TpPO CYKYIHICTb OCHOBHHX TEOPETHYHHUX MOJIOKEHBb CKIIAIOBUX 3aXUIIEHUX 1H(OpMAIiHHUX
TEXHOJIOTIH. TapaHTOBAHO 3axXHUIICHUX OOYHMCIIIOBAIBLHUX CHCTEM; MPOIECIiB 3a0e3MeueHHS
Oe3mekn OOYMCIIOBATBHUX CHUCTEM; MEXaHI3MIB 3axHCTy iH(OpMAIiiHUX TEXHOJOTIH;
MIPOTPaMHOTO 3a0e3MeUeHHs ISl BUPIIICHHS 3aBJaHb 3aXUCTy iH(opMarlii; kputepiiB 0e3mexu
iH(OpMaLIfHUX TEXHOJIOTIH,;

- TIpO OCHOBHI MOJENi, METO/IH, MPUHITUIIN 1 TIPaBHJIa MOOYIOBU CHCTEM 3aXUCTy iH(MOpMaIlii Bifg
HECaHKI[IOHOBAHOTO JIOCTYIly Ha 00'ekTax iHQopMaliiHoi misubHOCTI (iHpOpMAIiiHO-
KOMYHIKaI[IHHUX CHCTEMaX);

- ocobauBocTi 3a0e3nedeHHs Oe3nekr CydacHUX iH(OpMaIiifHUX TeXHOJIOTIH.

- OOIpyHTOBYBAaTHM 3aCTOCYBaHHS MEXaHI3MIB 3aXHCTy Ta OIIHKH pPIBHS 3aXHUIIEHOCTI
iHpopMalliitHOT cucTeMu (TEXHOJIOTI);
- BHU3HAYATH MOJIEJ, MPUHITUIIK 1 TIpaBuiIa MOOYAOBH CHCTEM 3aXHCTy Bijl HECAaHKI[IOHOBAaHOTO
nocTymy 00’ €KTiB 1 iHpOpMaIiTHO-KOMYHIKAIIHHUX CUCTEM,;
- MOJIETIOBaTHM OCHOBHI Tmporecd 3abe3nmedeHHs Oe3neku 00’ekTiB 1 iH(MOpMaIiiHO-
KOMYHIKAI[IHHUX CUCTEM.
Ta IOCSATHYTH HACTYITHI RPOZPAMHI pe3yibmamu.
IIP3-2: - BMiTH BUSBIATH 1 (POPMYIIIOBATH aKTyaJIbHI HaYKOBI TPOOJIEMH, TEHEPYBATH Ta IHTETPYBATH
HOBI 1/1e1 Ta HOBI 3HaHHS y cdepi 3axucty iHndopmaii, iHhopmaniitHoi Ta/abo kibepOesneky;
- BMITH OIIIHIOBAaTH Yypa3JIMBOCTI ¥ METOAM iX 3acTOCyBaHHA B Pi3HUX iH(OpMaIliiiHO-
KOMYHIKAI[IHHUX TEXHOJOT15X;
- BMITH OOTIPYHTOBYBAaTH OCHOBHI BHMOTH JO IMPOTPAMHOI0 3a0€3MEUeHHs, IO BHPIIIYE
3aB/IaHHA 3aXUCTY iH(MOpMAIii;
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- BMITH OOTpYHTOBYBATH 3aCTOCYBAaHHS HAllIOHAJbHUX Ta MIKHAPOJHUX CTaHIAPTIB Oe3neku
1H(poOpMaIIfHIX TEXHOJIOTIH;
- BMITH XapaKTepH3yBaTH OCOOJMBOCTI 3a0e3meueHHs] Oe3NeKd CydyacHuX iH(opMaliifHux
TEXHOJIOT1H;

IIP3-3: - 3HaTH METOAM OI[IHKM BPa3jIMBOCTEH I METOAW OIIHKH €()EKTHBHOCTI CHUCTEM 3aXUCTy
iH(opMartii Big HECAHKITIOHOBAHOTO AOCTYNY 1H(POPMAIIHO-KOMYHIKAI[IHHUX CUCTEMAX;
- BMITU BUSIBIISTH PU3UKU EKCIUTyaTalii 3arpo3 HECAHKIIIOHOBAHOTO JIOCTYILY /0 PECypciB
1H(popMaIIfHO-KOMYHIKAI[IHHUX CHCTEM
- BMITH OOTPYHTOBYBATH IOJIOKEHHS MOJITUKU 3aXHCTy iH(pOpMaIlii BiJi HECAHKIIIOHOBAHOTO
JOCTYITY B iH(pOpMaIlifHO-KOMYHIKAI[IHHUX CHCTEMaX;

I1P3-7: - BMiTH OLIIHIOBATH 3arpo3u iHpopmaii B iHPOpMaLiHHO-KOMYHIKAI[IHHUX CUCTEMAX;
- BMITH BH3HAYaTH BUMOTH JO METOJIB 1 CIOCOOIB TMONEPEKEHHS EKCIUTyaTarlii 3arpos
HECaHKIII0HOBAHOTO JIOCTYIY J0 pecypciB iH(OpMaIliifHO-KOMYHIKallIHHUX CUCTEM,;

IIP3-9: - BojOMITHM TNPAKTHYHUMH HaBUYKaMU (OPMYBAHHS BHMOT JIO TIOJITHKH O€3MeKH
1H(pOpMaLiifHO-KOMYHIKaLlIHHUX CHCTEM.

4. CTpyKTypa HaBYAJIbHOI JUCHMILTIHU
Tematuunmii TUIaH a1 JeHHOI popMK HaBYaAHHS

Po3nonin rogun Mixk BUuaMu pooit
AynutopHa:
<
o £ | & | £
HasBa 3MicTOBUX MOMYJIiB, TEM 2 = & 3 o 5
> 2 A > 8 S
= | 2| £ & 5
o = ‘g o
=
3microBuii Moayab 1. OCHOBHI NOHATTS Mepe:KeBUX TeXHOJIOTIi
Tema 1. Cy4acHi MepeKeBi TEXHOJIOTI] 6 2 4
Tema 2. ba3oBa koH(Dirypallis 3aXUIICHAX CHCTEM 12 2 2 2 6
Tema 3. [IpoToxonu Ta Mozemi 10 2 2 2 4
MopynbHU KOHTPOJIb 2
Pasom | 30 | 6 | | 4] 4] 14
3micToBuii MOayJIb 2. OCHOBH MepekeBOi 0e3MeKH Ta Mo0ya0Ba CyYaCHUX 3aXHIEHUX
iHpopManiiiHUX TEeXHOJIOTIH
Tema 4. B3aemozist MepekeBUX 3aCTOCYHKIB 6 2 2 2 4
Tema 5. OcHOBU MepexeBoi 6e3neKn 12 2 2 6
Tema 6. [Ipukianu moOy10BY Cy9acHUX 3aXHIIEHUX 10 > > 4
iHpOpMaLiifHUX TEXHOJIOTIH.
MopynbHU KOHTPOJTb 2
Pazom | 30 6 4 4 14
VYevoro | 60 | 12 8 8 28
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5. IIporpama HaBYAJBHOI IUCHUILIIHA

3microBuii Moayab 1. OCHOBHI OHATTS MepeKeBUX TEXHOJIOTTi

Tema 1. CyuacHi mepe:keBi TexHoJ10Tii

B mepesx xuTTs mozei. KomnoneHTn Mepexi, pUHIUIH pOOOTH 3 XOCTaMH Ta MEPEKEBUMHU
MIPUCTPOSIMH. Y SIBJICHHS Ta TomoJiorii Mepex. OCHOBHI THIHM Mepex. [[iAKIIOUeHHs 10 1HTEpPHETY.
[MonsTTs HaniitHux Mepex. TeHaeHuil po3BUTKY Mepex, noiitnka BYOD (BukopucranHs B odici
BJIACHUX MPHUCTPOIB), CIiIbHA poboTa uepe3 [HTepHET, BiZe03B' 130K Ta XMapHi OOYMCICHHS Ta CII0CO0H
HAIIIOi B3a€EMO/I1 OJIMH 3 OgHUM. 3abe3neueHHs MepexHoi Oe3nekn. Daxisemni y cdepi IT

Tema 2. bazoBa koH}pirypaitisi 3aXuieHuX CHCTEM

Hoctyn no Cisco I0S,noctyn no npuctporo mia kepyBanusm Cisco |OSyis HanamTyBaHHS.
Hagiraris mo 10S, nanamroByHas mepeskeBux npuctpoiB y Cisco |0S.Crpykrypa komana. bazose
HaJIAIITYBaHHA NPUCTPoiB. 30eperkeHHs KoHQirypauiit. [Toptu Ta anpecu, npuHIUNIKM OOMIHY JaHUMHU
MIDK TIPUCTPOSIMH B MEPEKEBHX cepenopuinax. HamamryBanns |P-agpecartii. [lepeBipka miakiroueHHS.

Tema 3. [IpoTokoau Ta Moaei

[IpaBuiia, TUNM npaBui, SKUX HEOOXIAHO AOTPUMYBATHUCS JAJISl YCIILIIHOTO MEpelaBaHHs JaHUX.
[Tpotokomu. Ctexu nporokomniB. Opranizamii 31 cranAapTH3alii, poib opraHizamii 31 craHaapTU3aLii
MIPU CTBOPEHHI MPOTOKOIIB /I 3a0€3MedYeHHsT MEPEKHOI cymicHOCTI. EtamoHHl Mozeni, sk Mojeni
TCP/IP i OSI| BUKOPUCTOBYIOTBCS ISl TIOJIETIICHHSI CTaHAapTHU3allii Mpolecy nepeiaBaHHs JIaHUX.
[akancynsis nanux. JlocTyn 10 1aHuX.

3MmicToBMii MOIYJb 2. OCHOBH MepekeBOi 0e3MeKH Ta Mo0ya0Ba CyYaCHUX 3aXHIEHUX
iHpopManiiiHUX TEXHOJIOTiH

Tema 4. B3aemonisi MepexeBHX 3aCTOCYHKIB

®i3uunuii piBenb. Cucremu unciaeHHs. KananpHuil piBeHb. MepexxeBuil piBeHb. TpaHcnopTHUI
piBeHb. [IpukinagHuii piBeHb.

Tema 5. OcHOBH Mepe:keBoi 0e3NeKu

3arpo3u Oe3meni Ta Bpa3nuBocTi. MepexeBi ataku. HeWTpamizalisi MepexeBUX aTak. 3axucT
MPUCTPOIB, 3aXMCHI QYHKIIIT 3 METOIO TTOM SIKIIIEHHS 3arpo3 Oe3mnerri.

Tema 6. Ilpukiaagu noGy10BH Cy4aCHUX 3aXHIIEHUX iHPOpMALiHHUX TEXHOJIOTIH.

Peanizariss cxemMu i1 HEBEJIMKOT MEpeXi, IO BKIIOYAE MAPUIPYTHU3ATOP, KOMYTATOp 1 KIHIIEBI
npuctpoi. [Ipuctpoi y HeBenukii Mepesxi. [Iporpamu Ta mpoTOKOIM HEBETUKOI Mepexi. Po3ropranns
MepeK, SK HEBEIMKa MepeXa CTBOPIOE OCHOBY I OumpImux Mepex. IlepeBipka 3'eqHaHHSA,
BUKOPUCTAHHS Pe3y/IbTaTiB KOMaH PINGi tracertmyis nepeBipku 3'€JHAHHS Ta MiITPUMKHU BiIIOBITHOT
nparne3natHocti Mepexi. Komanam xocra i 10S qyist orpumanns iHopMartii mpo mpucTpoi y Mepexi.
Mertoau nouyKy Ta yCyHeHHs1 HecripaBHOCTel. ClieHapii MOIIyKy Ta YCyHEHHS! HECIIPaBHOCTEH.

6. KoHTpo/1b HABYAJILHUX J0CATHEHD

HaBuanbHi JOCATHEHHS CTYACHTIB 3 JUCIMIUIIHU OIIHIOIOTHCS 32 MOAYIHHO-PEUTHHTOBOIO
CHUCTEMOIO, B OCHOBY SIKO1 MTOKJIAJICHO MPUHITUIT TTOOTIEPAIIHHOI 3BITHOCT1, 000B’ I3KOBOCTI MOIYJIHHOTO
KOHTPOJIIO, HAKOMMYYBAIBHOI CUCTEMH OIIHIOBaHHS PIiBHS 3HaHb, YMiHb Ta HABUYOK, PO3IIUPCHHS
KUTBKOCTI miacymkoBux 6amis 1o 100.

OmiHka 3a KOXXHHMHM 3MICTOBHM MOJAYNb BKJIIOYAaE OaiaM 3a MOTOYHY poOOTY CTyIEHTa Ha
NPaKTUYHUX Ta J1a0OpaTOpPHUX 3aHATTSX, 32 BHKOHAHHS I1HAWBIMyalbHUX 3aBIaHb, 32 MOIYJIbHY
KOHTPOJIbHY po0O0Ty. BUKOHAHHS MOAYIBHUX KOHTPOJBHHUX POOIT 3/iMCHIOETHCS B €NEKTPOHHOMY
BUTJISil. MoOaynpbHUN KOHTPOJb 3HAHb CTYJEHTIB 3MIMCHIOETHCS TIICIS 3aBEPIICHHS BUBUYCHHS
HaBYAJIHHOT'O MaTepialy 3MiCTOBOTO MOJYJIS.

VY mportieci OliHIOBaHHSI HABYAJIbHUX JOCSITHEHb CTYACHTIB 3aCTOCOBYIOTHCS TaKl METO/H:

- Memoou ycnoeo konmpoaio. THIUBIIyaIbHE OMUTYBaHHs, PpOHTaIbLHE ONUTYBAaHHS, CIiBOECi/a,
3aiK.

- Komn'tomeproco konmponio: IPOrpaMH - EeMYJISTOPH.

- Memoou camoxoumponio. yMIiHHS CaMOCTIHHO OIIHIOBATH CBOi 3HAHHS, CaMOaHaTi3.

TeopeTn4Hi aCeKTH 3aXUIIECHUX 1HPOPMaLiHHO-KOMYHIKalliHHIX TEXHOJIOTIH,
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KinpkicTe 6aniB 3a poOOTY 3 TEOPETHYHMM MaTepiajioM, Ha MPAKTHUYHHUX 3aHATTAX, MiJ Yac
BUKOHAHHS CAMOCTIHHOT pOOOTH 3aJICKUTH BiJl TOTPUMAHHS TAKUX BUMOT

- CHUCTEMATHYHICTh BiJ[BITyBaHHS 3aHSTh;

- CBO€YACHICTh BUKOHAHHS HAaBUAJHHUX 1 IHAWBITyaIbHUX 3aBIaHb,
- MOBHUH 00CHT TX BUKOHAHHS,

- SIKICTh BUKOHAHHS HaBUAJbHUX 1 IHAWBITyaJbHUX 3aB/IaHb,

-  CaMOCTINHICTh BUKOHAHHS,

- TBOpPYMUH MiAXi] Y BUKOHAHHI 3aBJaHb,

- 1HIIIaTUBHICTH y HABUAJIbHIN TISTEHOCTI;

- BHKOHAHHS TECTOBHX 3aBJaHb.

KoHTposnb ycmimHOCTI CTYIEHTIB 3 ypaxXyBaHHSIM IMOTOYHOTO 1 MiJACYMKOBOTO OIlIHFOBAaHHS
3MIMCHIOETHCS BIANOBIHO /0 HABYAIBbHO-METOIWYHOI KApTH MNUCHUIUTIHM, € 3a3HAYCHO BUAH
KOHTPOJTIO 1 KUTBKICTh OaltiB 3a BuamMu. CHUCTEMY PEUTHHTOBUX OaiB JJIs PI3HUX BUIAIB KOHTPOJIO Ta
NOPSIIIOK TX TepeBeieHHs y HallioHabHy (4-0anbHy) Ta eBponeiickky (ECTS)mkany momano Hmxue y
TaOJIUIIAX.

Po3paxyHOK peiiTHHTOBHX 0aJiB 32 BUAAMH MOTOYHOT0 (MOIYJIHLHOI0) KOHTPOJIIO

4 Monyns 1 Monyns 2
5 2
¢ = m @
g £ . £E £ E
. . o= A a4 z 8 28 z 8
Bup misutbHOCTI cTyneHTa 5 © o g 3 2 o § 3 2
= 3 2= 2 E 2 = 2 E
S 2 E =R 2 = =R
Q .= = = g & = = g &
£ 3 =S| g2 | F° | g%
S e =g =g
BinBinyBaHHs ek 1 3 3 3 3
BinBinyBaHHS CEeMIHAPCHKUX 3aHATH 1
BiaBigyBaHHS MpaKTUYHUX 3aHSATH 1 2 2 2 2
BinBigyBanHs 1a00paTOPHUX 3aHATh 1 2 2 2 2
Po6oTta Ha cemMiHapChKOMY 3aHSTTI 10
Po6oTta Ha mpakTHYHOMY 3aHSTTI 10 2 20 2 20
JlaGoparopua pobora (B TOMY 4HCIIl JOIYCK,
PATOPHa p (s ToMy Aomy 10 2 20 2 20
BUKOHAHHS, 3aXHCT)
BukoHaHHS 3aBaHb U1 CAMOCTIHHOT poOoTH S 1 S 1 S
Bukonanus MoyapHOT pOOOTH 25 1 25 1 25
Buxonanns [H/[3 30
Pazom - 77 - 77

MaxkcumanbHa KinbkicTs 0anis: 154

Po3paxynok koedimienra: 154/100=1,54

CamocriiftHa poOOTa € BUJIOM 11032 ayTUTOPHOI 1HIUBIIyaIbHOI TisSTTEHOCTI CTYJIEHTA, Pe3yIbTaTh
SKOi BUKOPHUCTOBYIOTBCS y MPOLIEC] BUBUEHHS MPOrpaMOBOr0 MaTepiaay HaBYaJIbHOI JTUCHUILIIHHA Ta
MICTUTh PE3YyIbTaTH IOCITITHHUIIBKOTO TIONIYKY, BigoOpa)kae TEBHUN pIBEHb MHOr0 HaBYAIbHOI
KOMITETCHTHOCTI.
Ilepeik TeM Ta OUIHIOBAHHS CAMOCTIHHOI pOOOTH CTy/IeHTA

Ne s3/m Kinpkicth
HazBa Temn bamn
TOJIMH
3mictoBuii MOtynb 1. OCHOBHI MOHSTTS MEPEKEBUX TEXHOJIOTIN 14 S
1 Tema 1. OcHOBU MepeKeBOTO 3’ €IHAHHA Ta Mepeaadl JaHHX.
Tema 2. Ethernekonnemnmii. 14 5
Tema 3. bazoBe HanamTYBaHHS MapIIPYTH3aTOPA.
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3micToBuit MOoayih 2. OCHOBH MEpPEXKEBOi OE3MEeKHu Ta Mo0yI0Ba CydacHUX 14 5
3axXHUIIEHUX 1HPOPMALIHHIX TEXHOJIOT1H
2 Tewma 4. IPaapecartis.
Tema 5. B3aemonist MepexeBUMH 3aCTOCYHKaMHU. 14 5
Tewma 6. [Ipukiiagu moOyI0BY CydacHUX 3aXUIIEHUX 1HGOPMAIIITHIX
TEXHOJIOTIH.
Pazom 28 10

Kpurepii oniHioBaHHsSI caMOCTiiiHOI pOOOTH CTyIeHTa

No . MakcumanbHa KiTbKICTh
Kpurepii orintoBanHs podoTu . .
n/n 0asiB 3a KOKHUM KPUTEPIEM
Kputnunmii anainis cyti Ta 3MicTy nepuopkepen. Bukman
dakTiB, i7e#, pe3yabTaTiB JOCIIKEHb B JIOTIYHIN
1 | mocmimoBHOCTI. AHaNi3 Cy4acHOT'O CTaHy JOCITIKCHHS 2 6ammn
npoOIeMH, pO3TIIsLA TEHASHIIIH MOIaTBIIOr0 PO3BUTKY JTAHOTO
UTAHHS.
J10Kka30BiCTh BUCHOBKIB, OOIPYHTOBAHICTh BIIACHOI MO3UIIIi,
2 | mpomno3wutlii o0 po3B’ I3aHHS MPOOIEMH, BU3HAYEHHS 2 Ganm
NEPCIEKTHB JTOCIDKECHHS
3 | JlorpumaHHsI BUMOT IIOJI0 TEXHIYHOTO O(POpPMIICHHS 1 6an
Paszom 5 GautiB

®opMH NMPOBeeHHSA MOAYJIbHOI0 KOHTPOJII0 Ta KPUTepii OlliHIOBAaHHSA
MonaynabHUN KOHTPOJIb 3IHCHIOETHCS BIIMOBIIHO 0 HABYAJILHO-METOMYHOT KapTH TUCIHUILTIHA
Ta TepeBips€ piBEHb JOCSITHEHHS pe3yiabTaTiB HaBYaHHA cTylaeHTiB. dopma mpoBeneHHS —
KOMIT FOTEPHHM TeCT, 10 ckianaeTbes 203anuTanb 3aKpUTOi Ta BIAKPUTOT PopM.
MonynapHa KOHTPOJIbHA POOOTa OIIHIOEThCS Y 25 GaniB.

®opMu NPOBECHHS CEMECTPOBOI0 KOHTPOJII0 TA KPUTEPIl OLiIHIOBAHHS
CemectpoBe (MmigcyMKOBE) OIIIHIOBaHHS 3MIHCHIOETHCS Y (GOpMi 3aliKy, YMOBOIO IOMYCKY 0
SKOTO € OTpHUMaHHAM cTyaeHToM 60 GariB (3 BpaxyBaHHSIM KOEQIIIEHTY) 3a pe3yIbTaTaMU ITOTOYHOTO
KOHTPOJIIO.
OpieHTOBHMI NepetiKk MUTAHb AJIS CAMOKOHTPOJIIO

1. TlosicHuTH MepeBaru Cy9acHUX MEPEKHUX TEXHOJIOTIH.

2. TlosicHUTH, IK BUKOPUCTOBYIOTHCS BY3JIM Ta MEPEKHI PUCTPOI.

3. TlosicauTH ciocoOu MoJaHH MEPEX 1 T, IK BOHM BUKOPUCTOBYIOTHCS Y MEPEIKHHMX TOITOJIOTISX.

4. OrmnucaT YOTUPU OCHOBHI KPUTEPil HAIIIHOT Mepexi.

5. Tlosicautn ax Taki TeHaeHmii sk BYOD, onnaiiH-cmiBmparisi, Bijeo 1 XMapHI OOYHCIICHHS
3MIHIOIOTH CIIOCiO HAIOI B3acMO/Iil.

6. BuszHauuTH A€sKi OCHOBHI 3arpo3u MEPEKHIM Oe3Melli Ta pillieHHs 71 3a00iraHHs HUM.

7. TlosicHUTH $IK OTpUMATH JOCTym Ao mpuctporo min kepyBanusm Cisco 10S 3 wmeroro

HaJIAIITyBaHHS.

8. Tlosicuut sik opientyBaTHcs y CisCcO IOSuist KoH}IrypyBaHHS MEPEIKHHX IIPUCTPOTB.

9. Ommucaru CTpyKTypy KoMaH 1 mporpamuoro 3abesmnedenns Cisco 10S.

10. HanamryBanus npuctpoto mia kepyBanusm Cisco |0S3a nomomororo CLI.

11.TlosicHUTH, SIK MEPEIKHI MPOTOKOJIH JO3BOJISIFOTH TIPUCTPOSIM OTPUMYBATH JIOCTYII J0 JIOKATbHUX
1 BiIJaJIEHUX MEPEKHUX PECYPCIB.

12.TloscauT poib OpraHizamiil 31 CTaHAapTU3aIlii y CTBOPEHHI MPOTOKOJIB IS 3a0€3MeueHHS
MEPEKHOT CYMICHOCTI.

13.Tlosicaut sixk Momenmi TCP/IP i OSI| BUKOPHCTOBYIOTHCS /IS MOJIETIIECHHS CTaHIapTH3aIlii
npoliecy rnepeaaBaHHs JaHHUX.

14.TlosicHuTH, SIK TPOTOKOJH, CIYKOM Ta MEPEkKHI cepenoBuia (pi3MIHOTO PiBHS MATPUMYIOTH
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3B'I30K MIXK MEpeKaMH NepeJaBaHHs JaHUX.

15.TlepeTBopeHHS YMCEN MiXK IECATKOBOIO, IBIHKOBOIO Ta MIICTHAIIITKOBOIO CHCTEMaMH.

16.TlosicHUTH, SIK KEpyBaHHS JOCTYIIOM JI0 CE€pEOBHUIIa NIepeaaBanHs JaHuX Ha KananbHoMYy piBHI
MIITPUMYE 3B'S30K MK MEPEKAMHU.

17.TlosichuTy, sik npaioe Ethernety komyrosasiii Mepexi.

18.TlosicauTH, SIK MapIIPyTU3aTOPU BUKOPUCTOBYIOTH IMTPOTOKOJIH 1 CITY’KOU MEPEKHOTO PIBHS IS
3a0e3neueHHs] HACKPI3HOTO 3'€THaHHS.

19.TloscautH, sk ARP1 ND 103BOJISIFOTE CHIIJIKYBAaTHCS Y MEPEXKI.

20.TTouaTKOBI HaNAMTYBAaHHS HA MAPIIPYTHU3ATOPi Ta KIHI[EBUX MPUCTPOSIX.

21.06uncnenns cxemu miaMepex |Pv4 niist epeKTUBHOTO CETMEHTYBAaHHS MEPEXKI.

22.0Onucatu cTpyKTypy aapecu |[Pv4, Bkiodaoun MepexHy YacTHHY, BY3JIOBY YacTHHY 1 MacKy
i IMEPexi.

23.TI0SICHUTH SIK MiIMEPEXi CErMEHTYIOTh MEPEXY JUTs 3a0e3MeueHHs Kpaioi KOMyHiKallii.

24.TlosicHUTH, SIK CTBOPHUTH THYYKY CXEMY aapecallii 3a JOMOMOTOK MacK{ MiaMEpeki 3MiHHOT
nosxuau (VLSM).

25.TlosicHUTH, SK HAJAIITOBYBATH CTATHYHI TJIOOAbHI 1HAUBINYAIbHI apecH Ta JOKaIbHI aapecu
KaHaiy mepexi |IPV6.

26.T1losicHuTH, SIK TMHAMIYHO HAJIAIITOBYBATH TJIOOAIbHI 1HAMBIYaJIbHI aIpECH.

27.BukopucTaHHs pi3HUX 3ac00iB A7 MEPEBIPKU MEPEKHOTO 3'eqHAHHS. [[0SCHUTH SIK TPOTOKOI
ICMP BUKOpPHCTOBYETHCS IS TIEPEBIPKU MEPEIKHOTO 3'€THAHHS.

28.TlopiBHATH omepalii MPOTOKOIIB TPAHCIIOPTHOTO PIBHS 3 TOYKH 30pYy MIATPUMKH HACKPI3ZHOTO
3’ €THAHHA.

29.TlosicHuT! poOOTY MPOTOKOJIB MPHUKIATHOTO PIBHA MPHU HAAAHHI MIATPUMKH 3aCTOCYHKAM
KIHIIEBOTO KOPUCTYBaya.

30. [TosicHUTH, YOMY Ha MEPEKHUX MPUCTPOSIX CIIiJl 3aPOBAHKYBATH OCHOBHI 3aX0/11 OE3MEKH.

31. Bu3HauyuTH IPOTOKOJIH 1 3aCTOCYHKH, sIKI BAKOPUCTOBYIOTHCS Y HEBEIIUKINA MEPEXKi.

32.0Onucaru TpaAuLiiHI METOIM BUSBJICHHS 1 YCYHEHHs HECIIPAaBHOCTEH Y MEpexKi.

HIxanaa BigmoBigHoCTi OLIHOK

Cyma 0aJiiB 3a Bci

PeiiTunrosa . .
. BU/IHM HABYAJIbLHOI 3HaYeHHA OLiHKH
OliHKA . .
AiIBLHOCTI
BigMinHO — BiIMiHHU# piBeHb 3HaHb (YMiHb) B MEXKaX
A 90-100 000B’ I3KOBOT'0 MaTepiainy 3, MOXKIMBUMHU, HE3HAYHUMH
HENOIIKaMU
Jyxe nobpe - J0CTaTHbO BUCOKHH PiBEHb 3HAHb (YMiHb) B
B 82-89 Mexax 000B’ I3KOBOTO MaTepiany 6e3 cyTTeBux (rpyoux)
IIOMUJIOK
C 75.81 Jlo6pe - B mitomy 100pwHii piBeHb 3HaHb (YMiHB) 3

HE3HAYHOI KUIBKICTIO HOMMIIOK

3a10BIILHO - TOCEPEIHIN piBeHb 3HAHb (YMIiHB) 13 3HAYHOIO
D 69-74 KUIBKICTIO HEJIOMIKIB, IOCTATHIN JJI MOJAJIBIIIOTO HaBYaHHS
a00 mpodeciitHOol AISITHHOCTI

JlocTaTHBO - MiHIMAJIbHO MOXJIMBUH JTOITYCTUMUI piBEHb

E 60-68 )
3HaHb (YMiHb)

He3amoBinbHO 3 MOKITUBICTIO TOBTOPHOTO CKIIQAAHHS -
HE3a/IOBUTbHUM PIBEHB 3HAHD, 3 MOYKJIMBICTIO ITOBTOPHOTO
nepecKIaaHHs 32 YMOBU HAJIEKHOTO CAMOCTIHHOTO
JOOTIPAIFOBAaHHS

FX 35-59

He3anoBinbHO 3 000B’ I3KOBUM MOBTOPHUM BUBYCHHSAM
F 1-34 KypCY - IOCUTh HU3bKUI PiBEHDb 3HAHb (YMiHb), [II0 BUMArae
NOBTOPHOT'O BUBYCHHS AUCHUILIIHU
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Pazom: 60roz., nekiii — 12ro., mpakTU4HI 3aHIATTA —8 TOJ1., 1abopaTopHi podoTH — 8T0., MOTYyIBLHUN KOHTPOIIb —4TO].,
camocrTiitna po6ora —28ro.

3micToBmii Moayab 2. OCHOBH MepesKeBoi 0e3NeKH Ta mod0ya0Ba

Monymi . . . .o
3micToBuii Moayab 1. OCHOBHI MOHATTHA MepeKeBUX TEXHOIOTii . . .
(Ha3Bw, . CYYACHHUX 3aXMIIEeHUX iH(opMaliHHUX TEXHOJIOTiH
(77 6anis) .
Oasn) (77 6anis)
Bbazosa . [Tpuxnaan noOyxoBu
Jlexui . . . . Biaemonis . p A YA
CydacHi MepexeBi KOHiryparis [portokoiu Ta OCHOBH MepeKeBOi CYYACHUX 3aXHUILECHUX
(Temmn, . MepEeKEBHX . "
texHomorii (1 6a) 3aXUIIEHUX CUCTEM mogzeni (1 6ar) . 6e3neku (1 6ai) iHpopMaLiHHIX
Oann) 3acTocyHkiB (1 6an) oy
(1 6arn) texHonorii (1 6amnu)
] Baszosi
[IpaxTHuHi, HAJALITYBaHHS . .
. . JlocmimKeHHS Bbazosi
CEMIHapChKl KOMYTaropa Ta M . 3axUCT MEPEKHUX
CHICBOrO mozeneit TCP/IPi HaJaImTyBaHHI npucrpois (11 6ais)
SaHATTA H OSI (116auis) npucrporo (11 Gais) pHCcTP
(Temu, 6aH) HPHUCTPOIO.
(11 6auis)
ITin'eqnanns
JIabopaTopHi OTOBOT i . IIpoekTyBaHHs Ta BinmparroBanHst
patop AP . Hocnimkenns ARP- P Y Aipart
3aHATTA 6e31poTOBOT . . BIIPOBAJKCHHS KOMIUIEKCHHUX MPAKTHYHHX
. . tabnuui (11 6asiB) . .
(Temu, Ganmn) JIOKaJIBHOT MEePExKi VLSM (11 6anis) HaBr4ok (11 6ais)
(11 6anis)

Camocriiiga
pobota

Camocriitaa pobora (5 6aiiB)

Camocriitna pobora (5 6aiiB)

IToTounwmit
KOHTPOJIb
(Buz, Oan)

MonyspHa KOHTposbHa poboTa 1 (256aitiB)

MoyspHa KOHTpOIIbHA poboTa 2 (256ai1iB)

[lincymkoBuit
KOHTPOJIb

Sanik

(Bun, Gasm)

TeopeTudHi aclieKTH 3aXUINEeHUX 1HPOPMAIiTHO-KOMYHIKAI[iIHHIX TEXHOJIOT1H,
125Ki6epbOesneka




11

8. PexomeH10BaHi Txepesia

Ocnoséna

1.

2.

borym B.M., HoBuaskoB O.A. OcHOBH 3axWineHHX iH(QopMamiiHux TexHojorid. — K.:
JAVIKT, 2005 - 45C:.

Bypsuox B.JI., Cemxo B.B., Cxnagannuii I1.M., JlykoBa-Uyiiko H.B. Indopmariiiamii ta
kibepripocTopu: nmpobiemu 6e3mexu, MeToau Ta 3acoou 6oporsdu. —K.: YT - KHY, 2016.
-178.

Hooamkoea

3.

4.

5.

10.

11.

hown

borymm B.M., Kpusyna B.I'., Kynin A.M. Indopmamiiina Oe3neka: TEpMiHOIOTIYHUIN
HaBdanbHUH noBigauK. —K.: OO0 “JI.B.K.” 2004. — 50&.

HJ T3I 1.1-002-99.3aranbHi MOJOXKEHHA MIOAO 3aXUCTy iHQoOpMalii B KOMIIIOTEPHHUX
CHUCTEMax BiJ] HECAaHKIIIOHOBAHOTO JIOCTYITY.

HJT T3I 1.1-003-99Tepminooris B raiy3i 3aXucTy iHpopmaii B KOMITIOTEPHUX CHCTEMAax
B1JI HECAHKI[IOHOBAHOTO JIOCTYIIY.

HJT T3I 2.5-004-99 KpuTepii omiHKK 3aXUIIEHOCTI 1HPOPMALii B KOMI'TOTEPHUX CUCTEMAax
B1JI HECAHKI[IOHOBAHOTO JIOCTYIIY.

HJT T3I 2.5-005-99 Knacudikamist aBTOMaTH30BaHUX CHUCTEM 1 CTaHAApTHI (YHKIIOHATBHI
npodisi 3aXUIIeHOCTI 00po0IFOBaHOI 1H(OpMaITii BiT HECAHKITIOHOBAHOTO JOCTYIY.

HJ T3I 3.7-001-99.Metonuuni BKa3iBKH IMIOJO0 PO3POOJICHHS TEXHIYHOTO 3aBIaHHS HA
CTBOPCHHS KOMITJIEKCHOI CHCTEMH 3aXHCTY iH(OpMaIlii B aBTOMaTHU30BaHIi CHCTEMI.

Common Criteria for Information Technology Securlyaluation. National Institute of
Standards and Technology \& National Security Age(idSA), Communication Security
Establishment (Canada), UK IT Security and Cedtfen Scheme (United Kingdom),
Bundesamt fur Sichereit in der Informationsteci{@krmany), Service Central de la Securite
des Systemes (France), National CommunicationsriBe@gency (Netherlands). Version
2.1. August 1999.

Common Methodology for Information Technology Sétyuevaluation. National Institute of
Standards and Technology \& National Security Age(ildSA), Communication Security
Establishment (Canada), UK IT Security and Cedtfmn Scheme (United Kingdom),
Bundesamt fur Sichereit in der Informationsteci{@krmany), Service Central de la Securite
des Systemes (France), National CommunicationsriBe@gency (Netherlands). Version
0.95. June 2000.

ISO/IEC 7498-2. Information processing systems Ofgmistems Interconnection Basic
Reference Model. Part 2: Security Architecture.t3@and, 1989. 32 pp.

9. lonaTkoBi pecypcu

Cisco Networks Engineers’ Handbook of Routing, t8lang, and Security with I0S, NX-
OS, and ASA

CCENT/CCNA ICND1 Official Exam Certification Guid§econd Edition

Caiit mepexeBoi akagemii CiSCO pnextponuii pecypc]| https://www.netacad.com/

Caiit InctuTyTy iHXKEHepiB 3 enekTporexHiku Ta enekrponiku (IEEE, Institute of Electrical
and Electronics Engineersyiexrponuii pecypc| http://www.ieee.org
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