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1. Onuc HaBYAABLHOI AMCHUILTIHA

XapakTepucTUKa JUCIUILTIHY 32
HaiimenyBaHHS MOKa3HUKIB dbopmamMu HaBUAHHS
JICHHA | 3209HA

Bun nuctiumninm BHOIpKOBa
MoBa BUKJIaJaHHs, HABYAHHS Ta OLIHIOBAHHS yKpalHChKa
3aranpHUil 00CAT KpeauTiB / ToIuH 5/150
Kypc 3
Cemectp 6
KinbKicTh 3MICTOBUX MOJTYIIIB 3 PO3MOILIOM: 1
OO0csr KpeauTiB 5
OOcsr roanH, B TOMY YHCIII: 150

AynuTopHi 56

MopaynbHuUM KOHTPOJIb 8

CemecTpoBUil KOHTPOJIb 30

CamocriitHa poboTa 56
dopma ceMecTpoBOro KOHTPOITIO eK3aMeH

1. Mera Ta 3aBJaHHSA HABYAJLHOI JUMCIUILIIHA

PoGoua HaBwambHa mporpama 3 Kypcy «lIporpamui kommiekcu 3axucty AC  Bin
HECaHKI[IOHOBAHOTO JIOCTYITY>» € HOPMaTUBHUM JTIOKyMeHTOM KuiBchkoro yHiBepcuteTy iMeHi bopuca
I'pinuenka, sskuit po3pobieHo kadenporo iHpopmaniiiHoi Ta KibepHeTHUHOI Oe3neku iMeHi mpodecopa
Bononumupa Bypsiuka Ha 0CHOBI OCBITHBO-TIPO(ECiitHOT MporpaMu MiATOTOBKH 3100yBadiB MEPIIOTO
(bakaniaBpCchKOT0) PiBHSI BIAMOBITHO 10 HABUAIBHOTO TUIaHy crierianbHocTi 125 KibepOesmeka» ramysi
3HaHb 12 dudopmarliiiHi TEXHOIOTII».

PoOouy HaB4ajgbHy mporpaMmy yKJIAJeHO 3TiHO 3 BHUMOramMH E€BpOIEHCHKOI KpEAUTHOI
TpanchepHo-HakonuuyBaabHOI cuctemu (€EKTC) opranizaiiii HaBuaHHS.

[Iporpama Bu3Hauae oOCSATH 3HAHb, SIKHMU TIOBHHEH ONAaHYBaTH 3100yBad4 JIpyroro
(bakaraBpChKOT0) PiBHS BiAMOBIIHO 10 BUMOT OCBITHBO-KBaTi(hiKAI[iifHOT XapaKTEPUCTUKH, AJITOPUTMY
BUBUCHHS HaBUaIbHOrO wMarepiany maucrururiau «lIporpamui kommuiekcu 3axucty AC  Bix
HECaHKI[IOHOBAHOTO JIOCTYITY» Ta HEOOXiJHE METOIUYHE 3a0€3MEeYCHHS, CKJIaI0B1 1 TEXHOJIOT1IO

Hapuanbna qucuurutina «[Iporpamui komriekcu 3axucty AC B HECaHKI[IOHOBAHOTO JTOCTYITY>
CKJIQJIA€EThCS 3 OJHOro 3MictoBoro wmonaymro. IIporpamui  komruiekcn 3axucty AC  Bifg
HecaHKIioHOoBaHOTO noctyny. O0csar qucuurmiiau — 150rox. (5 kpenuTis).

Memoro BuKIanaHHs HaByaiabHOI auciuIuliHM  «Iporpamui kommuiekcu 3axucty AC Bifg
HECAHKIIIOHOBAHOTO JJOCTYITY> €:

- BHBYEHHS OCHOBHHX MIAXOHIB J0 3a0e3nedeHHs iH(OpMaiiiHOT Oe3leKr B OpraHizallisx
pi3HOI (hopMU BIACHOCTI,

- TPYHTOBHE O3HAHOMJICHHS CTY/EHTIB 13 OCHOBHUMH MTPOTPaMHUMU KoMILieKcaMu 3axucty AC
BiJI HECAHKI[IOHOBAHOTO JOCTYNy B Taiy3i iH(opMaIiifHoi Oe3meKu Ta OCOOIMBOCTSIMHU iX
3aCTOCYBaHHSI Ha MIPAKTHII],

- O3HaHOMJICHHS CTY/ACHTIB 13 OCHOBHHMH THUIIAMH TEXHOJIOTIYHUX PillIEHb HAIIPAaBICHUMHU Ha
3abe3nedeHHs iH(popMaIiitHOi Oe3meKH;

- (opMyBaHHS y CTYACHTIB 3HaHb, BMiHb 1 HABUYOK II0J0 BIIPOBA/PKEHHS Ta 3aCTOCYBaHHS
TEOPETHYHHX 3HAHb 11010 3a0e3neueHHs iH(popMmalliifHoi 0e3nekr B MaitOyTHIH npodeciitHol
JUSJIBHOCTI.

3ae0anns NOJIATAE Y.

Iporpamui komiuiekcu 3axucty AC BiJl HECAHKIIIOHOBAHOTO TOCTYITY,
125Ki6epbesneka



HaJlaHHI CTy/ICHTaM 0a30BHX TEOPETUYHHUX 1 MPAKTHYHHUX 3HAHb B BUKOPUCTAHHI IPOTPAMHHX
KomIuiekciB 3axucty AC BiJ] HECAaHKIIIOHOBAHOT'O IOCTYITY Yy Taiy3i iH(popMarlliitHoi 6e3neky;

HaJaHHI CTyJeHTaM 0a30BHX 3HAHb IIOJO IMPOIECY CTBOPEHHS Oe3neyHuX iH(popMaIiiHux
CHCTEM Ta MPOIIECIB MATBEPKEHHS 1X BiIMOBITHOCTI,

HAaOyTTI CTYJCHTaMH TPAKTHYHUX HABUYOK 3aCTOCYBaHHS CydYaCHHUX TEXHOJIOTIH
3abe3nedeHHs iHQopMaIliiiHOT Oe3IeKH,

BHBYCHHI OCHOBHHX MIPUHITUIIIB 3a0e31eueHHs iHpopMaIiifHoi Oe3meKu.

Daxosi KomnemeHmHOCMI HAGYATbHOT OUCUUNTIIHU.

Kd-1 31aTHICTB 10 3aCTOCYBaHHs Cy4yacHUX iH(OpMaLiiHUX 1 0€3MEKOBUX TEXHOIOTIH Yy

cdepi 3axucty iHdopmarii.

K®-5 3naTHiCTh 10 3a0e3MedyeHHs 3aXucTy iHdopmarii, 1o o0podseTsCs B

iHpOpMaLiTHO-KOMYHIKalifHUX cUCTeMaX, 3A1CHEHHS aAMiHICTPYBaHHS TAKHX
CHUCTEM Ta MPOBEACHHS IX eKCIUTyaTaIlii.

3. Pe3yabTaTi HABYAHHSA 32 JUCIHUILTIHOIO

VY pe3yibTari BUBUCHHS HABYAILHOT IUCHHUILIIHU CTYICHT IOBUHEH
3Hamu.

OCHOBHI BITYM3HSIHI HOPMAaTHBHI JOKYMEHTH B Traiy3i 3axucTy iH(opmariii Ta MiXHapOIHI
CTaHJapTH 3 iH(popMaIlliifHo1 Oe3neKu, mporecu sKi GopMali3yroTbCsl HUMH TIPU yIPaBIiHHI
porpaMHUMH KoMIuiekcaMu 3axucty AC BiJl HECAaHKIIOHOBAHOTO JIOCTYITY, OCOOJMBOCTI
TEXHOJIOT1{ pO3CIiyBaHHS 1HIUCHTIB O€3MEKH;

MPUHIMIKA YIPABIiHHS TPOrpaMHUMHU KoMIuiekcamu 3axucty AC BiJl HECaHKIIIOHOBAHOTO
JO0CTYyNy B iHpOpMaLiifHUX CUCTEMAX;

OCHOBHI THWITH, MIPU3HAYCHHS Ta XapPaKTEPUCTUKHU TEXHOJOTIYHHUX PIIICHb, HAMPABICHUX Ha
3a0e3medYeHHs yIpaBJIiHHS MPOTPaMHUMH KoMmruiekcamu 3axucty AC BiJ HECAaHKIIIOHOBAHOTO
JOCTYIY.

emMimu.

BUKOPHCTOBYBATH Ha TMPAKTHI[I HOPMATHBHI JOKYMEHTH B Trajy3i 3axucTy iHdopmarli Ta
MDKHApOJHI CTaHIAApTH 3 YIPaBIIHHSA MPOrpaMHUMH KoMmiuiekcamu 3axucty AC Bia
HECAaHKIIIOHOBAaHOTO JocTymy, [IporpaMui kommiekcu 3axucty AC BiJ HECAaHKI[IOHOBAaHOTO
JOCTYITY, PO3YMITH BIZIMIHHOCTI Ta MepeBaru ix BUKOPUCTAHHS;

peanizoByBaTH OpraHi3alliiHi Ta TEXHIUHI 3aBAaHHS, SKI BHHUKAIOTh B MPOIEC] TPOBEICHHS
pO3CIiyBaHHs BIPOBA/PKEHHS Ta 3a0€3MEeUCHHs YINpPaBIiHHSA NPOTPAMHUMH KOMIUIEKCAMU
3axucty AC BijJ HECAHKITIOHOBAHOTO JOCTYITY.

Ta JOCSTTU HACTYITHUX HPOZPAMHUX Pe3YTbMaAmie HAGUAHHS.

I1P3-1 -

TOTYBaTH MPOTO3UILii 0 HOPMATUBHUX AKTIB i JIOKYMEHTIB 3 METOIO 3a0€3IeUcHHS
BCTAHOBJICHOT MOJIITHKY iH(pOpMaIiHOT Ta/abo KibepOesneky;

- BMITH MIiarHOCTYBaTH W IHTEpIpETyBaTH CHUTYyaIlii, IUTAHYBaTH Ta 3IiHCHIOBATH
HAyKOBI TOCIIDKEHHS, KPUTHYHO OCMUCITIOBATH OCHOBHI TEOPii, IPUHITAITA, METOIH
1 IOHATTS Y HABYaHHI Ta NpoQeciiHiil AisTBHOCTI;

- BHKOHYBAaTH aHali3 peawi3amii NpuUiHATOT mONiTHKK iH(popMaliiHoi Ta/abo
KibepOesIeky;

I1P3-3 -

BMITH BHABIISATH 3arpo3W MPOHUKHEHHS abo JOCTYyIy 3J0BMHCHHUKIB /O TaKWX
MEpPEeK;

- 3HATH CIelialli3oBaHe MepekeBe OONagHaHHSA, IO 3aCTOCOBYETBCS IS
3a0e3neueHHs Oe3neky 0e3MpoBOJOBUX i MOOIIBHUX MEPEXK;
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[1P3-5

BMITH IPOBOJUTH CEMAaHTUYHUH aHai3 (ailis;

BMITH BHSIBISITH 3JIOSIKICHE TIpOTpaMHe 3a0e3nedeHHs i ¢aiimm 3a X CTpyKTyporo Ta
MOBEIIHKOIO; BMITH BiJHOBJIFOBATH IOIIKOHKEHY 1H(POPMAILIIiTO;

BMITH MOJICTTIOBATH ypa3iauBocCTi [13 Ta BUKOPHUCTOBYBATH IIa0JI0HN MPOCKTYBaHHS
Jutst 3axucty I13;

[1P3-8

BMITH OpraHi30BYBaTH IpPOLECH PO3CIiAyBaHHA iHIHMACHTIB y BiANOBIOHOCTI 3i
cragmapramu 1SO 27001, I1ISO 20000, ISO/IEC TR 18044, NIST SR-60,
CMU/SEI-2004-TR-015, ISO 27035, ISO 27037. ISO 21703

- BHUpINIyBaTd 3ajadi ympaBJiHHSA HpouedypamMu imeHTH(ikawii, aBTEeHTH]IKaMii,
aBTOpM3alii, KOPHUCTyBadiB 1 mpomeciB B iH(opmamiiHux Ta iH(oOpMaliiHo-
TeJIEKOMYHIKaI[ifHNX (aBTOMAaTH30BaHUX) CHCTEMAX

MIPOCKTYBaTH Ta pPeajli3yBaTH KOMILICKCHI CHCTeMH 3axucTy iHdopmaiii B AC
opramizarii (mIIpHEMCTBA) BiANOBIAHO O BHMOT HOPMATHBHUX OKYMEHTIB
CHCTEMH TEXHIYHOTO 3aXHCTY iHPOpMaIii;

BHpINTYBATH 3a7adi 3aXHUCTy IOTOKIB MaHWX B iH(pOpMamiiHuX, iHMOpMarliitHo-
TEJIEKOMYHIKaIifHIX (aBTOMATH30BaHUX) CHCTEMAX;

BHU3HAYaTH PIBEHb 3aXMIICHOCTI 1H(QOpPMAaLIHHUX pecypciB B iH(OpMAIiHHUX Ta
iHpOpMaNifHO-TeNeKOMYHIKalliHHUX (aBTOMAaTH30BaHHUX) CUCTEMAX;

BUKOPUCTOBYBAaTH 1HCTPYMEHTAJIbHI 3aCO0M OLIIHIOBaHHS MOXIIMBOCTI peaizamii

MOTCHIIIMHUX ~ 3arpo3  iHdopmMarii,
TeJIEKOMYHIKaIiHNX (aBTOMATH30BaHMX) CHCTEMAX.

mo o0poOisieTbess B

iH(popMaIiiiHO-

4. CTpyKTypa HaBYAJIbHOI JUCHMILTIHU

Temarnunuii nian a5 AeHHOT GOpMHU HAaBYAHHSI

Po3nonin roguH Mix BUIaMu pooiT
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3micToBuii Moay.b 1. [Iporpamui kommiiexcu 3axucty AC Bil HeCAHKIIOHOBAHOTIO 10CTYNY
Tema 1. BBenenns B aucruiuiiny. OCHOBHI TepMiHH
Ta BU3HaYeHHs. HopmatuBHO-IpaBoBa 6aza 8 2 6
3axucty AC Big HCJ|
Tema 2. Kpurepii o1iHKu 3aXumieHoCTI iHpOopMaIii
B KOMIT FOTEPHUX CUCTEMaXx BiJl HECAHKLIIOHOBAaHOTO | 24 2 6 6 10
TOCTYITy
Tema 3. Knacuikariis aBTOMaTH30BaHUX CUCTEM 1
CTaHAApTHI PYHKIIOHATBHI TPOd 1T 3aXHUIIIEHOCTI o 5 6 6 10
o0pobiroBaHoi iH(pOpMaIIii BiJi HECAHKIIIOHOBAHOTO
TOCTYITy
Tema 4. ba3oBi nporpamHi komruiekcu 3axucty AC
. B1 HPOTD Y 56 | 6 8 12 30
BiJl HECAaHKI[IOHOBAHOT'O IOCTYITY
MoyapHUNA KOHTPOJIb 8
CemecTpoBH KOHTPOJIb 30
Yeworo | 150 | 12 | | 20 24| 56
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5. IIporpama HaBYAJBHOI IUCHUILIIHA

3microBuii Mmoayas 1. [Iporpamui kommiexcn 3axucty AC Bil HeCAHKIIIOHOBAHOI0 AOCTYILY

Tema 1. BBeaenns B iucuuiutiny. OcHoBHi TepMiHu Ta Bu3HayeHHsi. HopmaTuBHO-ipaBoBa
0a3a 3axucty AC Bigx HCJ]

Brenenns B nucuurmutiny. OCHOBHI TepMiHM Ta BU3Ha4YeHHs. HopMaTtuBHO-TIpaBOBa 0asa 3aXuCTy
AC Big HCJI.

Tema 2. Kpurepii ouninkm 3axumenocti indgopmaimii B KoMI I0TEPHHUX cHCTeMaxX Bia
HECAHKI[IOHOBAHOTO JOCTYNYy

bazogi monsTTs. [ToOym0Ba 1 CTpyKTYypa KpUTEPIiB 3aXUIIEHOCTI iHhOpMAaITii.
Kputepii kondimenuirinocti: JloBipua KOHQIIEHIINHHICTh. AIMIHICTpaTUBHA KOH(DIIEHIIHHICTS.
[ToBTOpHE BUKOpHCTAaHHSA O0'€KTiB. AHami3 NpuxoBaHUX KaHaiiB. KoH}imeHIIHHICTP mpu OOMIHI.
Kpwurepii mimicHocTi: JloBip4a mislicHiCTh. AMIHICTpaTUBHA HUTICHICTE. Bigkar. L{imicHICTh Ipu OOMiHi.
Kpurepii nocrynuocti: Bukopucranns pecypceiB. CTilikicTh 10 BiagmMoB. ["apsiua 3amina. BigHoBiIeHHs
micns 360iB. Kpurepii cnoctepexxenocrti: Peectpanis. [nentudikanis i aprenTudikais. JlocToBipHuii
kaHai1. Po3mozin 06oB's13kiB. L{imicHICTh KOMITIIEKCY 3ac001B 3axucty. CamorectyBaHHs. [neHTudikaris
1 aBTeHTU(DIKaLig TpH 0OMiHi. ABTeHTHdIKaIlis BiAnpaBHUKA. ABTeHTUdIKalis oTpuMmyBada. Kputepii
rapanTtiii.  Apxitektypa. CepenoBume po3poOku. IlocmimoBHicTh po3poOku. CepenoBuiie
¢bynkuionyBanHs. Jlokymenranis. BunpoOyBaHHS KOMITJIEKCY 3aC001B 3aXUCTY

Tema 3. Knacudikauiss aBToMaTU30BaAHUX CHCTeM i cTaHaapTHiI yHKUioHaabHI mpoditi
3axuIeHocTi 00po0/roBaHol iHpopMaNii Bil HECAHKIIOHOBAHOI'O JOCTYIY

Knacudikariss aBromatuzoBanux cucteM. OyHKIioHAIBHI Tpodisi 3axuiieHocTi. BusHaueHHs i
npusHayeHHa. Cemantuka mnpodimo. Cranmapthi npodini. CraHmapTHi QyHKUIOHATBHI Tpodisi
3axuieHocTi. CtannapTHi QyHKITIOHAIBHI TPO] 1Tl 3aXUIIIEHOCTI 711 aBTOMAaTU30BAHUX CHUCTEM KJIacy
1. Cranpapthi ¢yHKIiOHaNbHI npodiai A aBTOMATH30BaHUX cHucTeM Kiacy 2. CranmapTHi
(dbyHKIIOHATBHI TPOUTI 3aXMIMEHOCTI JUIsl aBTOMAaTH30BaHMX cHcTeM kiacy 3. Bubip mpodimro
3aXMINEHOCTI 3aJIeKHO BIJ TPU3HAYCHHS aBTOMATH30BaHMX cucteM. CraHAapTHI (yHKIIOHATBHI
npodini 3axumenocti B KC, mo BXoAsTh 0 CKJIaqy aBTOMATH30BaHUX CHUCTEM, MPU3HAYCHUX IS
aBTOMaTHU3aIil JISUTBHOCTI oOpraHiB nepkaBHOi Biaau. CranmapTHi (yHKIIOHAIBHI mpodimi
3axutieHocTi KC, 1o BXoAsITh 10 CKJIaay aBTOMAaTH30BaHUX CUCTEM, SIKi PU3HAYEHI [T aBTOMATH3AIlI{
OankiBchKOi misutbHOCTI. CTanmapTHi ¢yHKIIOHAIRHI mpodini 3axumenocti B KC, mo BXomars 10
CKJIaJly aBTOMATH30BAaHHX CHCTEM, sIKi MPHU3HAYCHI MIJIs KepyBaHHS TEXHOJOTIYHHMHU TIPOIIECAMH.
CrannmaptHi pyskiioHanpH1 mpodim 3axumieHocti B KC, o BXoaaTh 10 CKJIaly JOBIIKOBO-TIONTYKOBUX
cucteM. BilMOBIAHICTh MPAaBOBUM BUMOTaM.

Tema 4. ba3oBi nporpamui kommiekcu 3axucty AC Bil HeCAHKIIOHOBAHOTO I0CTYNY

[Iporpamui kommiekcu 3axucty AC BiJ HeECaHKIIOHOBaHOro jaoctymy. Cucrema 3aXuCTy
iHdopmarii «JIO3A». [Iporpamuuii KOMIIEKC 3ac00iB 3axuCTy 1HGOpPMAIIil BiJl HECAaHKI[IOHOBAaHOTO
noctyny "I'pud". Kommuekc 3aco0iB 3axucTy iH(opMamii BiJf HECAaHKIIIOHOBAHOTO JOCTYIY B
iH(dopmariiHo-TenekomMyHikamiiHii cucteMi«V T [-Py6ix». Kommiekc 3aco6iB 3axucty iHdopmariii Bijg
HecaHKIioHoBaHOTO noctyny OpenPGPAHRani3 tunosux npodiem Buposamxenns [IK3 AC HC/I.

6. KoHTpoJ1b HABYAJBLHUX I0CATHEHD

HaBuanpHi MOCATHEHHS CTYACHTIB 3 IUCIUIUIIHK OIIIHIOIOTHCS 32 MOIYJbHO-PEUTHHTOBOIO
CHCTEMOIO, B OCHOBY SIKOi TOKJIaIEHO MPUHIIHII OOTEePaliifHOT 3BITHOCT1, 000B’ I3KOBOCTI MOYILHOTO
KOHTPOJTIO, HAKOITMYIYBAJIBHOI CHCTEMH OIIHIOBAaHHS piBHS 3HaHb, YMiHb Ta HAaBUYOK, PO3IIMPEHHS
KUTBbKOCTI migcymkoBux OaniB 10 100.

OrmiHka 3a KOXHHUH 3MICTOBHH MOAYJIh BKJIIOYAE Oalyd 3a MOTOYHY POOOTY CTyACHTa Ha
MPAKTUYHUX Ta JTA0OPATOPHUX 3aHATTAX, 32 BUKOHAHHS IHAWBIAYAIbHHX 3aBIaHb, 32 MOIYIbHY
KOHTPOJIbHY poOOTYy. BHKOHAaHHS MOIYJbHHX KOHTPOJBHUX POOIT 3IIHCHIOETHCS B €IEKTPOHHOMY
BUDIISII. MOIYIbHUNH KOHTPOJbh 3HaHb CTYJAEHTIB 3MIMCHIOETHCS IICTS 3aBEPIICHHS BUBYCHHS
HaBYaJLHOTO MaTepiaxy 3MiCTOBOTO MOJIYJIS.

VY mpotieci OIiHIOBaHHS HaBYAJIbHUX JOCSITHEHb CTYJICHTIB 3aCTOCOBYIOThCS TaKi METO/IU:
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- Memoou ycnozco konmpoato. THANBITyaJIbHE OMMMTYBAaHHS, (DpOHTANIBHE ONMUTYBAHHS, CITIBOECia,
3aJiK.

- Kowmn'tomepHo2o konmpono: IporpaMu - EMYJIATOPH.

- Memoou camoxonmponio. yMiHHSI CAMOCTIHHO OIIIHIOBATH CBOi 3HAHHS, CaMOaHaTi3.
Kinpkicte 6amB 3a poOOTYy 3 TEOPETUYHHM MAaTepiajioM, Ha MPAKTUYHUX 3aHATTAX, IIJ Yac
BUKOHAHHS CAMOCTIHHOT pOOOTH 3aJICKUTH BiJl TOTPUMAHHS TAKUX BUMOT

- CHCTEMAaTHYHICTbH BiJBiyBaHHS 3aHSTh,

- CBO€YACHICTh BUKOHAHHS HABYAIBHUX 1 1HIAMBIyaJbHUX 3aB/IaHb,
- TNOBHHUH 00CAT iX BUKOHAHHS,

- SKICTh BUKOHAHHS HAaBYAJIbHUX 1 IHAWBIyaJbHUX 3aB/IaHb,

- CaMOCTIMHICTb BUKOHAHHS,

- TBOpYHH MiJIXiJ Y BAKOHAHHI 3aB/IaHb;

- 1HINIATUBHICTh y HABYAIbHIN TisSTTBHOCTI;

- BUKOHAaHHS TECTOBUX 3aBJaHb.

KoHTposnb ycmimHOCTI CTYIEHTIB 3 ypaxXyBaHHSIM IMOTOYHOTO 1 MiJACYMKOBOTO OIlIHFOBAaHHS
3MIMCHIOETHCS BIANOBIHO /0 HABYAIbHO-METOMWYHOI KApTH MUCHUIUTIHM, € 3a3HAYCHO BUAH
KOHTPOJTIO 1 KITBKICTh OastiB 3a BuamMu. CHUCTEMYy PEUTHHTOBUX OaliB JJIs PI3HUX BUAIB KOHTPOJIO Ta
NOPSIZIOK TX TepeBeieH s y HallioHabHy (4-0anmpHy) Ta eBponeiickky (ECTS)mkany momano Hmkue y
TaOJINIIAX.

Po3paxyHOK peiiTHHTOBHX 0aJiB 32 BUAAMH MOTOYHOT0 (MOIYJIHLHOT0) KOHTPOJIIO

o Monyns 1
T m 2 M
N [ K=
S3E| g 2 2
Bu AisIbHOCTI CTyIeHTa =R o g 2 =
o = X Moo ==
Zz o O A = 9
= = 2
g KB
= g
BinBinyBanHs aeKiii 1 6 6
BinBinyBaHHS CEeMIHAPCHKUX 3aHATh 1
BiaBigyBaHHS MpaKTUYHUX 3aHATH 1 10 10
BinBinyBaHHs 1a00paTOPHUX 3aHSITH 1 12 12
Po6oTta Ha cemMiHapChKOMY 3aHSTTI 10
Po6oTta Ha mpakTHUHOMY 3aHSATTI 10 10 100
JlabopaTopHa podora (B TOMY 4UCIIl IONYCK,
P pHa p ( y HOILY 10 12 120
BUKOHAHHS, 3aXHCT)
Bukona 3aBla CaMOCTIMHOT
WKOHAHHS 3aBIAaHb Ul CAMOCTINH 5 15 75
poboTtu
BukoHaHHS MOJTyJIBHOI pOOOTH 25 4 100
Bukonanns IH/[3 30
MaxkcumanpHa KiabpKicTh OaiiB: 423
Po3paxyHok koedimieHTa: 423/60=7,05

CamocriitHa poOOTa € BUJIOM 11032 Ay TUTOPHOI 1HIUBIIyaIbHOI TiSTTEHOCTI CTYJEHTA, Pe3yIbTaTh
SKOi BUKOPHUCTOBYIOTBCSI y MPOLIEC] BUBUEHHS MPOrpaMOBOr0 MaTepiaay HaBYaJIbHOI JTUCHUILIIHHA Ta
MICTUTh PE3yIbTaTH IOCITITHHUIIBKOTO TIONIYKY, BigoOpa)ka€ TEBHUN pIBEHb HOr0 HaBYAIbHOI
KOMIIETEHTHOCTI.

Iporpamui komiuiekcu 3axucty AC BiJl HECAHKIIIOHOBAHOTO TOCTYITY,
125Ki6epbesneka



[epenik TeM a1 caMOCTiIHHOT pOOOTH CTY/ICHTIB

Ne KinbkicTs
HasBa Temu bann
3/m rOAMH
3micToBuii MoayJn 1
1 | HopmatuBHo-mipaBoBa 6a3a 3axucty AC Big HCJ] 2 5
2 | Ctpykrypa kputepiis 3axuiieHocti indopmanii HJI T3I. 4 5
3 | Kpurepii xondinenmiitnocti HJ[ T31. 4 5
4 | Kpurepii minicaocri HJ{ T3L. 4 5
5 | Kpurepii nocrynuocti HJI T3I. 4 5
6 | Kpurepii cioctepexxenocti HII T3I. 4 5
7 | Kpurepii rapanriit H/] T3I. 4 5
8 | ®dynkmionansHi mpodim 3axumenocti HI T31. 4 5
9 | CrannpaptHi ¢pyHKIioHanbHI npodini 3axumienocti HJ[ T3I. 4 5
10 | Bubip npodiuto 3aXHIEHOCTI 3aJIeKHO BiJ] MPU3HAYCHHS 4 5
ABTOMATHU30BAHUX CHCTEM.
11 | IIporpamui komrekcu 3axucty AC BiJl HECAHKIIOHOBAaHOTO 4 5
JIOCTYITY.
12 | Cucrema 3axucty iHpopmarii «JIO3A». 4 5
13 | IIporpamuuii KOMIUIEKC 3ac00iB 3aXHCTy iH(pOpMaIlii Bz 4 5
HECaHKITIOHOBaHOTO aoctymy "['pud"”.
14 | Kommuiekc 3aco0iB 3axucTy iH(opMaIlil Bii HECAHKIIIOHOBAHOTO
JOCTYIY B iH(OopMaIliiiHO-TeIeKOMYHIKaIliiHii cuctemi«VTI- 4 5
PyGix».
15 | BignoBigHicTh TporpaMHUX KOMIUIEKCIB 3axucty AC Bif > 5
HECAHKI[I0HOBAHOTO JOCTYITY MPAaBOBUM BUMOTaM.
Pazom 56 75
Kpurtepii oriHtoBaHHSI CaMOCTIHHOT pOOOTH CTyICHTa
No . MaxkcumanbHa KiTbKICTh
Kpurepii orintoBanHs poOOTH . .
n/n 0asiB 3a KOKHUM KPUTEPIEM
Kputnunmii ananis cyti Ta 3MicTy nepuiopkepen. Bukman
dakTiB, i7e#, pe3yabTaTiB JOCIIKEHb B JIOTIUHIN
1 | mocnmimoBHOCTI. AHaNI3 Cy4acHOT'O CTaHy JOCIIKCHHS 2 6ammn
poOIeMH, pO3TIIsiA TEHASHIIH MOIaIBIIOr0 PO3BUTKY JAHOTO
TUTAHHS.
Jloxa30BiCTh BUCHOBKIB, OOTPYHTOBAHICTh BJIACHOI MO3MIII,
2 | mpomo3uIlii 00 PO3B’ A3aHHS MPOOIEMH, BU3HAYCHHS 2 6ammn
NEPCIEKTHB JTOCIDKECHHS
3 | JloTpuMaHHs BUMOT IOJI0 TEXHIYHOTO 0(OPMIICHHS 1 Gan
Pazom 5 GaiiB

®opMHU NPOBeIEHHS MOAYJIbHOI0 KOHTPOJIIO TA KPUTEPIii OLlIHIOBAHHS
MonynbHU KOHTPOJb 3AIHCHIOETHCS BIAMOBIIHO 10 HABYATLHO-METOAUYHOI KapTH JUCIUILTIHA
Ta TepeBipsie PiBEHb JOCATHEHHS PE3yJbTaTiB HaBUYaHHS CTyJeHTiB. @opMa MpoBEIEeHHS — TECT, IO
ckiagaerses 13 3-153anurans. MoyabHa KOHTPOJIbHA po0OOTa OLIHIOEThCs y 25 OaiB.

®opMu NPOBEACHHS CEMECTPOBOI0 KOHTPOJII0 TA KPUTEPIl OLIHIOBAHHS
CemectpoBe (IiICYMKOBE) OI[IHIOBAHHS 3iHCHIOETHCS y (GOpPMI €K3aMeHy, YMOBOIO JIOITYCKY JI0
SIKOTO € OTPHUMaHHIM CTyAeHTOM 35 OaiiB (3 BpaXyBaHHSIM KOCQIIIEHTY) 3a pe3yIbTaTaMU IIOTOYHOTO
KOHTPOJIIO.

[Iporpamui komrutekcu 3axucty AC Biji HECAHKIIIOHOBAHOTO JIOCTYILY,

125Ki6epbesneka




OpieHTOBHMI NEpeJIiK MUTAHDb 1JISl CEMEeCTPOBOI0 KOHTPOJII0

01 BBEJAEHHS BAUCHUIUIIHY. OCHOBHI TEPMIHU TA BU3HAYEHHSI.
HOPMATHUBHO-ITPABOBA BA3A 3AXUCTY AC BIJI HC/
1. OcHOBHI TEpMiHU Ta BUZHAYCHHS.
2. HopmarusHo-npaBoBa 6a3a 3axucty AC Big HC/I.
02 KPUTEPII OIIIHKH 3AXMIIEHOCTI IH®OPMAIII B KOMITIOTEPHUX
CUCTEMAX BIl HECAHKIHIOHOBAHOI'O JOCTYIIY
3. Kpwurepii kondigeHiiitnocTi.
4. Kpurepii 1inicHOCTI.
5. Kpwurepii goctynHoCTi.
6. Kpurepii ciocTepexeHOCTi.
7. Kpwutepii rapanTiii.
03 KJIACHU®IKALIA ABTOMATHU30BAHUX CUCTEM I CTAHJAPTHI
®YHKIIOHAJBHI MPO®LII 3AXUIIEHOCTI OBPOBJIOBAHOI TH®OPMAIII
BIJIl HECAHKIIIOHOBAHOI'O J1OCTYIIY
1. Knacudikariiss aBBTOMaTH30BaHUX CUCTEM.
2. OyHKuioHaTBHI MPodii 3aXUIIEHOCTI.
3. CrannmaptHi GyHKIIIOHATBbHI TPOQ1ITT 3aXUIIEHOCTI.
4. BuOip npo(iiaro 3aXUIIEHOCTI 3aJ€KHO BiJ IPU3HAYCHHSI aBTOMAaTU30BAHUX CUCTEM.
04 BA3OBI ITIPOTPAMHI KOMIIVIEKCH 3AXHUCTY AC BIJl HECAHKIHIOHOBAHOI'O
JOCTYIIY
1. Cucrema 3axucry iHdopmartii «JIO3A».
2. Ilporpamumii KoOMIUIEKC 3aco0iB 3axucTy iH(opmarii BiJf HECAHKI[IOHOBAaHOIO JOCTYIY
"T'pud".
3. Kommuieke 3aco0iB 3axucty iH(opMarllii BiJi HECAaHKI[IOHOBAHOTO JIOCTYIY B iH(OpMaLiiHO-
TenekoMyHikariiHii cucteMi«VTI-PyOix».
4. Komrmutekc 3aco0iB 3axucTy iHdopMarlii Bix HecaHKioHoBaHOTO fAocTyny OpenPGP.
HIxanaa BinmoBinHocTi oiHOK
Cyma 6autiB 3a
PeliTuHrosa BCi BUIN .
. . 3HaYeHHs OLiHKH
OIliHKA HABYAJIbHOI
NISJILHOCTI
BigmMiHHO — BiIMIHHUI piBeHb 3HaHb (YMiHb) B MEKaX
A 90-100 000B’ I3KOBOT'O MaTepiany 3, MOXKIMBUMH, HE3HAYHUMHU
HEIOJIIKaMU
Jlyxe no0pe - 10CTaTHLO BUCOKHI piBEHb 3HaHb (YMiHbB) B
B 82-89 Meskax 000B’ sI3KOBOTO Matepiaiy 0e3 cyTTeBux (rpyoux)
TTOMUJIOK
C 75.81 Jlo6pe - B mioMy 100pwHii piBeHb 3HaHb (YMiHbB) 3 HE3HAYHOIO

KUIBKICTIO TTOMUJIOK

3a10BIILHO - TOCEPEIHIM piBeHb 3HAHb (YMIHB) 13 3HAYHOIO
D 69-74 KUTBKICTIO HEIOJIKIB, IOCTATHIN /ISl TOJAIBIIIOT0 HaBYaHHS a00
npodeciiHOol AISUTHHOCTI

JIOoCTaTHBRO - MiHIMAJIBHO MOXKIIUBHUI TOMTyCTUMUI piBEHb 3HAHb

E 60-68 .
(ymir)

He3amoBinbHO 3 MOKITUBICTIO TOBTOPHOTO CKIIJAHHS -
HE3a/I0BUIbHHI PIBEHb 3HAHb, 3 MOXKJIMBICTIO TIOBTOPHOTO
NepecKiIajaHHs 32 YMOBU HAJIEKHOTO CAMOCTIIHOTO
JOOTIPALFOBAaHHS

FX 35-59

He3anoBinbHO 3 000B’ I3KOBUM ITOBTOPHUM BUBYCHHSIM KYPCY -
F 1-34 JOCHTh HU3bKHI PiBEHb 3HAHB (YMiHb), [0 BUMArae MOBTOPHOTO
BHUBUCHHS JUCIUTLIIHU

Iporpamui komiuiekcu 3axucty AC BiJl HECAHKIIIOHOBAHOTO TOCTYITY,
125Ki6epbesneka
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7. HaB4aJIbHO-MeTOAUYHA KAPTKA AUCIHUILIiIHA

Pazom: 150roz., nekmii — 12roxu., 1abopatopHi 3aHATTS — 24T0.1., TpakTU4Hi 3aHATTS — 20T0/1., MOYIBHUI KOHTPOJH — 8TO.,

camocCTiiiHa PO

o6ora — 56rox.
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8. PexomeH10BaHi Txepesia

Ocnoena (6azo6aq).

1. 3akon Ykpaiau «Ipo ocHOBHI 3acaau 3a0e3reueHHs KibepOe3nekn Y KpaiHu».

2. YVKA3 IIPE3UJIEHTA YKPAIHU Ne447/2021T1po pimienns Pamu HarioHanbHOT Oe3MEKH i
o6oponn Ykpainu Big 14 tpaas 2021poky "IIpo Crpateriro kibepOesneku Ykpainu"

3. VKA3 MPE3UJEHTA YKPATHU Ne685/20211Ipo pimenns Pamu HarioHaabHOI Ge3mekH i
o6oponn Ykpainu Big 15xoBtHSI 2021poky "[Ipo Crpareriro iHdopmarliiiinoi 6e3mnexu”

4. HA_2.5_004_99KpuTepii OLIHKH 3aXHUIIEHOCTI iH(pOpMAIlii B KOMIT IOTEPHUX CHCTEMaX.

5. HA_2.5 005_99.Knacudikariiss aBTOMAaTH30BaHUX CHUCTEM 1 CTaHIApPTHI (QYyHKIIOHAIBHI
podisTi 3aXUIIEHOCTI.

6. HJI T3I 1.1-003-99, ¥epmiHooris B ramxy3i 3axucTy iH(opmarllii B KOMI' FOTEPHUX CHCTEMax
BiJl HECAHKI[IOHOBAHOTO JIOCTYITY», - 3(.

7. Anpapees B.I., Xopomko B.O., Yepenniuenko B.C., lllenect M.€., OcHoBu iHdopmaIiitHOi
6esnexu. [linpyunuk. —K.: Bug. AYIKT, 2009. —292.

8. TI'ymak I'M., I'punp A.K., Menpauk C.B. Metogomnoris 3axucty iHhopmarllii: HaBYaJIbHO-
metonuyaui nmocionuk. —K.: Bugasaunrso HA Cb Ykpainu, 2015. — 25%.

9. Kob6o3eBa A.A., Mauanin 1.0., Xopomko B.O., Anami3 3axumieHocTi iHQOpMaIifHIX CUCTEM.
[Migpyunuk. —K.: sun. JIVIKT, 2010. - 316.

10.TIpuknaaHi acreKTH aHAli3y Ta CHHTE3y MOJITHK Oe3meku: HaBd. mocio. / B.A. Kozauok, H.B.
Kopmyn, H.II. Masyp, A.B. Ilnaronenxo, II.M. Cknananuuii — K.: KuiBcbkuii yHiBepcuTer
imeHi bopuca I'pinuenka, 2021. — 26¢.

11. Texnonorii 3a0e3neueHHs 6e3mneku MepexeBol iHdpacTpykrypu. [[linpyunuk] / B. JI. Bypsuok,
A. O. Azocos, B. B. Cemxko, B. IO. Cokonos, I1. M. Cxmagaguauii. —K.: KYBI', 2019. — 218.

12. I{umbamok B.C. Inpopmariiitae npaso (teopis i npaktuka). Monorpadis. —K.: 2009. - 364.

Jlonomidcna

1. Borym B.M., loBuaskoB O.A., KpuByna B.I'. TeopeTnyHi 0CHOBH 3axuIieHUX 1HPOPMALIHHIX
texnousorii. Hasu. mocionuk. —K.: JIVIKT, 2010. — 454.

2. bypsuok B. JI. Indopmariiinuii ta kibeprnpocTopu: mpoOjaemMu Oe3MeKH, METOIU Ta 3aco0Hu
oopors0u. [[Tinpyunuk]. / BJI. Bypsuok, I'M. I'ynak, B.b. Tonyoko. — K. : TOB «CIK I'PVII
VYKPATHA», 2015. — 449.

3. bypsuok B.JL., Tomona C.B., AnocoB A.O., Ko3zauok B.A., Jlykosa-Uyiiko H.B. Cucremuuii
aHami3 Ta NPUAHATTA pimeds B iHbopMamiiHid Oe3memi: migpyunuk. /B.JI. Bypsdok,
C.B. Tomomna, A.O. Anocos, B.A. Ko3zauok, H.B. JlykoBa-Uyiiko/ K.:IVT, 2015. — 34%.

4. €pmommu B.B., Hepoiit S1.B. Anani3 i ominka pusukiB iHpopmariiinoi 6e3neku. /Hepoiit 51.B.,
€pmomnn B.B.// Monorpadis. —K: IVT, 2015. — 124_.

5. Indopmarmiitna 6e3neka iHGOPMAIIHHO-KOMYHIKAIIHHUX cucTeM. JlabopaTopHU MPaKTHKYM.

Yactuna 1 —Kommuieken 3aco6is 3axucty indopmauii Bix HCJI: nau. noci6. / M.B. 3axapuenxo,
B.I'. Kononosuy, B.U. Kinsaimes, [I.B. I'ones // 3a pen. ak. MAI M.B. 3axapuenka.— Opeca:
OHA3 im. O.C. Ilonosa, 2011. — 16&

9. lonaTtkoBi pecypcu

1. CERT-UA: [Enextponnwuii pecypc]. — Pexxum nocrymy: http://cert.gov.ua/.

2. Bepxosna Paga Ykpaiuu. 3akonomaBctBo Ykpaiuu: [Enektponnuii pecypc]. — Pesxxum gocrymy:
http://zakon.rada.gov.ua/laws/

3. Jlep:xaBHa cayx0a creriaabHOro 38 53Ky Ta 3axucty iHdopmarii: [Emxekrponnuii pecypc]. —
Pexxum noctymy: http://www.dsszzi.gov.ua/dsszzi/control/uk/index.

4. Ilporpamuuii  kommuiekc  3aco0iB  3axucty  iHopmamii  Bim  HCJ  «'pud».

http://www.ict.com.ua/?Ing=1&sec=8&art=51
5. Cucrema 3axucry indopmariii JIO3A._http://avtoprom.kiev.ua/product.html/

IIporpamui komriekcu 3axucty AC BiJl HECAHKI[IOHOBAHOTO JIOCTYITY,
125Ki6epbesneka
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