Encryption Algorithms in IoT: Security vs Lifetime
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Abstract: IoT devices are inherently limited by their processing capabilities and power capacity.
While aiming to maximise their lifespan, one of the biggest challenges they face is to reduce the
computational burden, especially for tasks such as encryption, data transmission, or compression.
This paper investigates the lifespan of an IoT device transmitting encrypted data as a function of
the encryption algorithm used and the packet length. We focus the analysis particularly on
lightweight algorithms popular in IoT ecosystems, such as AES, XTEA, HIGHT, KLEIN, ECC,
PRESENT, Serpent, Piccolo, Blowfish, and Twofish. The results of the study indicate that the type
of data encryption used for transmission has a significant impact on the IoT device lifetime, together
with the data length and the input parameters used. To summarise, the Piccolo algorithm is the most
energy-efficient, leading to maximum lifetime and low power consumption, followed by AES,
XTEA, and KLEIN. At the other end of the spectrum, ECC, Blowfish, Twofish, PRESENT, and
Serpent have high power consumption, hence they should be less preferred for the device-to-device
or device-to-gateway IoT communication. Aside from the acknowledged energy efficiency of
ciphers based on substitution-permutation operations versus Feistel ones, the results show that
algorithms of first group, such as Serpent and PRESENT, require significant encryption and
decryption times, while Feistel ciphers such as Piccolo, XTEA and HEIGHT are notably fast.

Keywords: IoT communication model, lightweight cipher, encryption, power consumption, energy
efficiency.

1. Introduction

With the growth of IoT technology, more embedded devices, sensors, and other
physical objects are becoming connected to the Internet, making available the information
that they collect, transmit and store for subscribers of IoT services, analytical companies,
or municipalities. Embedded and IoT systems are becoming pervasive, deployed using
various communication technologies as Zigbee, LoORaWAN, Sigfox, WiFi, 3G/LTE [1,2]
across various domains, including home automation systems [3,4], healthcare [5],
automotive [6], industrial installations [7], municipality services [8], critical infrastructure
[9], private and public space [10].

With its popularity, IoT also brings issues for IoT service providers and deployers
related to compliance with different IoT platforms and integrating devices with various
technical characteristics and from different manufacturers into a single application or
system. This issue is apparent as soon as a customer starts to address security. The use of
the IoT system should be characterized not only by the efficiency of data transmission,
device characteristics, communication protocol, but also for data protection since, in most
cases, personal data and leakage may compromise the entire [oT system.

In this context, providing confidentiality, integrity, and availability of the data
transmitted in IoT remains an ongoing challenge, as fundamental information security
principles have always been a major concern when deploying real-world applications.
Although many research efforts focused on improving the security of IoT systems, the
continuous increase in number of attacks shows that there is still significant work to be
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done yet. This is due to a combination of factors, starting with the risks associated with
IoT, which tend to be unknown and/or hard to identify, and ending with the effectiveness
of security measures, which is typically difficult to assess. In addition to these inherent
challenges, a significant number of IoT devices continue to be deployed without using a
sufficient level of security exposing their devices to risks [11, 12].

The most convenient alternative to provide confidentiality and integrity is to use
encryption of the data transferred between IoT devices. A recent survey determined that
most companies are concerned about IoT security but, in addition 24% of companies are
even more concerned about the functionality of the product [13]. Over 50% of companies
are actively implementing an IoT security strategy on their IoT devices and processes, and
85% of companies use encryption to send the data from the end device to the gateway.
The choice of encryption algorithm must be approached wisely, as the use of long-key
algorithms, while it does increase the level of security, also is computationally intensive
and reduces the lifetime of the device. Traditional encryption algorithms require
significant resources and embedded devices are bound by their limited computation
capacity, memory, and battery life. Hence, [oT device developers are faced with the
problem of balancing security and energy capacity [14]. Due to the limited power and
computation capacity of IoT devices, not all the encryption algorithms used in computer
networks are suitable for IoT [15,16]. To address this issue, lightweight block ciphers were
specially designed to work on devices with limited resources [17-20]; such algorithms are
generally characterized by smaller block sizes, smaller key size, lower memory usage (due
to minimal encryption/decryption overhead), and shorter execution rounds.

The limited energy capabilities in low-resource devices are the most critical challenge
[20]. Energy issues dramatically affect the lifetime of the IoT ecosystem that, in turn,
affects the lifespan of the IoT elements and processes as showed in [21], and optimize the
management policy in the company. The estimation of the device lifespan can help to
predict the Mean Time Between Failures (MBTF) and survivability of the wider IoT
ecosystem and inform maintenance timeframes. In this study we propose a model for
estimating device lifetime with secure data transmission and analyse ten lightweight
encryption algorithms that are suggested to use for IoT. We will show how the type of
data encryption and the data length affect the lifespan and power consumption of the
device.

1.1. Contributions

Our contributions are summarized as follows:

o We review the security challenges for different communication models in IoT
systems and provide a taxonomy of IoT end devices and communication schemes,
explaining what device types and protocols are in use for each of the models.

. We offer an up-to-date approach of estimating the maximum lifetime of an IoT
device with secure data transmission, achieved by using a series of encryption algorithms.
J We provide a set of recommendations, based on the results of our study, for

choosing the optimal cryptographic algorithm and size of payload for deployment of IoT
systems, calculate the maximum battery life for nodes in the network and vary the level
of security depending on the sensitivity of transmitted data.

1.2 Paper Outline

The paper is organized as follows: Section 2 presents a background of importance the
implementing security in the IoT system. Section 3 presents related work information on
evaluating of the IoT device lifetime. Section 4 discusses lightweight block ciphers design.
Section 5 develops model for evaluating the lifetime of an [oT device. The model results
are then compared for different lightweight cryptography algorithms in terms of lifetime
and power consumption in Section 6. Concluding remarks are discussed in Section 7.
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2. Background

The recent significant success and deployment of IoT are posing an ever-increasing
challenge for security. IoT devices are used in many areas of services and industries,
across both personal and commercial applications, and the nature of threats varies in each
domain and depends on the implementation scenario. The typical security level of IoT
technology remains quite low despite its pervasiveness and popularity.

2.1. IoT Security

Back in 2015, Symantec conducted a study on the security of 50 IoT devices and
concluded that 19% of the tested devices communicate without encryption, for example,
Transport Layer Security (TLS), and none of the devices provided mutual authentication
[11]. Another study by Dragoni et al. [22] analyzed the security breaches of 21 smart
devices and found that only 9 of them had any security mechanisms in place, while the
rest were easily breakable due to their weak security protection mechanisms, including
encryption. Similarly, the authors of [23] tested the security level of 28 devices and
concluded that 39% of them did not use TLS for communication.

According to a Gartner report from 2018 [24], most companies secure IoT not as part
of their business strategy but as line-of-business units. The poor “security by design” and
the limited control over the technology within connected devices are direct consequences
of this strategy and led to the growing number of cyberattacks on the Internet of Things.
Between 2015 and 2018, 20% of the organizations were exposed to the attacks on their IoT
systems, as reported by Gartner [24]. According to a study from 2020, only 60% of
breaches are detected and can prevent their cybersecurity measures, with the other 40%
of the incidents being ‘hidden” ones originating from their IoT ecosystem [25]. Therefore,
providing security is an important task at all system levels and, with the correct
implementation of cybersecurity measures, the probability of hacking remains negligible,
especially given the fact that billions of users use IoT systems every day [26].

2.2. IoT Communication Models and Security

Encryption remains the most effective approach to protect data in transit. It may be
applied on any segment along the data path, either device-device, device-gateway, and
device-cloud or gateway-cloud levels. The choice of encryption algorithm depends on the
architecture and communication models of the IoT system. By definition, in an IoT
environment, all devices must be connected to the Internet, and, for this, it is necessary to
provide interfaces for connecting “things” to the world. Based on their level and ability to
communicate, not all “things” are equal. The IoT device scope is vastly heterogeneous
considering the variety of hardware options, operating systems, and communications
protocols between end devices and services. Most IoT device life cycles show that devices
are manufactured and deployed to a variety of locations worldwide. Some “things” can
have Internet access and implement cryptography mechanisms natively while for others
that are computation and power-constrained, implementing encryption might be
challenging. The types of devices are shown in Fig. 1. They are divided into resourceful,
resource-constrained, and resourceless devices.
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Figure 1. Classification of IoT end devices.

Resourceful end devices have an unlimited power supply, they are autonomous and
do not require additional infrastructure elements to run. Such devices can simultaneously
act as sensors, gateway, HTTP server, storage, they might perform fog-computing and
operate as a platform for Web of Things with all the services it provides. Unlike their
resourceful counterparts, resource-constrained “things” have limited resources of power
and computation capabilities, but they can operate as sensors, perform basic calculations,
and communicate with other entities (gateway, cloud, or web servers). Finally,
resourceless end devices are passive objects that might be detected using unique
identifiers, such as RFID tags and QR codes. They cannot perform calculations, do not
have storage or memory capabilities, they display only an identifier or a set of characters,
which require an additional device and software. In some cases, they can be expanded
using software deployed in the cloud or on the local gateway.

This paper focuses on the resource-constrained objects, as it is the category which
presents the most significant risk — devices that have a level of processing power that may
be of interest to an attacker but do not have sufficient resources to mount a complete set
of protection mechanisms. We will investigate what encryption algorithms can be applied
to such devices and how they may affect the lifetime of the device. To evaluate the
efficiency and effectiveness of traditional encryption algorithms used in computer
networks versus the light encryption algorithms for IoT, we need to consider and
understand the communication model of a typical IoT system. The communication model
represents the fundamentals of an IoT that is connecting things regarding information
exchange protocols, network protocols, and software. It is useful in the design stage of the
IoT architecture solution to understand the interoperability of the elements and required
software.

The Internet of Things paradigm relies on two interaction/communication models:
direct and transit. When using a direct connection, an IoT device transmits information
either to another IoT end device (for example, a sensor communicating with an actuator)
or to a cloud service, that processes the data and generates a response action. For transit
interactions, a dedicated device or gateway plays the role of the intermediary by receiving
information from other IoT devices and sending the collected data to the application
service provider for processing or, in the case of fog computing, communicate with a
dedicated device which handles the local requests.

As mentioned above, direct interaction models include device-to-device and device-
to-cloud data exchanges [27]. Fig. 2 presents a high-level classification of the
communication models for IoT.
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Figure 2. Classification of the communication models in IoT.

2.2.1. Device-to-Device

In this model, two or more devices are directly connected and exchange data with
each other, and not through an intermediate device (Fig. 3).

The device-to-device model is particularly popular for home automation systems,
HVAC systems, and personal health monitoring, characterized by low-rate, small packet
size exchanges, where data does not necessarily have to be shared with multiple people.

The device-to-device objects belong to the second type of the IoT devices, resource-
constrained, and include portable and wearable devices, light bulbs, light switches,
thermostats and door locks, a heart rate monitor connected to a smart-watch.

Sensor

loT protocol, e.g.
ZigBee, Bluetooth

Actuator

Figure 3. Device-to-device communication.

In most cases, connectivity is provided by short-range low-power communication
protocols such as Bluetooth, including the energy-efficient variants (Bluetooth Smart or
Bluetooth version 4.0+, Z-Wave, or ZigBee), depending on the device capabilities. Low
power communication protocols allow the devices to work for months or years on a single
battery. Its lower complexity can also reduce its size and cost.

In the device-to-device model, security is simplified because of the short-range radio
technologies employed and the proximity of communicating devices. In the case of
targeted attacks, it is possible to intercept traffic remotely using electromagnetic waves,
an avenue that was thoroughly explored [28-30]. Missing or weak encryption within IoT
device-to-device communication will lead to the illegal interception, modification, or
tracking of the data, which can further impact the security of all IoT systems, the network,
and the operational level.
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2.2.2. Device-to-Cloud

This model involves devices that support HTTP and TCP/IP, provide a REST inter-
face, and can directly connect to the Internet via the web API to exchange data and control
message traffic, using, for example, Wi-Fi, cellular or Ethernet, such as shown in Fig. 4.
This communication model is suitable for relatively powerful devices which can run a
lightweight web server. Typically, embedded web servers have more limited resources
than the clients who access them, such as browsers or mobile phones. Due to efficient
cross-layer HI'TP and TCP stack optimizations and relocation of computational-intensive
tasks to the server-side, such web servers with advanced features may have a memory
footprint as small as 8KB. There are plenty of examples of such embedded web servers,
including GoAhead, Barracuda Embedded Web Server, Lighttpd, or Slinger by Neutrino.

I
\\

= Application A

Figure 4. Direct (Device-to-cloud) communication model.

The device-to-cloud objects belong, primarily, to resourceful, sometimes to resource-
constrained, and include Raspberry Pi and Photon based devices, smart bulbs or
surveillance cameras connected to Wi-Fi, system-embedded consumer IoT devices such
as Samsung Smart TV and Nest Learning Thermostat, smart tracking tags, or doorbells
that use publish/subscribe communication with a smartphone that listens for events. A
cloud connection allows the user to remotely interact with their IoT device using the web
application, from accessing the home surveillance camera or remotely update the software
of the device to attaching additional services, such as voice assistants or behavior
analytics. In these cases, the device-cloud model extends the capabilities of the IoT device,
adding convenience to the end-user.

From a security point of view, this model presents more challenges than the device-
to-device alternative because objects on a home network need to deal with tunneling,
NAT, or TCP for passing a firewall. It also exposes the device to security threats directly
from the Internet. Moreover, this model requires two types of credentials, one for device
access level (for example, the SIM card of a mobile device), and one for cloud access.
Security in this type of communication relies on the transport level encryption provided
by transport protocols such as DTLS [31] and on the underlying technology, e.g. WiFi or
3G/LTE. Usually, the IoT device and cloud service are owned by the same provider and
any attempt to integrate devices made by different manufacturers to the one cloud service
would also bring in increasing security concerns.

One of the modifications of the device-to-cloud model is when the IoT device cannot
run an HTTP server and requires a powerful and scalable cloud platform to run it and act
as a gateway. This model is cloud-powered, whereby the REST API is provided by the
cloud server and the device uses some other protocol such as CoAP, MQTT, to
communicate with the server. This modified model is suitable for IoT applications that are
deployed over a wide geographic area with many devices that need to be centrally
coordinated (for example, air pollution sensors). Both models are presented in Fig. 5.
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Figure 5. Examples of the webserver deployment on the device-to-cloud model.

2.2.3. Device-to-Gateway

This model relies on proxy communication, as the IoT device uses an intermediate
device to access the application service provider, as shown in Fig. 6. In this model, the IoT
device is not capable to support HITP requests directly and needs a more powerful
device, such as a smartphone, that connects health wearable devices or activity trackers
[32]. To address this, an application gateway acts as a proxy for the device by offering a
REST API and the external application can communicate with the proxy using a simple
HTTP client. The gateway can be used to connect all kinds of existing IoT devices to the
network. The role of the local gateway is typically provided by a smartphone that runs an
application to communicate with the device and transfer data to the cloud service.

This model is typically used by a range of popular consumer products, such as
personal fitness trackers, powered by batteries, that cannot use Wi-Fi or Ethernet because
of their high-power requirements but can use low-power protocols like ZigBee or
Bluetooth. In this context, the “thing” can be accessed via a non-http-based protocol.

The device-to-gateway objects belong to the second type of the IoT devices, resource-
constrained, and include battery-powered door sensors, sensors, and actuators in home
automation systems that are bridged to the gateway device with ZWave transceivers,
Zigbee or other transmission technology that, in turn, connect to a cloud service, such as
the SmartThings ecosystem promoted by Samsung.

- > R

( Application j
<C Service ProﬁiD

~

Figure 6. Transit (Device-to-gateway) communication model.

In the device-to-cloud model, the local gateway provides security services, such as
securing the transmission and delivery of data. A gateway can add a level of security or
authentication, temporarily collect and store data, provide semantic descriptions for
“things”, and so on. Thereby, the resource-constrained devices that represent the focus of
this study are deployed in device-to-device, device-to-gateway, and cloud-powered
device-to-cloud model. For all these scenarios, the challenge of implementing security is
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of significant interest given that resource-constrained devices, as mentioned before, do not
have the computational or power resource required by traditional security methods
[4,33,34]. This challenge has triggered a series of studies in the field of light cryptography,
which provides a compromise security solution using low cost, low latency
implementations that consume less memory [18].

Various parameters are used to evaluate the effectiveness of Light Weighted
Algorithms (LWA) or ciphers (LWC) and allow a comparison; such parameters may
include security level, power, and energy consumption, execution time, chip area, a figure
of merit (FOM), or delay. While all these are of relevance for the research community, a
more robust and encompassing measure of the device abilities is the lifetime of a device;
as a result, the scope of our paper is to investigate how the choice of security algorithm
affects the lifetime of the device and system.

The next section provides an overview of existing approaches for evaluating the

effectiveness of cryptography in IoT and the evaluation of the IoT device lifetime.

3. Related Works

Given the prior research relating to IoT device lifetime, it should be noted that no
studies considered both the energy consumption for data transmission and for ensuring
data protection. Many papers present separate estimates for specific
encryption/decryption execution times of different ciphers, energy, and power
consumption during encryption/decryption, or the energy consumption during
transmission using various communication technologies. While these are indeed critical,
the actual battery/device lifetime is a far more informative parameter, as it clearly
indicates for how long the system will potentially work autonomously without requiring
elements replaced.

All studies can be divided into two major groups: (a) studies about device lifetime
under various network topologies, physical conditions, or/and data processing demands;
and (b) studies investigating the security of data transmission.

A typical example is a work presented in [16], which compared different LWA
(Twofish, Blowfish, DES, 3DES, AES, RC2, RC4, and ChaCha20) in terms of block size, key
size, execution time, CPU and memory consumption. These ciphers were tested on the
IoT devices by running them on different file sizes ranging from 1 MB to 128 MB. Results
showed that the Twofish algorithm had the highest execution speed amongst all the block
ciphers and the ChaCha 20 stream cipher showed the best performance and efficiency by
all parameters amongst both block and stream ciphers.

In [35], an evaluation of different block ciphers was carried out and their performance
was ranked based on memory, CPU usage, and computational cost. The algorithms were
XXTEA, RC5, AES, CGEA. Authors concluded that RC5 is the most memory-efficient
cipher but recommended to use AES-256 or CGEA because of their long key size.

Batra et al. [36] dealt with various existing lightweight solutions in IoT. The study
provides an analysis of the algorithms based on the key size, block size, number of rounds,
and attacks possible using the literature review method. Authors considered ciphers such
as PRESENT, HIGHT, RSA, ECC, AES and concluded that, for an IoT scenario, symmetric
algorithms are more suitable due to their smaller keys and reduced complexity, which
subsequently leads to faster encryption requiring less processing power. They all,
however, have the same inherent limitation - secure exchange of the secret key, and hence
rely on a more secure secret key distribution method, followed by symmetric
cryptography to achieve confidentiality and integrity.

The study [37] presents a review of the modern lightweight cryptography. They
made a structural analysis of several cryptography algorithms, including PRINT, SIMON,
KATAN, HISEC, OLBCA, PRINCE, PRESENT, KLEIN, TWINE. Some of these algorithms
use a Feistel network, the others—the SPN, but each of them has its own properties. The
authors made a comparative analysis of algorithms by architecture, key size, block size,
number of rounds. The analysis showed that, if the algorithm has enough S-blocks and a
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well-developed linear operation, then it will provide high security and the cost depends
on the design.

The authors in [19] evaluated the performance of different ciphers in terms of energy
consumption. For modelling, they chose HEIGHT and KATAN algorithms because of
their in-depth analysis of design options and results in the literature. The result showed
that the optimum energy is achieved when the block size is between 48-bit and 96-bit and
the number of rounds is 16 or less.

Though many surveys reportedly included various encryption algorithms for IoT,
most of them focused on the analysis of one algorithm or comparison of only a few of
them. Several works give performance evaluation for a bigger list of LWC, but an in-depth
analysis has not been carried out. The most recent study that provides a comprehensive
cross-comparison of LWC ciphers, including 54 LWC implementations, was performed in
[18].

The second group of studies focused on estimating battery/device lifetime and
investigated how it can be improved. Several studies [38—41] present an analysis of the
lifetime only during data transmission, depending on the wireless technologies used.
Other studies [42-45] consider how structural characteristics of the loT system
(heterogeneity of IoT devices, network topology, etc.) impact on the lifetime. The works
[46—-48] investigated the impact of device characteristics, such as duration of sensing cycle,
data gathering, activity modes, on the lifetime of the device.

The authors in [49] proposed a smart rescheduling of the duty-cycles for increasing
the lifetime of the device and evaluated their solution using a simulation tool. The security
algorithm and transmission technology were not accounted for during the simulation.

The power consumption and device lifetime were also investigated in [42]
specifically for various battery powered sensors for home automation systems. The
characteristics were measured long term for different modes of sensors (sleep, active) and
from different locations within a home (toilet, bedroom, kitchen), using 6LoWPAN
communication technology. The study aimed to provide a baseline be used for prediction.
The authors did not mention whether the transmission was encrypted or not.

The authors in [48] covered the issue of device lifetime only from the perspective of
wireless transmission technology. They investigated energy consumption and device
lifetime under a various duration of cycle and size of the transmitted packet for
6LoWPAN, 802.15.4, 802.11ah, Bluetooth low energy, LoRa, and SIGFOX. Results showed
that, for small data sizes, BLE achieves the longest lifetime, but 802.15.4 performance is
not far behind, for ultralow traffic intensity, LoRa and SIGFOX achieved the best lifetimes,
while for high data traffic intensity it was better to use 802.11. The authors did not consider
the security overhead for each technology, except SIGFOX, they represented security for
this by adding 2 bytes to the packet size for representing the using HMACs for message
authentication in SIGFOX.

In [50], the authors outlined a list of parameters that affect the energy consumption
and lifetime of IoT devices. Among them, there was a radio duty cycle on the MAC layer,
header size, application protocol, communication protocol. During their experiment, the
authors determined the minimum and maximum values of a lifetime (in hours) for each
parameter. The authors made no references to any security mechanisms in relation to
energy consumption.

In [51], the authors solve a topology optimization problem to prolong the lifetime of
the IoT network. Their mathematical approach uses predefined energy values of each
node and then balance these values. Any particular network or device parameters, e.g.
CPU and memory usage, the size and frequency of data transmitted, as well as the ability
to use encryption or other security methods, were not included in the research.

In [52], the authors investigated power consumption and device lifetime under
various duration of the sensing cycle. The proposed method calculates the best sensing
period using the learning data that consist of the remaining time, the remaining power,
and the amount of power consumed of each node.
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Based on the analysis of existing solutions for estimating the lifetime of the IoT
device, we can distinguish three main areas that can affect it:

J Technical characteristics, such as chip area, critical transmission range, signal
level, wireless adapter, hardware manufacture, CPU usage, and memory usage.
. Functional characteristics, including wireless communication protocols, data

transmission protocols, the nature and frequency of data transmitted, the ability to use
encryption, and other security methods.

. Structural characteristics, in particular network topology and heterogeneity of
IoT devices.

This brief review shows that, in the context of the limited resources of IoT devices, it
is challenging at best to use traditional communication technologies both for data
transmission and for data protection in IoT systems. Therefore, this stage of implementing
IoT systems is characterized by a variety of solutions in this area that also proves the
importance and relevance of research on the IoT devices lifetime. Authors should discuss
the results and how they can be interpreted from the perspective of previous studies and
of the working hypotheses. The findings and their implications should be discussed in the
broadest context possible. Future research directions may also be highlighted.

4. Overview of Cryptographic Algorithms for IoT

Most of the algorithms currently used in IoT belong to the group of LWC, symmetric
block ciphers. Such ciphers are based on two types of structure: Substitution-Permutation
network (SPN) and Feistel [53]. The Feistel structure splits a data block into two equal
pieces and uses rounds for encryption, with each round having two separate processes,
one to encrypt the plain text and one substitution technique. The decryption process is
similar to encryption, the difference is that the keys are used in reversed order. As it can
easily be inferred, security is directly proportional to the number of rounds, but that
increase comes at the expense of higher latency associated with the implementation. The
slow encryption and decryption are the disadvantage of this structure, making it
unsuitable for small latency networks. The main advantage of the Feistel structure is low
memory usage due to the use of the same program code for the encryption and decryption
processes. This can be implemented in battery powered IoT devices with low average
power. There are several Feistel ciphers, available, including DES, TEA, Camellia, SEA,
CLEFIA, TWINE, LBlock, Piccolo, Blowfish, HIGHT.

The SPN structure uses a single round function that is applied to the whole data
block. It is based on Shannon’s principle of confusion implemented through the
substitution and principle of diffusion with the linear transformation. The security
depends on the complexity of the linear function. The decryption process is done by
simply reversing the encryption and provides faster computation in comparison with the
Feistel ciphers. Its main advantage is the low resource implementation as SPN needs less
energy than other structures for offering the same level of security, because it requires a
lesser round of execution. The disadvantage is a high level of attacks on SP-based
algorithms related to differential and linear cryptanalysis, due to the absence of a key
schedule. SPN ciphers include AES, PRESENT, Klein, Serpent.

Asymmetric ciphers are less used in IoT but very popular for resourceful devices, as
they are more computationally demanding than symmetric algorithms. Such ciphers can
also be used for key exchange and to authenticate an IoT device before data encryption
and transmission. Typical such algorithms are RSA and ECC. By design, ECC requires a
lower key size than RSA to provide an equivalent security level. The trend is to move from
RSA to ECC, a popular choice for the IoT security developers and recommended by
Symantec [11], as security requirements mandate key size increase. Moreover, they are
included in most cryptographic key management systems used by small and medium
businesses that makes them attractive for companies [54]. The disadvantage of symmetric
ciphers is a large key size, higher memory consumption, slow speed of execution. This is
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a challenge for developers and researchers to improve ECC by reducing memory
requirements and computation complexity.

To estimate the lifetime of an IoT device with applied cryptography mechanism, we
chose, following an extensive review of current IoT security research, several symmetric
and ECC encryption algorithms: AES, TEA, XTEA, HIGHT, KLIEN, Blowfish, Twofish,
Serpent, and ECC.

Tiny Encryption Algorithm (TEA), proposed by [55] in 1994, is a LWC with a Feistel
structure implemented in a very short program code with simple operations of XOR,
ADD, and shifting on a 64bit block size and using 128bit keys. The algorithm is considered
secure but, due to its low complexity, is vulnerable to fkey-related attacks. To enhance its
security, the TEA algorithm was modified into extended TEA (XTEA) [56] and Block TEA
(XXTEA) [57]. XTEA uses a block size of 64 bits, has 32 full cycles, in each complete cycle
of two rounds of the Feistel structure. XXTEA ha 64-bit block size and 128-bit key size
with a variable number of rounds of Feistel network (6 to 32 full cycles). The
cryptoanalysis of XXTEA showed that it is resistant to a plaintext attack based on
differential cryptanalysis using 259 queries [58,59].

Advanced Encryption Standard (AES) [60] is an SPN based block cipher
standardized by NIST, also known as Rijndael. AES has a fixed block size of 128 bits and
operates on a 4x4 bytes matrix. The algorithm uses 4 transformations to convert the plain
text into cipher text: arranging data into an array or matrix by SubBytes operation, shifting
rows by ShiftRows, then mixing and combining the four bytes in each column by
MixedColumns and finally simple XOR in AddRoundKey operation. The available key
sizes are 128, 192, 256 bits, with 10, 12 and 14 rounds of repetitions respectively. The higher
the key size, the stronger the encryption but AES is still vulnerable to man-in-middle
attack [61]. Typically, sensors have the implementation of AES-128 but for resource-
constrained devices, AES could be too expensive.

PRESENT [62] is based on SPN based ultralightweight block cipher standardized by
ISO/IEC. PRESENT has a block size of 64 bits and a key size of 80 or 128 bits, and a number
of rounds are 31. The code size is very small (1000 bytes) and only a single S-box is used
instead of eight S-boxes. Low memory consumption and low complexity allow
implementing this cipher in RFID tags, which is not possible using the standard AES
encryption. This cipher is hardware-based and served as the base for many other
ultralightweight ciphers. While appealing given its compact code footprint, PRESENT is
vulnerable to differential side-channel attacks [63] and key-related differential attacks on
reduced key rounds of 17-26 out of the 31 rounds [64-66], as well as all short key size
ciphers.

KLEIN [67] is a typical SPN based ultralightweight cipher with a block size of 64 bits
and 64, 80, and 96 bits keys size with 12, 16, and 20 rounds of repetition respectively. The
cipher can be implemented as software on sensor platforms that gives more flexibility and
lower costs of deployment, and at the same time, its hardware implementation can also
be compact. The operation used for achieving compactness is the multiplication operation
of bytes, e.g. MixColumns, avoiding bit-shifting operations. KLEIN is resistant to various
cryptanalysis techniques as claimed by itsdevelopers but as all short key size ciphers
vulnerable to key-related attacks for up to 8 rounds out of 12 in Klein-64, exploits
weaknesses of the diffusion layer and key schedule [68, 69].

Elliptic curve cryptography (ECC) [70] is an asymmetric cipher based on the
algebraic structure of elliptic curves over finite fields. It uses scalar multiplying which
involves point adding and doubling operation. The size of the key of elliptic curves is the
size of the field over which the elliptic curve is defined. ECC is another option for
lightweight cryptography because it requires less key size and less storage as compared
to RSA, therefore, it can work faster and be implemented in the resource-constrained
devices [71]. To optimize the use of low power devices ECC uses bit-shifting operation
instead of complex multiplication operation [72]. The security level provided by the 1024-
bit key in RSA cipher can be obtained with a 160-bit key in ECC.
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Blowfish [73] is a Feistel based LWC that uses a block size of 64 bits and a varying
key size between 32 and 448 bits. It has also 16 rounds of Feistel structure, makes use of
large key-dependent S-boxes. A small key is perfect for encryption in resource-
constrained devices. It is an open-source algorithm developed by Schneier with no
effective attack against it. Several researchers tested the security of Blowfish and were
successful in breaking key but no more than on the fourth round of algorithm, and key
can be detected but no more than on 14th round [74].

Twofish [75] is a block cipher with a Feistel structure similar to AES, DES and
Blowfish algorithms. Twofish has a block size of 128 bits and uses key sizes of 128, 192
and 256 bits with 16 rounds of repetition. The plain text is broken in-to two 32-bit words
and then encrypted into the F-boxes. Each of them contains a layer of 4 S-boxes that
depends on different keys and a 4-byte linear transform based on a Maximum Distance
Separable (MDS) matrix. The Pseudo-Hadamard Transform (PHT) is used to combine the
two 32-bit words. Then two additional 128-subkeys are XORed with the data. Twofish
cipher has not been broken yet, any linear attack requires at least 2120.8 chosen plaintexts,
a successful differential attack can break up to 5 rounds.

HIGHT [76] is a Feistel based cipher uses with 64 bits block size and 128 bits key size
through 32 rounds. HIGHT was designed specially to operate in a low resource
environment, a parallel implementation allows improves speed and implements an
algorithm in RFID systems. All operations are simple computations such as mod28 or
XOR, without the usage of S-boxes. From a security perspective, HIGHT provides
sufficient security but it is vulnerable to differential and saturation attacks [65,77].

Piccolo [78] is a Feistel based ultra-lightweight block ciphers which are suitable for
extremely constrained environments such as RFID tags. It uses 64-bit block cipher
supporting 80 and 128-bit keys with 25 and 31 rounds of repetition respectively. One
round of Piccolo consists of two functions: an AddRoundKey that XORs the output with
the round key; and Round Permutation functions that groups the 64 bits of a block into 8
bytes and permutes the bytes. Each of these functions includes three operations:
SubNibble, MixColumn, and SubNibble. Piccolo, as well as PRESENT, are hardware-
oriented lightweight ciphers. Piccolo offers efficient security level and is resistant to key-
related attacks and man-in-the-middle attacks, as testing showed that key size can be
retrieved if the number of rounds is reduced down to 14 and 21 rounds without whitening
for Piccolo-80 and -128, respectively.

Serpent [79] is an SP-network based block cipher that uses a block size of 128 bits
and a key length of 128, 192, and 256 bits with 32 rounds of repetition. Each round consists
of such operations as key mixing operation, substitution through S-boxes, and a linear
transformation. In the last round, this linear transformation is replaced by an additional
key mixing operation. All 32 rounds use 32 different S-boxes each of which maps four
input bits to four output bits. Decryption is different from encryption, for inverse linear
transformation and key reverse order is used. The Serpent is considered to be the most
secure, even more than the Rijndael algorithm but has a slow speed of implementation.
Since IoT devices send data infrequently, the algorithm is one of the ideal candidates for
encryption in IoT.

5. Estimation of Power Consumption and Lifetime of IoT Device

The lifetime of an IoT device is one of the critical features when deploying IoT
technology. It is important to estimate in advance the approximate operating time of each
node until the battery exhaustion. This indicator directly depends on the device life cycle
which includes several factors such as device operating modes (the periods of device
active and passive mode), the topology of the Internet of things network, the
communication technology, type and amount of data transferred and security mechanism
[21]. The life cycle of the IoT end device is shown in Fig. 7.
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During the data transmission process, the system should apply the security measures
to achieve the confidentiality and integrity of data. The applied security measures
significantly affect the lifetime of the device, subject to the authentication mechanism and
the choice of data transmission encryption algorithm. In the latter case, the
encryption/decryption of data traffic is the most energy-consuming activity, proportional
to the volume of the traffic itself.

To estimate the lifetime of the device, we use the improved model proposed in [4,21]
which allows estimating the lifetime of the device as a function of the encryption
algorithm and the length of the transmitted packet. To do this, as part of an improved
model for IoT device, we introduce the following designation: Ej,r is the initial energy of
the device’s battery (J), Pjor is the total power that the device consumes in one cycle (W),
and LT,y is a lifetime of IoT devices.

Then, following [3], the lifetime of the IoT device can be calculated using the
following equation:

E
LTior = - (1)

Pror

Further, according to [80], the traditional power consumption equation for an IoT
end device is:

_ Pa tAt':PS fs’ )
where P, is power consumption in an active mode, mW; t, is the total time spent in an
active mode, sec; P is power consumption in a sleep mode, mW; ts is the total time
spent in sleep mode, sec; ¢, is the duration of one cycle of the IoT device, sec.

As shown in Fig. 7, the active mode includes the processes of reading and processing
data, data transmission and confirmation, as well as encryption and decryption.
Accordingly, each one of these processes is characterized by their duration. Then, given
the time spent in active mode, the power consumption during the active phase is
calculated using the following equation:

PIOT

Py-ty=Pp-tp+ Pr-tr + Poee * tsec 3)

where Pj, isaverage power during reading and processing of data, mW; t; istime spent
on reading and processing of data, sec; Pr is average power during data transfer and
subsequent confirmation, mW; t; is time spent on data transmission and receiving of
confirmation, sec; P is the total power consumption for data encryption and
decryption, mW; tg.. is the total time spent on data encryption and decryption, sec
(which depends on the type of cryptography algorithm).

In equation (2) and (3), the quantities Ps and P, are constant, determined by the
features of the specific hardware implementation of the IoT device. The P; power
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depends on the wireless transmission standard used, the frequency of outgoing packets
F, the packet size (in bits) L,acker Of the transmitted data, as well as the energy spent on
transmitting one bit E; and depending on the characteristics of a particular transceiver,
and is calculated using the following equation:

Pr=Er- Lpacket -F (4)

According to [20], the time t; spent on the data transmission and receiving the
confirmation is equal to:

tr = twait T ten + tor + teonys @)

where t, is the constant channel listening time that determines its occupancy, equal to
8 symbol periods or 128 us; t.ons is time to transfer confirmation, s; t,4; is waiting time
for data transfer, s, calculated as:

twaic =W - H, (6)

and depends on random time interval W, which is aninteger selected randomly each time
which determines the channel occupancy; for example, in all editions of the IEEE 802.15.4
standard for the 2.4 GHz frequency band, one symbol period is W = 3 ps for the best
case and the worst-case W =7 us; H is constantly equal to the period of 20 symbols.

Time spent on data transfer t;, can be calculated by the following equation:

ttr — (Lpacket;hl‘field)'gl (7)
where Lgieq is the size of the service fields of the packet, bytes; Ch is a channel data
transfer rate, kbps.

In turn, the quantity P -tsec from equation (3) includes two processes of
encryption and decryption, each taking a different time, depending on the type of
encryption algorithm. The total power consumption for the data encryption and
decryption Py - tse. is calculated as:

Piee * tyee = sec(enc) * tsec(enc) + Psec(dec) ' tsec(dec) (8)

where Pgecency and Pgecgecy are the power consumption for data encryption during
time tsec(ency and decryption during time tec(gec), respectively, mW.
Thus, variables Pgeciency and Pgeciaecy are defined using the following equations:

PSec(enc) = Venc * lencs )
PSec(dec) = Viec * laec (10)

where V,,. and I,,. are the voltage and current for encryption process respectively;
Viec and I4e. are the voltage and current for the decryption process respectively.

Then, based on equation (2)—(10), equation (1) can be rewritten as follows:
EjortcCh

LTior =
Pptp Ch+(ET"Lpgcket'F) t1'8+Psec-tsec'Ch

(11)

6. Calculation of the IoT Device Lifetime using the Proposed Model

We used Arduino Mega 2560 as an exemplary IoT device to calculate the lifetime of
IoT device. This platform was chosen due to its performance and compatibility with a
range of expansion cards. As this research is focused on the power consumption of the
external battery connected to this device, the capacity of the batteries is a defining factor
in the calculation.

To evaluate the performance of different ciphers, it is necessary to perform two steps:
1. An experimental study of the selected encryption algorithms deployed on two

Arduino Mega 2560 boards acting as end devices, transmitted and receiver,

communicating via the wireless RF 433 MHz module running the selected encryption
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algorithms implemented using github libraries. A total of ten encryption algorithms
were investigated (AES, XTEA, HIGHT, KLEIN, ECC, BLOWFISH, Twofish, Serpent,
Piccolo, and PRESENT) with various packets sizes within one cycle. For consistency
and similarity of the security level of the algorithms, most ciphers were set with a key
size of 128 bits, except for ECC (160 bits), and KLEIN (96 bits). To measure the
encryption/decryption time and power usage we used the micros () from the Arduino
library which returns the number of microseconds since the Arduino board began
running the current program. To measure power consumption, we used values for
voltage V and current I obtained from the METRAHit 16S — analogue-digital
multimeter.

2. Calculation of the lifetime according to equation (11), using the values obtained from
Step 1 as input and the parameters listed in Table 1. We use the longest interval
possible of 8 seconds to set the device into power down sleep mode. The CPU
frequency is the Arduino clock speed that defines how many operations the board can
execute per second. The default clock speed for most Arduino microcontrollers is 16
MHZz that equals 16 million instructions per second.

Table 1. Input data for transmission.

Parameter, measurement unit (designation) Value

The initial energy of the node (Ejor), kJ 20

Packet size (Lpgcket), bytes 50, 100, 200
CPU frequency (F), MHz 16

Power consumption in active mode (P), mW 0.02

Power consumption in sleep mode (Ps), mW 0.003
Channel bit rate (Ch), kbps 250

The size of the service fields of the packet (Lieq), bytes 17

Time sleep (t;), s 8

Step 1 represented the experimental study of the given encryption algorithms to
reflect the dependence between the encryption/decryption time and the power
consumption as a function of the packet length. The results of these experiments are
summarised in Table 2 and Table 3.

Table 2. Encryption and decryption time for various length of packets.

Algorithm Length of packets, bytes
L=50 L=100 L =200

Encryption Decryption Encryption Decryption Encryption Decryption

time, ms time, ms time, ms time, ms time, ms time, ms
AES 5.76 6.76 8.38 8.44 14.23 14.87
XTEA 6.24 6.24 9.36 9.67 16.34 16.53
HIGHT 8.32 8.34 12.20 12.30 18.44 18.45
KLEIN 5.84 5.88 9.06 9.11 15.40 15.47
ECC 10.84 10.80 13.12 13.17 18.78 18.99
Blowfish 27.70 41.20 43.00 52.80 62.00 68.70
Twofish 25.40 37.40 41.30 51.56 58.80 66.00
Serpent 21.40 38.30 30.70 48.50 65.40 70.64
Piccolo 5.62 3.35 7.74 6.50 13.56 12.82
PRESENT 14.58 30.12 22.46 43.65 34.76 92.70

The results showed that some algorithms, such as PRESENT and Serpent, required
more time for decryption due to the usage of different transformation functions for
encription and decrytion. The algorithms with Feistel stucture, i.e. XTEA, HIGHT, Piccolo,
in vast majority showed similar times. The fastest algorithm was Piccolo, which require
significant less time than the others. AES, XTEA.HIGHT, Klein can be clustered in a
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second group, given their medium encryption/decryption time. Finally, the slowest
algorithms were PRESENT, Twofish, Blowfish, and Serpent.

Table 3. Total power consumption for cryptography algorithms, mW.

Algorithm Length of packets, bytes
L =50 L =100 L =200

AES 0.56 0.71 1.20
XTEA 0.61 0.85 1.32
HIGHT 1.21 1.71 2.21
KLEIN 0.65 0.90 1.47
ECC 6.37 8.46 9.30
Blowfish 5.96 7.02 10.64
Twofish 5.57 7.87 10.10
Serpent 5.68 7.99 10.20
Piccolo 0.16 0.66 1.22
PRESENT 4.24 7.60 11.20

Regarding the power consumption (Table 3), the results showed that some of the
ciphers with Feistel structure (Piccolo and XTEA) require less or similar energy when
compared to the algorithms using an SP structure, which contradicts the theoretical
assumption that ciphers with an SP network structure spend less energy than the Feistel
ones. Aside from being the fastest algorithm, Piccolo also achieved the lowest power
consumption. In addition, although the SPN based ciphers are considered faster in
execution than Feistel ciphers, the results show that some of the SPN based algorithms,
Serpent and PRESENT in particular, have higher encryption and decryption times, while
Piccolo, XTEA, and HEIGHT work relatively fast among Feistel ciphers.

Based on the obtained values of power consumption (Fig. 8) and the encryp-
tion/decryption time, the lifetime of the IoT device can be calculated according to
equations (2)-(11). The values are presented in Table 4 and Fig. 9.

Table 4. Results of calculation of lifetime IoT devices, days.

Algorithm Length of packets, bytes
L=50 L=100 L =200
PIoT LTIoT PIoT LTIoT PIoT LTIoT

AES 1.12 318 1.46 266 217 176
XTEA 1.21 316 1.72 254 2.22 165
HIGHT 1.86 269 2.04 198 3.21 130
KLEIN 1.30 312 1.60 253 2.37 163
ECC 12.10 113 17.23 77 19.84 51
Blowfish 11.40 149 14.52 93 19.30 62
Twofish 11.03 152 15.37 86 19.10 65
Serpent 11.10 151 15.41 85 19.20 63
Piccolo 0.22 445 1.30 372 2.18 279
PRESENT 10.20 178 15.10 90 20.70 46

The results show that ECC-160 is the most energy-demanding cypher, hence it should
be the least preferred for the resource-constrained devices, therefore should be used only
if data security is critical for the respective process, given that ECC-160 corresponds to the
1024-bit key in RSA, which means it is highly secure. Given the values from Table 1, the
lifetime of a node with ECC encryption will be 51-113 days (2-3.5 months), depending on
the packet size.
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Figure 9. The lifetime for the IoT device with providing security techniques.

Although the HIGHT algorithm was specially designed for RFID tags, with emphasis
on low resource communication, the results indicate that devices using it will have a lower
lifetime than the AES, XTEA and KLEIN algorithms when applying a 128bit key.

AES, Piccolo-128, XTEA, and KLEIN are the preferred choices when combining
power requirements and maximum lifetime. Due to their simple structure, employing an
involutive S-block, the AES and KLEIN algorithms are mainly intended to reduce the
implementation costs and are considered relatively flexible and providing an average
level of security. The lifetime of a node with an encryption algorithms from this group
will be 6-10 months, depending on the size of the payload.

Amongst the group, the Piccolo Feistel based cipher scored highest and is the
cheapest choice in terms of power consumption. It allows node to operate about 15 month
without changing the battery for 50 byte packet length. Piccolo is considered as an ultra-
lightweight cipher that can be used even for RFID with key size of 80 and 128 bits; a
possible follow-up experiment may investigate the benefits of using an 80bit key, for
applications that permit it, in order to extend device lifetme.

7. Conclusions

The lifetime of the IoT device indicates the potential lifecycle of the whole system; at
the same time security represents one of the essential building blocks of an IoT system, as
it provides confidentiality and integrity of data. This paper proposes a model for
estimating the lifetime of an IoT device with an implemented security mechanism given
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an encryption algorithm used and the packet length. The study also performed an in-
depth analysis of the lightweight block cipher algorithms in terms of their lifetime and
power consumption, based on the cipher specification and security.

The results of lifetime can help developers during deployment phase of the IoT
system and provide a better maintenance schedule for the system.

As discussed in this paper, the lightweight cryptography algorithms should be used
in certain communication IoT models, as device-to-device, device-to-gateway and cloud-
powered device-to-cloud model, but the device-to-cloud model can also work with more
powerful and secure algorithms.

To benchmark the various algorithms, we used the Arduino Mega platform, to
perform a comparative analysis of the AES, XTEA, HIGHT, KLEIN, Twofish, Blowfish,
PRESENT, Serpent and Piccolo algorithms in terms of power consumption and maximum
lifetime. This ultimately allowed us to characterize the energy efficiency of these solutions
for further use on the end IoT devices.

The paper also considered the properties of Feistel network based and SPN based
ciphers. Although ciphers with SPN structure do spend less energy and are faster than
Feistel based ones, the obtained experimental results showed that some SPN based
algorithms, Serpent and PRESENT in particular, have significant encryption and
decryption time, while Piccolo, XTEA, and HEIGHT work quite fast among Feistel ciphers.

The results showed that ECC-160 consumes maximum power hence it should be least
preferred for the resource-constrained devices. It is recommended to use this cipher if the
security is in very high priority because the ECC-160 corresponds to the 1024-bit key in
RSA that means it is high secure.

The Blowfish, Twofish, PRESENT, and Serpent algorithms also have high power
consumption and less lifetime but could be considered for implementation in the systems
that require high security level.

AES, Piccolo-128, XTEA and KLEIN are preferable choices when look upon the
power requirements and maximum lifetime with an average level of security.

Finally, we concluded that the Piccolo algorithm was the most efficient and is
therefore the best choice in terms of power consumption.
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