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rpo rprrcyAx(euHq cryneHfl AoKTopa {i.noco$ii

Pasona cueqianisoBaHa BLreHa papla AA 26.133.062 KuisctKoro croJruqHoro

yninepcurery iueui Eopuca fpinueura BHKoHaBtroro opraHy Kraiscrroi rraicrroi

pal.v (Knincrrcoi vricrroi AepxaBHoi a.quinicrpaqii), uicro Kuie, npufiuxta

piureuu.a rpo rpr4cypKeHHr cryreH-f, AoKropa $inoco$ii : rany:i 3HaHb

12 IH$opnaalrifiHi rexuonorii Ha uiAcrani rpr4JrroAHoro 3axlrcry 4ucepmqii

9epHeurca Ponaana ManonafioBuqa <Mo4eni Ta MeroAa ga6egnerreHHr 3axr4cry

iH$opvraqii, rqo repeAaemcx ni4r<pvrruMvr KaHaJraMr4 B Mepexax iurepnery pevefi>

ea cneqianruicrro 125 Ki6ep6eguera 12uepeux2024 poKy.

9epneuro Pouas MunolafioBur{, 1997 poKy HapoAx<eHH-f,, rpoMaA.rrHr4H

Vrpaiuz, ocnira BHrIa: gardH.rrae y 2019 poqi uaricrparypy Kuincrroro

yninepcurery iueni Eopuca fpiHveHra 3a creqiamniqrro <Ki6ep6e3rreKa)).

TuuqacoBo He npar$oe.

[zcepraqiro euKoHaHo B Yuieepcrareri fpiuqeHKa.

Hayronufi xepinnux: Anocos Anapifi Onerccan4poBrrq, KaHAr4Aar

sificsKonux HayK, AoIIeHr, AorIeHr rcaQe4pra iH$opMaqifinoi ra r<i6epnerHqnoi

6esneKla iueni npo$ecopa BoroAraMrapa Bypxvra @arytrrery inSopvauifisux

TexHoJlortir ra MareMarl4Ku KaiecbKofo croJrr4qHoro yninepcurery ivresi Eopuca

fpin.reur<a.

34o5ynau uae 5 HayKoBr,rx ny6niraqrfrx, acaMe: 4 nayr<oeux BHAaHuxx (: nax

2 y cniyaaropcrei), BKJrloqeHr4x Ha Aary ouy6riryBaHHfl Ao nepenircy nayroezx

$axoeux BkIAaHb YrpaiHIa, 1 crarr.s (s unx 1 y cninanropcrni) y uepio4r.rqHoMy

HayKoBoMy Br4AaHHi, npoiir4eKcoBaHoMy y 6asi gaunx Scopus.

1. rlepueHro, P. M., Px6vyH, O. n., Bopoxo6, M. 8., Auocon, A. O., &

Ko:auor, B. A. (2021).lliAeraqeHux pieHr 3axr{uleHocri cHcreM Mepe)Ki inrepHery

pe.refi 3a paxyHoK ruuQpynauHx AaHvrx Ha rrpr4crporx s o6ruexeHuMrr

oSquclroBalrbHr4Mrr pecypcaMrr. ErexrpoHue Qaxone HayKoBe Btr1alalr's.
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V 4racxycii essrla yqacrb roJroBa i -rreHra pa:oeoi cneqiani:oeaHoi s.{eHoi

PAAId:

lynarc feuuadiil Murconailorurt, dorcmop mexuiuuux HayK, npofuecop,

npoQecop rcaQedpu iufuopuatlitiuol ma rci6epuemuquoi Sesnercu ia,teui npoQecopa

B o n o d uuup a Eypnurc a @ arcy n bm emy i u Q op u aq iituux m e xH o n o e i il m a rwam etut qmuKu

Kuiecurcozo cmonuuHoeo yuieepcumemy iaeui Eopuca lpiuueurca, 3qynatceHHfl ma

no1atrcauua:

l. O6rpyHryBaHHr n 1 pos4iri naupxvry 4ocni4xceHb yrBnrerbcr Aerrlo

cKoporleHuna, 4exri rroJIo)KeHHf, rrloAo HayKoBr4x nySriraqifi npo Kpr4nTorpaSivHi

4ocni4xeHHr aJrropr4rMy A5l1 6yno 6 loqinrHo repeMicruru g 3-ro Ao 1-ro

po3Alny.

2. B pos4inr 2.2 Atrs. onucy icuylouux crauAaprHr{x €rrrropraruin 3axr{cry

noAeKyArr BrdKopr4croByrorbcr oleparopr4 MoB rrporpaMyBaHHr 6es AeraJrbHoro



rof,cHeHHx ix cyri.

3. llicns ra6nuqi 2.1 nopieHrHH.rr alrropurMin 6yno 6 Aor{imno spo6uru

BlArroBlAHl BI{CHOBKT{.

4. [rx nocrarraHb Ha A)r(epelo in$opnaauii rop-rA a Sopuorc [uouepJ

BrlKopl4croByerbcf, Sopua [uouep, cmopiurcaJ. Eyno 6 4oqinruo BtlKopucroByBarr4

yHlQlKOBaHe rIOCr{JraHHtr.

5. llicns ra6rwgi 2.2 6yno 6 AoqinrHI4M Ha,{arn po3rurlpenufi KoMeurap

IrroAo Mo)KJIr{BI4x nacri4rin pearisaqii eusuaueHux 3arpo3 Ans 6egnerv IoT.

6. Ha c. 94 y rperboMy a6saqi .Urr ro3HarreHH.tr uepinuocri 6irie sarraicrr

gsl4.rafiHoro MareMarurrHoro cr4MBoJry <<f>> nraroprrcraHo eJreMeHT [porpaMHoro

KoAy <<!:>>.

7. B Sopvyni 3.10 3arr4caHo
Sars /

/^12
tr1o He ni4uoai4ae nipnorray

TeKeroBoMy KoMeuTapro, a raKoxr saN,ricrr [oH.rrrr-{ iurerpan IIantacaBrlKopr,rcraHo

KoMr' rorepnnfi repnaiu gnx ni4noni4uoi Synrcrlii.

8. finx eanporoHoBaHoro KpnrrrorpaSiuHoro piruenux Syno 6 Aoqinrno

Bu3HarIHrH fioro KJIac 6esueKla griAuo AepxaBHoi xnacu$ircaqii (4xepeno 199]).

9. B rexcri po6orr.r nplEcyrui oxperrai ceuaHrrauui, cunrarcu.{Hi Ta

rpaMarr{qui nouurxrz.

10. Y cnncry BHKopHcraHr4x AXepeJr upuc5rrHi oxperrai nocr4JraHHf,, rrlo
1.

oQopMneHl He 3a cTaHAapTHHMLT BHMO|aMT{.

Corconoe Bonoduuup lopiiloeuu, rcaududam mexuiuuux HctyK, doqeum,

doqeum rcaQedpu iu@opuatlitiuoi' ma rciSepuemuquot 1esnercu imeui npoQecopa

B o no duaup a Eypaurca @ arcynbm emy iufi opuaqiiluux m exHo no eiil ma 
^4 

am erv amuKu

Kuiecut<oeo cmoruttHozo yuieepcumemy iaeui Bopuca Tpiuueurca, 3ayqaJrceHHfl ma

nooail{aHHtr.'

1. HaeeAeHa n ra6ruqi 1.1 rcnacn$inaqix upncrpoin s o6\aexeHr4Mr4

oSqlrcruoBalrbnr4Mu pecypcaMr4 He 4o3Bon-fle oAHo3HaqHo Bra3HaqHTH Ao .lKoro

Knacy si.qHocurbcs npucrpifi, vepes neroqni rpNrepii tsH3HaqeHH.f, III4x ruacie.



2. lleperir< pinuin ($isuuurafi, uepexesufi i npurna4nuir) ua cropinrax

27 i 28 He y3ro.qxylorbc-f, : pinHxua (raHanrrtuir, MepexeBuit, rpaycnoprunfi i

rrpr4KnaAHrafi ), :a:narreHlrMr4 Ha pr4cyH rcy | .4 .

3. floHxrrx <po:ruN0pyBaHHr) i <4eruuQpyBaHnq) Br4Kopr{croByrorbct

ueuocni4oBHo, Ha[pHKJraA, Arrfl no3HaqeHux o4uiei i roi cauoi nporleAypu Ha

pr4cyHKy 3.2 nuropzcraui pi:ui rrou.f,rrr.

4. B $opuyd (3.1) ne Bkrcra'tae rpyilyror{Hx AyruoK.

5. (Doprrtyna n xiHqi rperboro a6saqy Ha cropiuui 94 Mae ABo3Haqnnfi

xapaKTep: savricm <<!:>> rurae 6yrn 3HaK Hepinnocri.

6. HenipHo 3urHaqeHi o4ranuqi nuuiprcnanux (<rurE>> i <rE>) B

ocraHHbonly a6saqi na cropinqi 115.

7 . He spo:yuino, qoMy Ha pr4cyHrcax2.5,2.7,2.8 i 4.8 sa 6asonufi ei4nix

vu6paua oAr4Hr4rl-r.

B. B uepruoMy orpI4MaHoMy pe3yJlbrari s (BvcHoBKax) rpeAcraBJreHa

zaitsa iu$opnnaqix 3araJlbHoro xapaKTepy. Bracnosrrr HeroqHo ni4noni4alorr

IOCTABJIEHI4M 3 AB,IIAHH.SM.

9. Tarox upucyrni nesHa.{Hi 3ayBaxeHH{ .qo poa4inoaux sHarie i

ysro4xeHocri cJloBocrloJryqeHb, nrapieHrona:a:os reKcry rorrlo. llyurr (1.6.

O6rpyHryBaHH.fl MerH rasa4aqAocriAxeHHr>) B nepuroMy po:4ini e saftsnNa, 6o nin

qacrKoBo AySnroe inSopvraqiro nase.qeHy y ncryni. V ncryni ei4cyrnx in$opuaqix

rpo Mery Aoc.uiAxennx. Bi4cyrHe rocr4JraHH-f, Ha pHcyHoK 2.9 B rercri

rlo.ficHloBalruoi 3arII4cKI{. Cxeua KepyBaHH.r pyxoM pericrpin Ha pr4cyHrcy 3.4 lrae

6yrw B ocHoBHoMy reKcri. Ha pr4cyHKy 4.7 zafisa paMKa. B rercri eycrpivarorrcx

a6peniarypu (AEAD, LTE, HCA, DDoS rorqo), xri ue BuKoprrcroByrorbcf, B

roAanblxoMy. Tarox Ha pr4cyHKy 2.9 Ta B Hasei rryHKry 1.1 europucraHi

cKoporleHH-f,. Ta6nprr1f, 4.1 po:ipnana. B cnr4cKy Br4Kopr4craHHX pKepen

riuepnocruraHH.rr oQopnrneHi e pisunfi cnoci6. .{nx 4xeper 18, 60, 83 i 98 saNaicru

rrocuJraHb Ha 4lKepeno [pr4Be4eni uocuJraHHtr Ha KaprKr4 po6ir y HayKoMerpr4rrHrdx

6asax. Bur<opncraHHr BeJrr4KHX ni:rep B asrrificrr<ux 3aroJroBKax Hocr{Tb

6 eg cu creu uuir xap aKrep.



Cuipuoe Onercciit Auamoniiloz?ttt, dorcmop mexuiuuux HeyK, npo$ecop,

saeidyeav rcafuedpu rci6ep6esnercu ma npozpqrvxHozo sa1esnerteHHfl Mexauirco-

mexHottoziuuoeo Qarcynumemy QeumpanuuoyrcpatucbKozo uat4iouanbHoeo

m exuiuu o e o yui e ep cum emy, 3 ay s qcrc eHHfl m a no 5 acrc auun :

1. Y 4pyronry pos4ini Al4ceprallifinoi po6oru a6colrotro nipHo BLBHarreHo

3arpo3u ra pH3I4KH 3axl4cry iu$oprraqii n laepexax iurepnery pevefi. Ilpore He nci

3 HI,IX uaSytu tloAanblxoro po3BI4TKy ra HaJre)KHoro oSfpynryBaHHr e uo4eli

3arpo3 6esneKn iu$opnaarlii n vepexi iurepnery peuefi.

2. 'V uerneproMy pos4ini aBropoM rrpoBeAeHo AocniAxeHHf, nnarQoprr.r 4nx

peani:aqii naoau$iKoBaHoro anropr4rMy ra oqiuKr4 rrrBuAKoaii. O6paHo npr{crpoi s

o6uexenlzuu o6qI4cJIIoB€rJrbHr4MH pecypcaMu, rrlo sa cBoiMra xapaKTepr4crr{KaMr4

ni4uocrrsc.f, Ao npucrpoiB Knacy C0, xrci 6ytw Br43Har{eHi xr ri, qo norpe6yroru

BrIpoBaA)KeHHt MeroAy KpkrrrrorpaQiunoro 3axr{cry iH$opnaarlii. llpore

4ocli4xenux 6yma 6 6insur rIoBHrlMr4, -tK rqo aBrop npoein aHanis po6oru

uo4ra$iroBaHoro anropl4TMy Ha npr4crporx s o6\aexeHHMH oS.rracrroBaJrbHrrMlr

pecypcaMtr, I{o sa ceoilal,I xapaKTepprcrr{KaMr{ ei4Hocxrbc.s Ao npucrpoin xracy C1.

3. Aeropou BH3HaqeHo, IfIo HanpsMr4 [oAaJrbrrrnx 4ocnipreHb s sa3HaqeHifi

ranysi Mo)Kyrb fpyHryBarrrcb Ha BAocKoHulreuui upoqeAyp renepaqii Br,rrraAKoBr/rx

napaMerpie. B rofi xe .{ac Aollimuo 6yno 6 po:rnxnyrra i MeroAr4 poepo6ra ra

BI{KopI{cra:u:afl yuircansnux i4enrraSiraropin Anfl ua4ifinoi i4enruQir<aqii

upucrpoin n uepexi.

4. B po:4inr3 na pHcyHKy 3.1 nra^saHo npr4crpifi urnros s ruroAeri cncreMr4

iH:repHery pe.refi. [oqimuo 6yno 6 zazua,ru'rw 6inrru KoHKperHi nuuorra 4o

o6qucruoBaJlbHr4x pecypcie raKoro rrpr4crporo BraxoArqn s fioro poli n cucreui.

fuamnrc Cepeiu Onerccaudpolutl - dorcmop mexuiuuux HayK, npofuecop, e.o.

npopeKmopa 3 uayrcoeoi' po6omu HaqiouanbHozo aeiat4iituozo yuieepcumemy,

3 ay 6 a)rc eHHn ma no 6 acrc auua :

1. )/ 3araJIbHHX peKoMeHAarliqx nroAo BrpoBaAlKeHHs MeroAy

Kpr,rnrolpa$iuHoro 3axrrcry iuSopvraqii, Iqo repeAaerrcr ni4r<purvMu KaHaJraMH



BI4CBlTJII4TI4

y Mepex(i 3

pecypcaMH,

3B'-fl3Ky B Mepexax IoT, anropoM 3arrporroHoBaHo nepe46auurr41o4arKosi Axepena

4rlx QopnayBaHHr Krroqa ra

BnJrHBy Ha AI$, rpore y

AoAarKoBi 4xepena AJrt

BlrKopr,rcToByBaTH.

cnHxpoMapKepa Ans ycyHeHHs Hacli4r<in Sisnvuoro

caMoMy 4ocni4Nenni He npeAcraBreno .f,ri caMe

Sopiraynaunx Krroqa ra cuHxpoMapKepa Mox{Ha

2. Y pos4ini I Ar4cepraHrorrr s4ificHeHa cnpo6a po3rn.f,Ay reoperuKo-

MeroAoJrori.IHlax 3aca1 3axacry in$opnraqii, sKa rrepeAaerbcr ni4xprarnrr,ra

KaHaIIaMrr sn'xsry B Mepe)Kax IoT, qo Ae;lKoro nripOro [epeBaHTa)Ktrrra po6ory

Sarruvuuna uarepi€LrloM. Fyno 5 4oqinrsirue y paMKax npo6revrr,r 4ocli4xeHux

ruu6rue caMe rrr4TaHHfl 4oc.ri4xeHH.r rrpororcorie AJr.f, rrepe4avi 4anax

HH3rKI4M eHeproc[o]KI{BaHHrrM Ta oSuexeuuNru o6.{IzIcJIroBaJrbHI{MH

nopinuxru ix :a [eBHr.rMr4 rprzrepixrrau.

3. V ra6n. 2.2 s xnifi ei4o6paxena MoAenb 3arpo3 iuSopnaaqii n cucreuax

IoT, nra.:aui sarpo3l{ An.r ueftrpa-uisaqii xKHX Heo6xi.qni uerpnnrorpaQi.rHi uerogu

3axl4cry. ,{oqinruo 6yno 6 6inrru AeraJrbHo orrncaru rrrJr.{xr4 nefirpanigaqii

BKa3aHHX 3afpo3.

4. Aeropona npoBeAeHvfi alnatb nepeBar ra HeAonir<in nupoBaAx{eHH.rr

Anf, MoAl4$iraqii anropurMy ruH$pyBaHH{ A5ll. Bo4no.rac 4ocli4nreHH.f, na6yno

6 6ilrruoro HayKoBo-npaKTl4qHoro 3HarreHHf , xrc6vt AkrcepraHT y3araJrbHraB

orpHnaani pe3ynbrarll B .IacruHi uopinuxHur anropr4rMy uruspynaHru A5ll,
Halpl4Kna.q, 3 aJIropIaTMoM urraSpyaanss A5l3 sxprit uody4onaHo Ha 6lounouy

uru$pi KASUMI. ,

5. 3go6ynau o6Nrexuscx 4ocri4x{eHH-{M crarr4crr4rrHr4x xapaKTeprrcrr4K

Ito4uSiroBaHoro Kpl4rlroanropurMy A5lI, npore Bapro 6yno 6 rarox 4ocni4raru

crifiricrr anropr{rMy Ao AetKI{x ni4ounx NaeroAie KprarrroaHani:y (niuifiHufi,

4 ra $ ep e n q tatruwir., an re 6p ai.ru nfi , re anro eu fi ) .

6. He sci a6peniarypn i cropo.reHHf, nuueceni Ar4cepraHroM y

eiAuoniAHuft po:4i.n Ha crop. 15 (HAT3I, K3I, SCADA, SMS ra iu.)



Peaynrrarn ni4xpuroro ronocyBaHHf, :

<3a> - 5 qnelliBpa4vr,

<dlporra>> - HeMae,

<<Vrpunranncb) - HeMae.

Ha ni4crani peaymrarie ni4xpraroro roJrocyBaHHfl pa3oBa cueqianisoBaHa

BqeHa pal:a trA 26.133.062 rpl4cyAxye r{epueury PouaHy Mraxon afionuuy cryniHr

Haranis KOPru)/H

AoKropa Sinoco$ii s rany:i 3HaHb 12 Iusopnaaqifini rexHoJrorii sa cueqianruicto

125 Ki6ep6esneKa.

forosa pa:onoi cneqiani

s.reHoi pa4vr AA 26.I33.


