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PELIEH3ISI

P3A€BOI Ceitiianu JleoniniBuu, kanmnnara TEXHIYHUX Hayk, JIOLIeHTa,
AOLEHTa Kapenpu KoMIT IOTepHHIX Hayk KuiBcpkoro cromrunoro yHiBepcureTy
iMeni Bopuca I'pinverka, na mucepraniro YEPHITIBCHKOI'O Isana
AnnpiitoBuaa «Metox 3aXHCTy By3.JiB iHoxomymnikaniiinof Mepeki Bix
KOMII'lOTePHHX BipyciB Ha 0CHOBI HeHpoMepe:KkeBHX Mo/ieJieiix» IIOJIaHy Ha
3000y TTs CTymeHs nokTopa (imocooii 3a cneriansuicTio

125 KiGep6esnexa

1. AkryanbnicTs Temu AOC/IIIKeHH s

Cyd4acHi inpoxomyHikaiini mepexi (IKM) dyukuionyrors B YMOBax
TIOCTIAHOTO BILIUBY Kibep3arpos, sxi XapaKTePU3YIOThCS MOCTIHHAM 3POCTAHHSM
KIIBKOCTI 1 CKIIaqHOCTI Kibeparak Ha IKM Ta ACCTPYKTUBHOIO BIUIMBY Ha
[pOLecH  ympaBmiHHA. VYV  3B’SM3ky 3 1M 3a0e3neyeHHs  wmimicHocTi,
kKoHineHiHHOCTI i AOCTYNHOCTI iHpOpMalii, 1o nupkymoe B IKM € oguuMm i3
KJTFOJOBHX 3aBIaHb CUCTEMH HAIliOHAIBHO] Kibepbesnexw.

OcobnuBoro 3nauenms HalyBae npo6ieMa BUSBIEHHs CKIIaHUX araK

tuny APT (Advanced Persistent Threat) 8 ymopax KibepkouQumikTiB. Tpamumiiini



pilleHHs 3axucry By3nie IKM MOXYTh TIPOIyCKaTH KOMII'FOTEpHI Bipycu
BHACIIIOK HEJOCKOHATOCTI MEXaHI3MIB Tx BUABJICHHS, 110 0COOIMBO KPUTHYHO
mijx yac GararopiBHEBHX Kibeparak. A y HasBHuX AOCIIKEHHAX, BUABICHHS
BipyciB 3a gomomororo IIII 3a3Buuaii 3IIMCHIOETECA IIUIIXOM CKAHYBAHHS
BHKOHYBAHOTO (haiiiy, 10 He 3aBKIHM MOXKHA BUKOPUCTATH /ISl HAIBHOT'O 3aXHCTY
1HpOKOMyHiKamifiHIX Mepex.

Came TOoMy, po3pobka METOLYy 3aXWCTy BY3JiB iH(OKOMyHiKariliHol
MEpexi Bil KOMII'FOTepHHX BIDYCIB Ha OCHOBI HEHpOMEpexKeBUX Mojenell e
TCPCIIEKTUBHUM HANPSIMOM PO3BHTKY HAYKOBHX OCIiIKEHD. 3acTocyBaHHA
TaKUX IIAXOMIB JO3BOJISE BUSIBISTH WKIZIKBI BIUIMBH TaMm, Jie ixX IIPOILYCTHB
TpafuuiiHuil aHTUBipyc, IO SHIXKYE 4YaC pearyBaHHS Ha IHIMIEHTH
iHhopManiitHoi Gesmexw.

Busisneni HeBupimeni nutanus BKasyroTh Ha Te, 10 TeMa JAUCepTaLiiiHO
pobotn Yepniriscekoro LA, e aKTyallbHOIO, CBO€YACHOID T4 Ma€ BaXKIHBE

TCOPETUYHE 1 PAKTHYHE 3HAYECHHS /IS PO3BHTKY CHCTEM Kibepbesmexu.

2. 38’130k Temu AucepTaniiiHoi poGorH 3 HaykoBHMHM nporpamMammu,
IJIaHAMH, GyHJaMEeHTAJILHEMH Ta NPUKJIATHEMH JOCTiKEeHHIMHU

Jucepranis BukoHyBanach B KuiBcbkomy cronmaromy YHIBEPCHTETI
imeni bopuca Ipinvenka.

Pesynbratn  HaykoBmx  jocmimkens BUKOPHCTaHI Ha  Kadempi
IHpopMamniiioi Ta KiGepHeTHYHOT Gesmexw imeni npogecopa Bonopumupa
Bypsiuka daxynsrery IHGopManiiaux TexHomOriH Ta MaremMaTuku Kuiscekoro
CTOIIMYHOTO YHIBEPCHUTETY iMeHi Bopuca I'pingenka B pamkax HayKOBO-ZI0CJIiHOT
pobotu: «Metomu Ta Mozeni 3abe3neveHHs Kibepbesnexu iHGOpManifHIX
CUCTeM nepepoOku iHdopmamii Ta (yHKIiOHANEHOT Gesmexu IPOrpaMHoO-

TEXHIYHUX  KOMILIEKCIB YOPaBIiHHA  KPUTHYHOL iHGpacTpykTypm»
(Ne0122U200483, KCVBI, m. KuiB).



Takosx pesynsraty nocmimkens NPUAHATI 10 BIPOBAIKEHHS B JiIbHICTS
Kuicpkoro crommunoro yHiBepcutety imeni Bopuca I'pinyenka (akt Bix

21.04.2026 poxy) ta TOB «AILIAH Ykpaina Tinepmapket» (axkt Bin
10.03.2026).

3. Crynmiae  o6rpynroBanocti HayKOBHX TMOJIO3K€Hb, BHCHOBKIB i

PeKomMenaanii Ta ix JocroBipHicTs

HaykoBi monoxenns, sucHoBkH Ta pexoMeHnanii, cdopmynroBani B
AMcepTaliiiHiil po6oTi, € 10CTATHBO 0OIDYHTOBaHHMMH Ta JIOTiYHO Y3TroJKeHUMH
MK C000r0, 1m0 M ATBEP/UKYEThCS. aHATI30M 3HAYHOI KLIBKOCTI HayKOBOI Ta
TeXHIYHOI JITepaTypu, a Takox BUKOPHUCTaHHSIM METOAIB aHali3y i cuHTe3y
CHCTeM; Teopist iHpopMauii; Teopis NPUAHATTS pillleHs; Teopis AJITOPUTMIB;
Teopis HMOBipHOCTEI; KOMII'FOTepHE Ta iMiTaniifHe MomemoBanHs.

HocToBipHicTs oTpHManmx Pe3y/IBTaTiB MiATBEpmKYyEThCS IPOBEAECHHSIM
CKCIICPUMEHTANBHUX NOCIIKEHb, aHAJII30M OTPHUMAHUX NAHMX Ta MOPiBHAHHIM
pesynbraris. Bei npaktuuni i TEOPETHYHI Pe3yJIbTATH JOCIIIKCHHS arpo0oBaHO
Ha KOH(EPEeHIIAX Ta omy6IikoBaHo B HayKoBUX cTarTsix. Ilepenix maykosux
npaub Yepwiriscskoro [.A. Ta AOBIIKH IIOZO BIPOBAIKEHHS pe3ynbsTariB
JOCTUKEHHS T ATBEpPIKYIOTH axosuil mixxix 3m06yBava no obpaHHS TeMu

poboTH Ta BHCOKMIi piBeHB HayKOBO1 KOMIIETEHTHOCTI.

4. HoBuzHa maykoBux MO0JI0K€Hb, BHCHOBKIB | PeKomeHaamiii,

chopmynboBanux y AUcepTanii

Ilpencrasneni = mucepTanii  YepHiriscbkoro Isana AHppiitoBuua
TIOTIOKEHH S, MiIXOMH, CTPYKTYpa, MOCTAHOBKA 3aBIaHHA Ta X BHpIIIEHHS,
ysaralbHeHI BUCHOBKM PO3KPHBAIOTSH aBTOPCBKY i7Ief0 i caMocCTiiHO BUKOHaHY
HayKoOBy INpalio, B fKiif 06IpyHTOBaHO HU3KY KOHIENTYalbHUX II0JIOKEHb,

Y3arajbHeHb Ta BHUCHOBKIB, sIKi BIJIIIOBIIAFOTH KPHUTEPISIM HAYKOBOL HOBHU3HH,

30KpeMa:



— BIIEPILIE 3alIPOTIOHOBAHO METOJ, 3aXUCTY BY3IIiB iHpoKoMyHiKaLiiHOT Mepesi
Bil KOMII'IOTepHHX BipyciB, NOOYIOBaHUH 3a MPHHIMIOM TMOC/iOBHOIO
LUKJIIYHOTO 3BEpHEHHS 110 Oneparopis ifleHTH(iKaILii, TPHIAHATTS pilieHHs Ta
peamsauii kepyroumx niif, y AKOMY  ineHTHdiKamis cramy Bysnma IKM
3MIACHIOETECA HA OCHOBI BMBAHTAKCHHS MIHIMaJbHO HEeOOXiTHOI KilTbKOCT]
IubpoBHX ClifiB Ta ix amamizy HEHPOMEpEKeBIMU MOIENIMH, LI0 J03BOJISE
3a0€3Ie9UTH eKOHOMIIO Yacy i PecypciB Ha BUABIECHHS KOMITIOTEPHUX BipyciB Ta
— BIICPIIE 3aNPOIIOHOBAHO | peamizoBaHO BUKOPHUCTAHHSA UUQPOBUX CIifiB y
AKOCTI OCHOBHOT 1TeHTH}IKAIIHHOT 03HAKK TIPY OLHIIi 3apaXkeHOCTi By31iB IKM,
o 3abesneuye Busprenns [1I[13, IPONYIIEHUX TPagUIIMHIMH pillleHHIMH
3aXHCTY KIHLUEBHX TOYOK, Ta HANA€ MOXKIMUBICTE BIOCKOHAJIEHHS HAasIBHOTO
CIIETIOHOBAHOTO 3axucTy IKM;

— BIICPIIE 3alIPOIIOHOBAHO i peasizoBaHo penAniiHy Mozens y BUNIA Tabmumi
apTe(akTiB, AKa MUIIIXOM ¢inbrpanii no3Bonse ONTUMI3yBaTH KilbKiCTB i po3mip
HA(QPOBUX CHMIB MiX HasSBHUMM apredakTaMH y By3mi i JOCTATHIMH JUTS
inenTudikanii crany, mo 3a0e3reuye ekoHOMIIO Uacy i PeCypciB Juis BUSABIEHHS

HAsBHOCTI KOMIT'IOTEPHUX BipyciB y Bysnax IKM,;

BIICPILIE 3alIPOIIOHOBAHO 1 peanizoBaHO 3aCTOCYBaHHA HEHPOMEpPEKEBHX
MOJICNICH [l aHali3y BHBAHTAKEHUX HUPPOBHUX CITifiB, 10 3abe3mevye
IABUIIEHHS [IBUIKOCT] pearyBanHs Ha BUHUKaIO4i iHnuaenTy B [IKM 3 BEJTHKOKO
KUIBKICTIO By3TiB;

— HabyB MOJAIBIIOro PO3BUTKY METOJ BUBAHTaXEHHS LU(PPOBUX apredakTis B
yMOBax oOMexeHOCTI pecypcis, sikuii 3a PaxyHOK onTHMi3amii KigpKocTi i
po3Mipy 1udpoBMX cuigie Ta ix PamXyBaHHS 3abe3redye MOKIIHMBICTE
(hopMyBaHHS ysIBICHHS TIPO CTaH 3apaX€HOCTI KOHKPETHOTO By3iia Ha cepBepi

IKM HaBiTh y BUnanky TICpepUBAHHS 3’€AHAHHS [Tl Yac Mepeayi JaHuX.



TakuM 9MHOM, MeTa moCiKeHH s Mmoo CHHTE3y METOMY 3aXUCTY By3JIiB
1HOKOMyHIKaLiHHOT MEpeXi  Bifl  KOMII'IOTepHHX BIpYCiB, 31aTHOrO
3a0e31e9NTH ITiABUIIEHHS e(heKTHBHOCTI MPOTHAIT OMMPEHHIO KOMIT FOTEPHUX

BIpYCiB B iH(OKOMYHiKaIifHiH Mepexi JOCATHYTA.

3. Teoperuuna uinnicrs i MPaKTHIHA 3HAYYILICTH HAYKOBHX Pe3yJIbTATIB

HaykoBi mososxeHHsI, BUCHOBKH Ta PeKoMeHIawii mucepraniiinoi po6oru
Hepuiriscekoro IBana Auppiiiosrua MaroTs TCOPETUYHY LIHHICTh Ta IPAKTUIHY
Ba)KIIUBICTE.

Teopernuna ninmicts AMcepTanifHol poGOTH mousrae Y TOJaIbIIOMY
PO3BHUTKY HAyKOBMX 3acaj 3abe3neuyeHHs Kibeperilikocti iHdokoMyHikamiiHoT
MEpexl IUITXOM BHBAHTAYKEHHS MiHIMaJBHO Heo6XinHoT KiTBKkocTi UUPPOBUX
CIiNiB Ta X aHami3y HEHPOMEPEKEBUMH MOJIEIIAMHY. 3anponoHoBaHui miaxin
JIO3BOJIAE NIO3BOJIAE 3a0e3MEYUTH eKOHOMIIO wYacy i pecypciB Ha BHSBIEHHS
KOMII'IOTEPHHUX BipyciB Ta npotufii iX mommpeHHIO B iHpoKOMyHiKaITiHHi}
MEpexi Ta po3WHUpIOE icHyroui  HaykoBi mimxomu 10 3abe3neveHHs
KibepcTifkocTi B yMoBax mmmHamiuHOro PO3BHTKY Kibep3arpos. Otpumani
PESYIILTATH CTBOPIOIOTH TEOPETHYHE II/I'PYHTS IS [OJAIIbIITHX JOCIiIKEHE Y
cdepi kiGepGesnexwu, 30kpema mox0 aHaNi3y TMOBEIIHKH CKJIATHUX Kibep3arpos,
Ta pO3pO0JIEHHS e(EKTUBHIX MEXaHI3MIB pearyBaHHs Ha KiGepiHIUIeHTH.

HpakTiane 3Hauenns oTpumanmx PE3YIbTATIB IONATAE ¥ MOMIUBOCTI
BUKOPUCTaHHA Mozenelt 1 MeTomiB mis I JBHILEHHS Kibep3axucry Ha
MiANPUEMCTBI HaBIiTh 33 HASBHOCTI IHIIMX 3aXKMCHUX pillleHp, 33 PaxyHoK OinpIn
OTCPATUBHOrO pearyBaHHA HAa BHHUKAIOW 3aIPo3H, a TaKox aBTOMAaTHYHOIO
NPUHHATTS PIlIeHHS Ta 3milCHeHHs Kepyrouux Aid. 3anponoHoBaHi pimenms
MOXYTb OyTH BUKOPHCTaHi NparjiBHIKaMuy Binminy iHdopmaniiioi 6esmexn JUTSL
CBOE€YACHOro BUSBIICHHS Ta PearyBaHHS HA BHHUKAIOW] Kibepinmunentu B IKM.,

Otpumani pesynsratu CIIPUSIOTB IiBUINEHHIO e(eKTUBHOCT] GyHKUiOHYBaHHS



iHbOpMalifHUX cucTeM Oprasisaniifi ta JxepxaBHHX CTPYKTYp B yMoOBax
Cy4yacHHX Kibep3arpos.

3anpornoHoBaHi pimenus iHTerpoBani B OCBiTHiM npouec KuiBcbkoro
CTOJIMYHOTO  YHIBEPCHTETY iMeHi bopuca I'pinvenka, Ta mnpmitasari 0
BIIPOBA/UKCHHA B [isIbHICTE KHIBCBKOrO CTOMMYHOLO YHIBEPCHTETY iMeHi

bopuca I'pinvenka (axr Big 21.04.2026 poky) ta TOB «AIIAH Vxpaina
linepmapker» (akT Bix 10.03.2026).

6. IloBHOTa BHKJIageHHS HAyKOBHX  pe3yJbTaTiB aucepraunii B

ony0IiKOBAHHX mpansx

OcHoBHI pesynbraru JMcepTanii BUCBITIeHO 12 HAyKOBHX ITyOmikanisx, i3
HEX 3 — omHOOCIOHI, 9 — vy criBaBTOpCTBi: 7 crareit y HayKOBUX BUJIaHHSX,
BIJIIOYEHIX HA JiaTy OMyOUiKyBaHHS 1O MepejtiKy HayKOBUX (paxoBHX BUIaHb
YkpaiHu; 2 crarti y mepiogmdHmx HAayKOBHX BUJIAHHSX, MPOIHIEKCOBAHHX B
HAyKOMeTpHIHMX Oasax mamux Scopus i Web of Science Core Collection.
Haykosi pesymbrate pucepramii mosHomo MIpOIO BHCBiTJIEHO y HayKOBHX
myOmiKarisx Bixmosigao A0 METH Ta MOCTaBIEHUX 3aBIaHb.

OcHOBHI moNOXEHHS mUcepTaniiHoi pobortu Gymu anpoOoBani Ha
HayKOBO-NPAKTHYHUX KOH(EpEHLiAX, 10 MATBEPIUKYE  TX HAayKOBy Ta

[IPaKTUYHY 3HAYYIiCTh.

7. BiacyrHicTh (HasiBHiCTB) MOpymIeHHs akanemMiuno} AobpouecHocTi

AHani3 3MicTy mucepramii, a Takox ny6uikaniid YepHiriscbkoro I.A.
BKa3yIOTh Ha BIJICYTHICTE 03HaK TIOpYICHHS BAMOT aKaJleMiqHOI JO6pOYeCHOCTI.
Hucepraniiina po6ora MicTUTD MOCHIARHS Ha Jokepena inpopMmanii y BUIIAAKY
BUKOPUCTaHHsI ie#, po3po6ok, TBEP/XKEHb, BIOMOCTEH, a Takox BIZIITOBia€e

HOpPMaM 3aKOHO/IaBCTBA MpPO aBTOPCHKE MPABO i CYyMiXHI npaBa. B mucepranii



Yepmiriserkuii 1.A. Hamae JIOCTOBIpHY iH(poOpMamito mpo pe3ylbTaTi BIacHOI

HayKOBOI JITBHOCTI, a TAKOX TPO BHKOPHCTAHi iHdopmariiHi pecypen.

8. Muckyciiini noo:xenns ta 3ayBaKeHHs [0 JUCepTALiT

lpuHuMIoBEX 3ayBaxeHs W00 CTPYKTYpH, OCHOBHHX IIOJIOKEHb Ta
KoHuenuil nuceprauii YepHiriscskoro ILA. He BHSBIEHO.
[TosnTHBHO oOIiHIOIOUH PE3YNIbTaTH NUCEPTALiHHOIO JOCIi/KeHHS, i
3BCPHYTH yBary Ha OKpeMi 3ayBaXKeHHs Ta peKOMeHAALiT 10 OKPEMHUX IOJIOXKEHD
JUCepTALlii.
1. HouineHo 6yno 6 y mocmimkenHi GLibm ACTANbHO MPUALTHTH yBary ToMmy,
CKIBKH CHCTEMHHUX pecypcis BUTPAYa€TbCs Ha BUBAaHTAKEHHS 1 aHAII3
apTe(akTis, a TAKOXK MPoOBeCTH CKCIIEPUMEHTAIIbHI JOCTIIMKEeHHS Ha Kiabkox 1K,
2. 3a3Havar0uu aKTyaNbHicTE i CYYacHICTh MOCIIIKEHHS, BAPTO 3ay BayKHTH,
IO y aBTOpa € (parMeHTH KOy 3 YTHIIITOO WMicC, NpoTe 3apa3 aKTyaibHa
Windows 11 i kox Ha Hiii Moxe He 3aIlyCTHTHCS.
3.V Beryni aBTopoM HemocTaTHBO ACTANLHO OOIPYHTOBAHO aKTyalbHiCTE
TEMH, OCKITBKM He HaBEIEeHO aHai3 IHIIUIEHTIB iHbopMariiiHoT Gesnexu 3a
TPUBAJIUA  PETPOCHEKTHBHMIA nepiox  (2010-2020 poku), Mo obmexye
MOXKJIMBICTH OILi HIOBAHHS AOBTOCTPOKOBUX TEH/EHIIiit pO3BUTKY Kibep3arpos.

Hageneni 3ayBaxxenus marors PeKOMeHaiiHuit XapakTep i He 3HUXYIOTh

3arajbHOI MO3UTUBHOT OLIHKK AMcCepTaLiitHol po6oTw.

9. 3aranbHa oninka AucepTaniiiHoi po6oTw, ii BIINOBIgHICTL BCTAHOBIeHUM

BHMoOram

Hucepraniitna po6ora YepHiriscskoro Isana AHJpitioBHYa Ha TEMY
«Meton 3axucty Bysnis indoxoMyHikauiiinof MEpPeXi Bil KOMII'IOTepHHX
BIDyCiB Ha OCHOBI HeHpoMepexxeBUX Mopeleiy e 3aBEPLIEHHM HAyKOBUM

ROCIIKEHHSAM, SIKe 33 AKTYaIlbHICTIO, HAYKOBOIO HOBH3HOIO, 00rpyHTOBaHICTIO



PE3YNLTATIB 1 TPAaKTHYHOI 3HAYYIIICTIO BIINOBinae BuMmoram Ilopsaky
TIPUCYIDKCHHA CTYNeHs mokTopa (inocodii Ta ckacyBaHHS pilmeHHs pazoBoi
CIeLIani30BaHOi BYEHOI pajiu 3aKmany BUIIOI OCBITH, HAyKOBOI YCTAHOBH PO
TPUCYIDKCHHA CTyNeHA JOKTOpa ¢imocodiin, mo 3ateepmieno IIocTaHOBOK
Kabinery Minictpie Ykpainu Bin 12 ciums 2022 poky Ned44, a ii aBtop,
YepniriBepkuit IBan Amnpapiiiosuy, 3aCIyroBY€ Ha MNpPUCYIKEHHS CTYNEHS

A0KTOpa dinocodii 3a creniansricTo 125 Kibepbesnexka.
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